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Information Technology (IT) Workforce Capability Assessment (2006)

For the Federal IT Workforce
Purpose

The Federal Chief Information Officers Council (CIOC), in partnership with the Office of Personnel Management’s (OPM) Human Capital Leadership and Merit Systems Accountability Division, has designed, developed, implemented, and supported a capability assessment focused on the Information Technology (IT) workforce. The IT Workforce Capability Assessment provides an agency with a method of gathering valuable workforce planning data and satisfies a number of regulatory requirements specific to the IT workforce, including the Clinger-Cohen Act and the E-Gov Act (Section 209).  Additionally, the Assessment helps federal agencies address broader guidelines, requirements and mandates related to the strategic management of human capital under the President’s Management Agenda (PMA), OPM guidelines on human capital management (the Human Capital Assessment and Accountability Framework, or HCAAF), and Government Accountability Office (GAO) guidance and reports on strategic human capital management.

Background

The IT Workforce Capability Assessment has two distinct but complementary parts.  One part is the IT Workforce Capability Assessment Survey that captures the “supply” of IT workforce capabilities, including agency proficiency in a set of IT-related competencies and skills; percentage of the workforce possessing certain IT-related certification areas; amount of time spent on selected specialized job activities; and a demographic profile of the IT workforce.  The IT Workforce Capability Assessment Survey was administered to federal civilian employees occupying IT and IT-related positions.  

The second part is the Capability Planning and Analysis Tool (CPAT) that helps federal agencies identify a “demand” model of capabilities needed to support their IT mission. This demand model consists of a framework for each specialized job activity that outlines the competencies, skills, and certifications central to each specialized job activity, and assigns proficiency targets.  Subject matter experts representing many federal agencies helped develop these frameworks first produced in 2005.  Since the demand models have remained unchanged from 2005, some comparisons can be made with the gaps identified in 2005 and 2007.
This Executive Summary provides a high-level view of the results of the 2006 Survey and subsequent gap analysis conducted in 2007.  A detailed report, “Federal IT Workforce Survey (2006) Data Analysis Report: Information for Human Capital Planning”, is available along with individual gap analysis reports on each of the nineteen specialized job activities. 
Methodology

The IT Workforce Capability Assessment Survey was administered between September 20, 2006 and November 15, 2006, with an extension for a limited population to satisfy particular agency issues.  The 2006 Survey was based upon the survey previously administered in 2004, with only minor changes to content.  
Participants were notified to take the survey by the designated point of contact from their respective agency.  Once notified that the survey period had commenced, respondents visited the survey website, selected and submitted the most appropriate answers to questions organized in five major parts: Demographics, Specialized Job Activities, Competencies, Skills, and Certification areas.

As the survey was voluntary, the sample of responses collected was self-selecting, not random.  In addition, the survey was anonymous. 
Key Results

Response Rate  
The total number of responses at the aggregate federal level, along with the estimated federal IT workforce population and response rate, is provided in the table below.

	Targeted Federal IT Population Size
	Number of Responses
	Overall Survey Response Rate

	79,527
	31,759
	40%


Demographics  
Based on the frequency of responses to the demographic survey questions, a profile of the “typical” IT worker emerges.  This profile represents the most frequent number of responses for each pertinent demographic question.

	The “Typical” IT Worker most often…

	…is between 51 and 55 years of age

…is a GS-12 or equivalent
…has over 21 years of Federal Government experience      
…has little to no private sector experience  
…is eligible to retire and is likely to retire in the next 11 to 20 years

…holds a Bachelor’s Degree (67.5%)


Competencies  
The survey asked respondents to provide a self-assessment of current proficiency in a set of 53 technical and 16 general competencies, which are a subset of those developed by OPM for the GS-2210 IT Management and other occupational series.  Respondents assessed their current proficiency using a six-point rating scale (with 0 lowest and 5 highest).  Respondents had the highest proficiency in the general competencies.    Interpersonal Skills, Problem Solving, Oral Communication and Customer Service ranked as the top four general competencies.  The top technical competencies included Hardware, Operating Systems, Configuration Management and Project Management. Respondents had the highest proficiency in the general competencies.
Skills  
The survey asked respondents to provide a self-assessment of their current proficiency in a set of IT-related skills.  A skill is a part of a competency that describes an individual’s ability to use knowledge effectively in execution or performance of specific tasks. The skills were chosen by subject matter expert focus groups, based on relevance to federal IT work.  Care was taken to identify “vendor-neutral” skills, to the greatest extent possible.  A total of 57 skills were identified in the 2006 survey; 55 were used in the 2004 survey.  The two skills added were Grid Computing and Radio Frequency Identification (RFID).  Skills with the highest proficiency ratings included Desktop Applications, Windows Operating System, Client-Server, and Document Management.

Specialized Job Activities  
The survey asked respondents to estimate the amount of time they spend as part of their normal duties and responsibilities on 19 different specialized job activities using a rating scale of “Extensive,” “Moderate,”  “Minimal or None.”   These specialized job activities include the ten specialty titles in the GS-2210 Occupational Series, and nine other job activities deemed important in the federal IT community.  Based on survey responses, End User Support was the most frequently performed job activity, with 55.3% of the population spending a moderate or greater amount of time on the activity.  The second most frequently performed job activity was IT Project Management, reporting at 43.9 %.  
By aligning competencies, skills and certifications to the amount of time individuals spend on specialized job activities, one can infer if there are adequate skills/competencies given the workload (inferred by time spent) or if there are gaps in specific areas – especially for the activities ranked highest overall in terms of time spent on the activity. 
Certifications  
The 2006 survey asked respondents to indicate broad certification areas in which they currently possess a recent (within the past 3 years) certification or certificate.  The survey avoided asking for specific certifications and instead focused on certification areas.  Similar to 2004, relatively few IT workers possess associated certifications.  Compared to 2004, (Computing (9%), Network Support (8.3%) and Information Systems Security (5.9%) have notably increased their percentage; no areas experienced a notable decrease in percentage.
The certification areas with the largest impact due to retirement in the near term (based on the highest percentage of respondents that plan to retire over the next 3 years) are Enterprise Architecture, Policy and Planning, CIO, Quality and Healthcare.
Gap Analysis
Key findings from the assessment and gap analysis of federal-wide data are summarized below.  The four critical Specialized Job Activities (Enterprise Architecture, IT Project Management, IT Security/Information Assurance, and Solutions Architecture) are highlighted.  The gap analysis is based on the input from IT employees representing a large number of federal agencies, the analysis of the results and the accompanying recommendations are presented in aggregate at the federal level rather than on any individual department or agency.  

· Survey results show that the IT Project Management (ITPM) specialty area is still one of the biggest challenges.  Although the percentage of survey participants who perform this specialty decreased by 3.4%, proficiency and skill levels among this segment of the IT federal workforce have not changed substantially since 2004.  While there are no large gaps for personnel performing ITPM functions extensively, specific competencies within the ITPM specialty area remain of concern such as in Capital Planning and Investment and in Project Management.   
· Skill proficiency in IT Project Management is largely unchanged.  The largest gaps for those performing ITPM extensively and moderately are in Project Management Software, Federal/OMB Enterprise Architecture, and Earned Value Management. 
· The Project Management competency was ranked as the top training need by personnel who are performing the ITPM function extensively, and the second highest training need for personnel performing the function moderately.  

· Competency proficiency among those who perform IT Security/Information Assurance (IA) activities extensively improved in 2006.
· Similar to trends in competency proficiency among the IT workforce performing IT Security/Information Assurance activities extensively, since 2004, skill proficiency is generally improving.  
· Certification rates have increased significantly for the IT Security/IA Workforce in the past two years, some percentages almost doubling since 2004.  
· There were no large competency gaps noted by IT workers performing Enterprise Architecture to an “Extensive” or “Moderate” degree.   A significantly large gap in Federal/OMB Architecture skills first reported in the 2004 survey, remains, and is of concern.  

· For IT workers performing Solutions Architecture activities to an “Extensive” or “Moderate” extent, no large competency or skill gaps exist.   For those performing Solutions Architecture extensively and moderately, competency proficiency dramatically improved from 2004 to 2006.
· Overall, in the Project Management Specialized Job Activity, 24% of respondents are eligible to retire in the next three years. In the other three critical job areas, 16-17 % of respondents are eligible to retire in the next three years. However, in each critical job area, only 10-12% of respondents plan to retire in the next three years.
· Analysis of other Specialized Job Activities shows that large skill gaps in Portfolio Management exist in the Capital Planning SJA; large competency gaps are noted in Object Technology for the Applications Software SJA; there is a large skill gap in Data Modeling for the Systems Analysis SJA; and in the E-Government SJA, a large competency gap was found in Business Process Reengineering.
Recommendations/Issues
As highlighted in these findings, certain competency and skill gaps still must be addressed in critical job areas.  The Federal Government is facing increasing numbers of retirements.  Identified training gaps should be considered as part of succession planning on an agency by agency basis.  Agencies must place significant focus on appropriate recruitment and retention activities to maximize the use of critical human capital resources and to meet mission needs.  Considering this environment, specific recommendations are proposed and issues are discussed:
· Project Management remains a priority training requirement within the federal government for the IT community, both for current personnel working extensively in the field, as well as for succession planning.
· Cost-Benefit Analysis and Capital Planning and Investment Assessment should all be considered for targeted training; each showed significant medium gaps among individuals performing IT Project Management functions extensively and even larger gaps among personnel performing the same functions to a moderate degree.  Contracting/Procurement showed a small gap for those extensively engaged in IT Project Management and a medium gap for those performing moderately, and was also identified as a training need.
· The IT Security/IA Workforce continues to be an area of dynamic change.   The Department of Homeland Security/National Cyber Security Division has developed an IT Security Essential Body of Knowledge (EBK) which will reflect a national skill baseline for the IT security professional.  Compiled as a competency and functional framework, the EBK will characterize the IT Security/IA workforce, promoting uniform guidelines for training and certification programs that will assist in overall workforce management.

· IT security planning and management skills remain of critical importance in both the private and public sectors.  While good bench strength is indicated in the IT Security/IA workforce, (i.e., there is good representation at the GS-11-13 levels, and for age 36 and above) continued use of workforce flexibilities such as Direct Hire Authority and scholarship programs such as Scholarship for Service and the Department of Defense’s Information Assurance Scholarship Program are key to maintaining this posture.  
· The 2006 Survey data shows that higher graded employees largely comprise the EA workforce.  This indicates that in addition to training current employees, agencies should ensure a viable succession plan is in place to develop future EA practitioners. Managers should be encouraged to review the recently published 2006 Clinger-Cohen Core Competencies (found at www.cio.gov) which include competency areas and learning objectives for Enterprise Architecture.  
· Enterprise Architecture continues to develop as a career field in both the public and private sectors.  The Office of Personnel Management, at the request of the Federal CIOC, is currently engaged in research to establish one or more IT Architecture specialty titles within the GS-2210 community.  This effort will aid in management of the federal EA community the majority who currently identify themselves as Project Managers or members of the Policy and Planning specialty area.

· Managing Solutions Architecture activities as a separate workforce entity and identifying trends presents several challenges. First, it is not a separately recognized or tracked federal IT workforce category (i.e., there is no specific data element within the classification system for Solutions Architecture). Second, this Specialized Job Activity ranked last (of 19) in terms of workforce performing this activity; only a small percentage (4.3%) of survey respondents reported performing this activity extensively.  Finally, those who performed this Specialized Job Activity to an extensive or moderate degree, and who are in the GS-2210 community, identify themselves across many specialty areas, most notably Project Management, Systems Administration, Applications Software or Systems Analysis.
· Web Technology is an excellent candidate for training in the Internet Specialized Job Activity, with over one quarter of this segment of the workforce indicating a training need, and there is a downward shift in the proficiency level of this competency; however overall skill proficiency in the Internet Specialized Job Activity is improving.
· OPM has developed a resource guide, “Career Patterns, a 21st Century Approach to Attracting Talent”, which agencies may find very useful in looking at intervention strategies.  The guide is available at: https://www.opm.gov/hcaaf_resource_center/careerpatterns/CPGuideV1.pdf
· The Career Patterns guide recommends that agencies need to prepare an environment to attract various types of employees, and that traditional methods will no longer necessarily apply in recruitment and retention.  More nontraditional arrangements may be needed (i.e., the use of flexible work schedules, incentives such as student loan repayment and recruitment/retention bonuses).  The guide states that a key to providing this environment rests on “making sure that managers and leaders have the specific competencies to supervise and manage in nontraditional work settings.”  Survey results show that agencies should place an emphasis on leadership and management development to build general competencies in the IT workforce, as these are more affected by potential retirements.

· Agencies may utilize an array of targeted human capital or other interventions to improve the competency and skill set of the federal IT workforce.  Strategies for talent planning and sourcing, talent management and development, and business process/work structure improvement are discussed in the full report.  
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