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IT Workforce Capability Assessment


1.1
Purpose of the Data Analysis Report

The Federal IT Workforce Survey (2006) Data Analysis Report: Information for Human Capital Planning describes the IT Workforce Capability Assessment Survey conducted in 2006, summarizes key findings from the survey and discusses the gap analysis process for specialized job activities (SJAs).  The report provides considerations for human capital planning and recommendations based on the federal-wide analysis.  The report appendices include the content of the survey, the SJA demand profiles used for analysis and further information on the gap analysis methodology.  Detailed reports on the gap analysis for each of the nineteen specialized job activities are available under separate cover.
It is important to note that while the gap analysis is based on the input from IT employees representing a large number of federal agencies, the analysis of the results and the accompanying recommendations are presented in aggregate at the federal level and are not focused on any individual department or agency.  

1.2
About the IT Workforce Capability Assessment 

Purpose of the IT Workforce Capability Assessment   
The Federal Chief Information Officer’s Council (CIOC), in partnership with the Office of Personnel Management’s (OPM) Human Capital Leadership and Merit Systems Accountability Division, has designed, developed, implemented, and supported a capability assessment focused on the Information Technology (IT) workforce. The IT Workforce Capability Assessment provides an agency with a method of gathering valuable workforce planning data.  In addition, the Assessment satisfies a number of regulatory requirements specific to the IT workforce, including the Clinger-Cohen Act and the E-Gov Act (Section 209) and helps federal agencies address a number of broader guidelines, requirements and mandates related to the strategic management of human capital under the President’s Management Agenda (PMA
), OPM guidelines on human capital management (the Human Capital Assessment and Accountability Framework, or HCAAF), and Government Accountability Office (GAO) guidance and reports on strategic human capital management.

The IT Workforce Capability Assessment has two distinct but complementary parts, as illustrated in Figure 1.
Figure 1:  IT Workforce Capability Assessment  Overview
One part is the IT Workforce Capability Assessment Survey that captures the “supply” of IT workforce capabilities, including proficiency in a set of IT-related competencies and skills; percentage of the workforce possessing certain IT-related certification areas; amount of time spent on selected specialized job activities; and a demographic profile of the IT workforce.  The IT Workforce Capability Assessment Survey was administered to federal civilian employees occupying IT and IT-related positions.  Participants were notified to take the survey by the designated point of contact (POC) from their respective agency.  Once notified, respondents visited the survey website, selected and submitted the most appropriate answers to questions organized in five major parts: Demographics, Specialized Job Activities, Competencies, Skills, and Certification Areas.  “Valid” survey responses, defined as those surveys in which the individual responded to all five sections and acknowledged completion by submitting the survey via the ‘Submit’ button, were stored in a centralized database.  The survey was confidential and was voluntary; as such, the sample of responses collected was self-selecting, not random.  The reader should note that this is the third iteration of the IT Workforce Capability Assessment Survey; previous survey administration periods occurred in 2003 and 2004.  After the 2004 survey administration, it was determined that a biennial administration period would be more appropriate.
The second part is the Capability Planning and Analysis Tool (CPAT) that helps federal agencies identify a “demand” model of capabilities needed to support their IT mission.  As described further in the next section of this report, this demand model consists of a framework for each specialized job activity that outlines the competencies, skills, and certifications central to the specialized job activity, and assigns proficiency targets.  Subject matter experts representing many federal agencies helped develop these frameworks which were first used in 2005 to conduct a gap analysis, and which are used again in this report.  Given that the demand models have remained unchanged from 2005, some comparisons can be made with the gaps identified in 2005 and 2007.  This report describes the “demand” or target setting process in more detail, and presents the results of the gap analysis conducted in 2007 in which the survey or “supply” capability data collected in 2006 is compared to “demand” data, and gaps have been identified.  

Assessment Sponsorship  
The IT Workforce Capability Assessment is sponsored by the Federal CIOC and OPM.  This is the third assessment of the federal IT workforce.  Previous assessments were conducted in 2003, and 2004.  The assessment survey generally occurs on a biennial basis, with agencies using the CPAT to model demand and conduct gap analyses in intervening years. 
Survey Timeframe  
The IT Workforce Capability Assessment Survey was administered between September 20, 2006 and November 15, 2006
.  

Survey Coordination 

To ensure the survey information gathered would be useful in supporting agencies’ human capital planning requirements, close coordination was required between the IT and Human Capital communities.  Members of the Federal CIOC IT Workforce Committee formed a survey working group to lead coordination activities and interface with agency points of contact (POCs), who had specific responsibilities regarding the administration of the survey within their respective organizations.  POCs were provided with background information, an orientation, and other resources needed to understand the assessment process.

Role of Agency Points of Contact

Agency POCs had specific responsibilities for survey administration, including:

1) Identifying their IT workforce population to participate in the survey based on occupational series (see Section 1.3, below).

2) Identifying the organizational structure of their agencies to facilitate data analysis.

3) Developing a method for notifying IT workers of the survey.

4) Disseminating information about the survey to their IT workforce (most often via email), announcing the commencement of the survey, providing instructions on how to access the survey via the survey web address, and sending reminders to complete the survey.

5) Tracking their IT population’s usage of the survey via a separate tracking website to ensure their organizations captured a sufficient sample size.

Survey Methodology

The 2006 IT Workforce Capability Assessment Survey was based upon the 2004 survey.  Minor changes to some specialized job activities, skills, and certification areas were made by the Federal CIOC, OPM, and representatives from several agencies across the Government.  Changes included improving the clarity of definitions and streamlining the list of skills and certification areas representing the most important areas of IT and information resources management, as identified by agency subject matter experts.  

Again, as the survey was voluntary, the sample of responses collected was self-selecting, not random.  In addition, the survey was anonymous. 
1.3
Survey Scope

Intended Audience  
The survey was intended for federal civilian employees occupying IT and IT-related positions.  The Federal CIOC recognizes that the IT workforce comprises both civilians as well as contractor support, and, in some cases, uniformed military members.  In fact, many Government agencies may outsource or have entire IT functions performed by military members.  The Federal CIOC did not intend to minimize the support that contractor or military members perform, but due to time, resource and other constraints, chose to focus the survey on the civilian members of the IT workforce.

Occupational Series  
The federal civilian IT workforce generally falls into more than one occupational series. For purposes of the survey, applicable series in both the General Schedule (GS) and Foreign Service (FS) systems were included.  Agency POCs were asked to estimate their IT workforce population based, to a large extent, on traditional IT-related series:

· GS-2210 Information Technology Management

· GS-334 Computer Specialist

· GS-391 Telecommunications 

· GS-854 Computer Engineering

· GS-1550 Computer Science

· FS-2880 Information Management

· FS-2882 Information Management Technical

· FS-2884 Information Technology Management

Agency POCs were also asked to include in the estimate of their IT workforce population other occupational series not typically associated with, but nonetheless could be considered part of, the IT workforce based on their job title or function as appropriate.  These included:

· GS-301 Miscellaneous Administration and Program

· GS-340 Program Management

· GS-343 Management and Program Analysis

· GS-855 Electronics Engineering

It was recognized that certain respondents might not fit into a specific occupational series or pay band.  Individuals that fell into this category were asked to select the most appropriate response, or select “other” if there were no equivalent match.

Grade Levels

Table 1.1 lists the GS and FS grade levels that were included in the 2006 survey.

	General Schedule (GS)
	Foreign Service (FS)

	GS-5

GS-7

GS-9

GS-11

GS-12

GS-13

GS-14

GS-15

Senior Executive Service (SES)
	FS-1

FS-2

FS-3

FS-4

Senior Foreign Service (SFS)


· Table 1.1:  Grade Levels Included in the IT Workforce Capability Assessment Survey

1.4
Capability Planning and Analysis Methodology

Planning Methodology  
To establish a target or “demand” state against which the federal IT workforce’s current “supply” of capabilities could be compared and gaps identified, a target setting methodology was developed.  This methodology ultimately produced a government-wide “demand” model for each specialized job activity (see Appendix A.).  Each “demand” model outlines the associated competencies, skills, and certification areas central to that specialized job activity and assigns proficiency targets.  A four step multi-validation target setting methodology was implemented to create the demand model and is explained in more detail in Appendix C.  This model was created in 2005 and remains unchanged for comparison purposes in this report.
Gap Analysis Methodology   
To identify gaps, the federal-wide supply data (collected in 2006 as part of the survey) was compared to the relevant demand data; that is, the average competency and skill proficiencies of IT workers performing a certain specialized job activity were compared to the average target proficiencies for that specialized job activity’s competencies and skills.  More information on the gap analysis methodology is available in Appendix C.
Reporting on Emerging Trends

It is important to note that the gap data referenced in this report represent a snapshot in time of the federal-wide IT workforce (September through November 2006), based on the portion of the IT workforce for whom supply data was captured.  A key value of the IT Workforce Capability Assessment data lies in its ability to track shifts in competency and skill proficiencies over time.  To this end, the gap analyses contained in this report provide a high level view of how proficiencies are changing over the years.  “Trends” and “changes over time” are beginning to emerge, which will serve as a strong basis from which to design interventions and policy changes, as needed.  A complete guide to the symbols and colors used in the trend analysis is presented in Appendix C.

Observations have been made based on the analysis of changes in the proficiency of the workforce and other factors between 2004 and 2006.  While it can not be absolutely verified that these changes have taken place in the IT workforce, a 40% response rate contributes to more confidence in the trends. 
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IT Workforce Capability Assessment 
2.1
Introduction

This chapter presents the key findings from the survey, including the total number of responses at the federal level, and provides an analysis of the raw survey data.  Due to the amount of data collected, only summary information and illustrative data are provided in this chapter.

It is important to note that the data referenced in this report represent a snapshot in time of the federal IT workforce, based on the portion of the IT workforce that responded to the survey.  Due to the relatively high response rate (described further in section 2.2), it may be reasonable to generalize the results of this assessment to the rest of the federal IT workforce
.  
2.2
General Quantitative Results
Survey Responses and Response Rate

The total number of federal responses, along with the targeted federal IT workforce population
 (as described in Chapter 1.3) and response rate, are provided in Table 2.1.

	Targeted Federal IT Population Size
	Number of Responses
	Overall Survey Response Rate

	79,527
	31,759
	40%


· Table 2.1: Survey Responses – Federal 

The overall response rate for 2006 increased by approximately 12 percentage points, and approximately 10,000 responses, compared to the 2004 survey administration.  
2.3
Demographic Findings

IT Workforce at a Glance
Based on the frequency of responses to the demographic survey questions for traditional IT occupational series, a profile of the “typical” IT worker emerges.  This profile, illustrated in Table 2.2 below, represents the most frequent number of responses for each pertinent question.  The column ‘Total for all Occupational Series’ factors in responses from all occupational series, including those non-traditional IT such as GS-301, GS-343, etc.
	Demographic Variable
	GS-2210 Information Technology Management
	GS-334 Computer Specialist

	GS-391          Tele-communications
	GS-0854 Computer Engineering
	GS-1550 Computer Science
	Total for all Occupational Series


	Responses
	21,035
	1,139
	1,091
	738
	1,011
	31,759

	Grade
	GS-12 or equivalent
	GS-13 or equivalent
	GS-12 or equivalent
	GS-13 or equivalent
	GS-13 or equivalent
	GS-12 or equivalent

	Age Range
	51-55
	51-55
	51-55
	41-45
	41-45
	51-55

	% College Graduates
	66.0%
	67.1%
	47.3%
	95.4%
	93.7%
	67.5%

	Percent Female
	36.1%
	37.8%
	19.4%
	21.5%
	29.0%
	35.6%

	Estimated Retirement
	11-20 years
	11-20 years
	11-20 years
	11-20 years
	11-20 years
	11-20 years

	Eligible for Retirement
	
	
	
	
	
	11-20 years


Notable differences between the most recent 2006 demographic profile and the profile for data collected during the 2004 survey administration are as follows:

· The most frequently selected age range in 2004 was 46 to 55 years; compared to 2006, this indicates an aging of the IT workforce as a whole 
· The most frequently selected grade level in 2004 was GS-13 or equivalent; compared to 2006, this indicates a lowering of the grade level for the IT workforce as a whole
· The percentage of college graduates increased from approximately 63% in 2004 to 67.5% in 2006

IT Workforce at a Glance – Occupational Series and Parenthetical Title

The pie chart below shows the frequency of responses for all occupational series.  As expected, the GS-2210 series encompassed the vast majority of survey respondents.
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Those survey respondents who chose GS-2210 as their occupational series were also asked to provide up to two parenthetical (specialty) titles that reflect the type of functions they perform.
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2.4
Competency Findings

Background

The survey asked respondents to provide a self-assessment of their current proficiency on a set of general and technical competencies.  General competencies are cross-functional in nature and are needed by most members of the workforce regardless of the function they perform.  Technical competencies address job-specific IT functions.  The competencies were a subset of those developed by OPM for the GS-2210 occupational series.  The competencies included 16 general and 53 technical competencies and were chosen by a focus group of Subject Matter Experts (SMEs) based on relative importance in Federal IT work.  OPM defines a competency as a measurable pattern of knowledge, skills, abilities, behaviors, and other characteristics that an individual needs to successfully perform work roles or occupational functions.  See Appendix A for a listing and definition of all competencies used in the survey.  The rating scale used for the self-assessment which is applicable to both competencies and skills was:

0. None – do not possess proficiency

1. Basic – capable of handling only the simplest assignments, but will need significant assistance beyond the easiest situations 
2. Foundational – capable of handling some assignments, but will need assistance beyond routine situations
3. Intermediate – capable of handling many day-to-day assignments, but may seek assistance in difficult situations
4. Advanced – capable of handling most day-to-day assignments, though may seek expert assistance with particularly difficult situations
5. Expert – capable of handling all assignments and may serve as a role model and/or coach others on this competency
Competencies at a Glance
The table below shows, across the IT workforce, the ten highest- and lowest-rated competencies in terms of the number of respondents that reported an intermediate or greater proficiency in the competency.  Note that most of the highest-rated competencies are categorized as general competencies.  

This analysis is intended to simply provide a high level indication of the competencies the broader IT workforce possesses.  The analyses that can be found in the Gap Analysis Reports specific to each SJA will provide substantially more value and information, as only the specific competencies central to successful performance of the activities are examined.
“Top Ten” Competencies
	Rank
	Competency
	% Intermediate or Greater

	1
	Interpersonal Skills
	86.8%

	2
	Problem Solving
	85.9%

	3
	Oral Communication
	80.4%

	4
	Customer Service
	80.1%

	5
	Decision Making
	77.5%

	6
	Leadership
	76.2%

	7
	Planning and Evaluation
	72.9%

	8
	Organizational Awareness
	72.7%

	9
	Influencing/ Negotiating
	61.8%

	10
	Hardware
	58.4%


If looking solely at the technical competencies, the top ten would be (in ranked order):  Hardware, Operating Systems, Configuration Management, Project Management, Technical Documentation, Technology Awareness, Systems Life Cycle, Standards, Information Assurance, and Data Management.
“Bottom Ten” Competencies
	Rank
	Competency
	% Intermediate or Greater

	60
	Human Factors
	27.0%

	61
	Business Process Reengineering
	25.6%

	62
	Logical Systems Design
	25.3%

	63
	Electronic Commerce (e-Commerce)
	24.8%

	64
	Object Technology
	23.8%

	65
	Capital Planning and Investment Assessment
	22.7%

	66
	Computer Forensics
	20.6%

	67
	Modeling and Simulation
	18.5%

	68
	Artificial Intelligence
	12.5%

	69
	Embedded Computers
	10.8%


Competencies at a Glance – Occupational Series
The following tables illustrate the ten competencies with the highest (“top ten”) and lowest (“bottom ten”) proficiency average, respectively, for the traditional IT-related occupational series.  As with the other “top ten” type analyses, this is intended to provide a high level indication what competencies each occupational series possesses.  The SJA-specific Gap Analysis Reports and the Considerations in Chapter 4 in this report will provide substantially more value regarding competency gaps.
“Top Ten” Competencies
	Rank
	GS-2210 Information Technology Management
	GS-334 Computer Specialist
	GS-391

Telecommunications
	GS-0854 Computer Engineering
	GS-1550 Computer Science

	1
	Interpersonal Skills
	Interpersonal Skills
	Interpersonal Skills
	Problem Solving
	Problem Solving

	2
	Problem Solving
	Problem Solving
	Problem Solving
	Interpersonal Skills
	Interpersonal Skills

	3
	Customer Service
	Customer Service
	Customer Service
	Oral Communication
	Software Development

	4
	Oral Communication
	Oral Communication
	Leadership
	Decision Making
	Computer Languages

	5
	Decision Making
	Decision Making
	Decision Making
	Leadership
	Oral Communication

	6
	Leadership
	Leadership
	Oral Communication
	Software Development
	Decision Making

	7
	Organizational Awareness
	Organizational Awareness
	Telecommunications
	Planning and Evaluation
	Leadership

	8
	Planning and Evaluation
	Planning and Evaluation
	Planning and Evaluation
	Hardware
	Software Engineering

	9
	Hardware
	Operating Systems
	Organizational Awareness
	Computer Languages
	Planning and Evaluation

	10
	Operating Systems
	Hardware
	Influencing/ Negotiating
	Software Engineering
	Customer Service


“Bottom Ten” Competencies
	Rank
	GS-2210 Information Technology Management
	GS-334 Computer Specialist
	GS-391

Telecommunications
	GS-0854 Computer Engineering
	GS-1550 Computer Science

	60
	Human Factors
	Encryption
	Computer Languages
	Legal, Government and Jurisprudence
	Business Process Reengineering

	61
	Electronic Commerce (e-Commerce)
	Information Technology Research & Development
	Logical Systems Design
	Organizational Development
	Telecommunications

	62
	Information Technology Research & Development
	Computer Forensics
	Computer Forensics
	Information Systems Security Certification
	Legal, Government and Jurisprudence

	63
	Logical Systems Design
	Electronic Commerce (e-Commerce)
	Software Development
	Logical Systems Design
	Human Factors

	64
	Object Technology
	Human Factors
	Modeling and Simulation
	Business Process Reengineering
	Electronic Commerce (e-Commerce)

	65
	Computer Forensics
	Business Process Reengineering
	Object Technology
	Electronic Commerce (e-Commerce)
	Embedded Computers

	66
	Capital Planning and Investment Assessment
	Modeling and Simulation
	Software Testing and Evaluation
	Accessibility
	Artificial Intelligence

	67
	Modeling and Simulation
	Capital Planning and Investment Assessment
	Artificial Intelligence
	Capital Planning and Investment Assessment
	Accessibility

	68
	Artificial Intelligence
	Artificial Intelligence
	Embedded Computers
	Artificial Intelligence
	Capital Planning and Investment Assessment

	69
	Embedded Computers
	Embedded Computers
	Software Engineering
	Computer Forensics
	Computer Forensics


Competency Training Needs

Respondents were asked to identify up to five competencies where additional training could help them improve their job performance.  The table below lists the “top ten” competencies selected in 2006 and the percentage of the IT workforce who selected the competency.  It also compares the data from 2006 and 2004 and indicates a trend in selecting training needs (a difference in 1% or greater, either up or down, is indicated by an  or , respectively; changes of less than one 1% are indicated by a ).  The information on training needs does not necessarily reflect the needs of the organization, and may provide more useful data or comparison when viewed at the Specialized Job Activity level.
	Competencies
	2006 %
	2004 %
	Trend

	Web Technology
	22.3%
	24.6%
	

	Project Management
	15.7%
	15.3%
	

	Information Systems/Network Security
	15.1%
	15.5%
	

	Administration and Management
	14.3%
	14.2%
	

	Leadership
	13.1%
	12.5%
	

	Computer Forensics
	13.0%
	11.1%
	

	Network Management
	12.3%
	12.2%
	

	Computer Languages
	11.3%
	12.4%
	

	Information Systems Security Certification
	11.3%
	N/A

	

	Database Administration
	11.1%
	11.0%
	


Competencies Subject to Impact due to Retirement

The tables below show how retirements in the short term may affect proficiencies in each of the general and technical competencies.  Each competency is listed and average proficiencies for those respondents indicating they plan to retire in less than one year, and one to three years, respectively.  These averages are then compared to the average for all IT workers, regardless of when they plan to retire.  Competencies are sorted alphabetically.  Yellow shading indicates where the current proficiency exceeds the average, meaning that if respondents retire, there may be a net decrease in the overall average proficiency.

	Competencies (General)
	Average – Retiring in Less than One Year
	Average – Retiring in 1 -3 Years
	Average Proficiency - All

	Administration and Management
	2.53
	2.47
	2.46

	Contracting/Procurement
	2.03
	1.91
	1.84

	Customer Service
	3.31
	3.39
	3.47

	Decision Making
	3.24
	3.25
	3.28

	Financial Management
	2.06
	1.93
	1.93

	Influencing/Negotiating
	2.66
	2.64
	2.68

	Interpersonal Skills
	3.55
	3.64
	3.67

	Leadership
	3.21
	3.2
	3.23

	Legal, Government and Jurisprudence
	1.98
	1.81
	1.85

	Managing Human Resources
	2.49
	2.4
	2.29

	Oral Communication
	3.29
	3.3
	3.35

	Organizational Awareness
	3.18
	3.15
	3.07

	Planning and Evaluation
	3.09
	3.09
	3.07

	Problem Solving
	3.59
	3.55
	3.55

	Public Safety and Security
	2.03
	1.88
	1.88

	Strategic Thinking
	2.31
	2.25
	2.25


Among the general competencies for those planning to retire in less than a year, 10 out of 16 competencies (62.5%) have a higher average proficiency than the combined average for the entire workforce.  The number and percentage drop for those retiring in one to three years, to 5 out of 16 competencies (31.2%).

	Competencies (Technical)
	Average – Retiring in Less than One Year
	Average – Retiring in 1 -3 Years
	Average Proficiency - All

	Accessibility
	1.46
	1.43
	1.67

	Artificial Intelligence
	0.75
	0.73
	0.91

	Business Process Reengineering
	1.35
	1.32
	1.46

	Capacity Management
	1.43
	1.4
	1.62

	Capital Planning and Investment Assessment
	1.2
	1.25
	1.29

	Computer Forensics
	1.03
	0.97
	1.23

	Computer Languages
	1.84
	1.89
	2.08

	Configuration Management
	2.05
	2.04
	2.33

	Cost-Benefit Analysis
	1.57
	1.56
	1.68

	Data Management
	1.9
	1.88
	2.14

	Database Administration
	1.7
	1.6
	1.89

	Database Management Systems
	1.75
	1.71
	1.95

	Distributed Systems
	1.43
	1.34
	1.63

	Electronic Commerce (e-Commerce)
	1.3
	1.24
	1.44

	Embedded Computers
	0.63
	0.55
	0.74

	Encryption
	1.37
	1.34
	1.65

	Hardware
	2.26
	2.17
	2.65

	Hardware Engineering
	1.24
	1.15
	1.53

	Human Factors
	1.3
	1.2
	1.46

	Information Assurance
	1.94
	1.87
	2.16

	Information Resources Strategy and Planning
	1.78
	1.69
	1.88

	Information Systems Security Certification
	1.56
	1.5
	1.74

	Information Systems/Network Security
	1.49
	1.46
	1.8

	Information Technology Architecture
	1.55
	1.45
	1.81

	Information Technology Performance Assessment
	1.43
	1.34
	1.63

	Information Technology Research &  Devel.
	1.21
	1.15
	1.44

	Infrastructure Design
	1.56
	1.44
	1.83

	Knowledge Management
	1.87
	1.81
	2.01

	Logical Systems Design
	1.28
	1.22
	1.37

	Modeling and Simulation
	1.03
	0.94
	1.12

	Multimedia Technologies
	1.26
	1.21
	1.63

	Network Management
	1.53
	1.44
	1.86

	Object Technology
	1.08
	1.04
	1.36

	Operating Systems
	2.09
	2.12
	2.51

	Operations Support
	1.73
	1.74
	2.04

	Organizational Development
	1.53
	1.56
	1.7

	Process Control
	1.38
	1.44
	1.66

	Product Evaluation
	1.61
	1.61
	1.88

	Project Management
	2.21
	2.18
	2.32

	Quality Assurance
	1.89
	1.9
	2.07

	Requirements Analysis
	1.98
	2
	2.13

	Risk Management
	1.76
	1.73
	1.92

	Software Development
	1.89
	1.9
	2.01

	Software Engineering
	1.4
	1.37
	1.58

	Software Testing and Evaluation
	1.75
	1.75
	1.9

	Standards
	2.02
	1.96
	2.18

	System Testing and Evaluation
	1.85
	1.8
	1.98

	Systems Integration
	1.72
	1.68
	1.96

	Systems Life Cycle
	2.05
	2.01
	2.21

	Technical Documentation
	2.07
	2.05
	2.27

	Technology Awareness
	1.92
	1.88
	2.22

	Telecommunications
	1.54
	1.47
	1.72

	Web Technology
	1.49
	1.43
	1.85


In contrast to the general competencies, among the technical competencies for those planning to retire in less than a year or those retiring in one to three years, there are no competencies that have a higher average proficiency than the combined average for the entire workforce.
This analysis shows that potential retirements will impact the general competencies more so than the technical competencies.  This is likely due to higher graded positions, which place a greater emphasis on general competencies, being subject to greater retirement rates, as shown in the table below.  To mitigate this effect, organizations should consider leadership development programs and other interventions to build general competencies.
	GS Grade Level
	% Retiring in the next 3 years

	GS-5
	6.5%

	GS-7
	6.9%

	GS-9
	9.4%

	GS-11
	11.9%

	GS-12
	15.0%

	GS-13
	16.3%

	GS-14
	18.6%

	GS-15
	24.5%

	SES
	34.1%


2.5
Skill Findings

Background

The survey asked respondents to provide a self-assessment of their current proficiency in a set of IT-related skills.  A skill is a part of a competency that describes an individual’s ability to use knowledge effectively in execution or performance of specific tasks. The skills were chosen by subject matter expert focus groups, based on relevance to federal IT work.  Care was taken to identify “vendor-neutral” skills, to the greatest extent possible.  
A total of 57 skills were identified in the 2006 survey; 55 skills were used in the 2004 survey.  The two skills added were Grid Computing and Radio Frequency Identification (RFID).  

The rating scale for skills is identical to the one used for the respondent’s competency self assessment noted in Section 2.4.  See Appendix A for a listing of all skills used in the survey.

Skills at a Glance

The table below shows, across the federal IT workforce, the ten highest- and lowest-rated skills in terms of the number of respondents that reported an intermediate or greater proficiency in the skill.   This analysis is intended to simply provide a high level indication of what skills the broader IT workforce possesses.  The analyses that can be found in the Gap Analysis Reports specific to each SJA will provide substantially more value, as only the specific skills central to successful performance of the activities are examined. 

“Top Ten” Skills
	Rank
	Skill
	% Intermediate or Greater

	1
	Desktop Applications
	76.3%

	2
	Windows Operating System
	60.3%

	3
	Client-Server
	45.3%

	4
	Document Management
	42.5%

	5
	Testing
	42.1%

	6
	Systems Maintenance and Helpdesk
	41.1%

	7
	System Analysis and Design
	35.9%

	8
	Continuity of Operations Planning
	33.6%

	9
	Systems Security Applications
	32.0%

	10
	Project Management Software
	31.9%


“Bottom Ten” Skills
	Rank
	Skill
	% Intermediate or Greater

	60
	Joint Application Development/Rapid Application Development (JAD/RAD)
	13.9%

	61
	SEI Capability Maturity Models
	12.9%

	62
	Geographic Information Systems (GIS)
	12.6%

	63
	Federal/OMB Enterprise Architecture
	11.6%

	64
	Satellite Communications
	11.2%

	65
	Radio Frequency Identification (RFID)
	10.2%

	66
	Biometrics
	9.6%

	67
	Unified Modeling Language (UML)
	9.3%

	68
	MacOS/MacOSX Operating System
	8.3%

	69
	Grid Computing
	7.2%


Skills at a Glance – Occupational Series

The following tables illustrate the ten skills with the highest (“top ten”) and lowest (“bottom ten”) proficiency average, respectively, for the traditional IT-related occupational series.  As with the other “top ten” type analyses, this is intended to provide a high level indication of what skills each occupational series possesses.  The SJA-specific Gap Analysis Reports will provide substantially more value regarding skills gaps.
“Top Ten” Skills
	Rank
	GS-2210 Information Technology Management
	GS-334 Computer Specialist
	GS-391

Telecommunications
	GS-0854 Computer Engineering
	GS-1550 Computer Science

	1
	Desktop Applications
	Desktop Applications
	Telephony/PBX
	Desktop Applications
	Desktop Applications

	2
	Windows Operating System
	Windows Operating System
	Desktop Applications
	Windows Operating System
	Development Languages

	3
	Client-Server
	Client-Server
	Broadband Media
	Development Languages
	Windows Operating System

	4
	Systems Maintenance and Helpdesk
	Testing
	Wireless Technologies
	Testing
	Testing

	5
	Testing
	Document Management
	Cellular Network Technology
	Client-Server
	Client-Server

	6
	Document Management
	Systems Maintenance and Helpdesk
	Windows Operating System
	Object-Oriented Languages
	Object-Oriented Languages

	7
	System Analysis and Design
	Development Languages
	Continuity of Operations Planning
	Document Management
	UNIX Operating System

	8
	Continuity of Operations Planning
	System Analysis and Design
	Satellite Communications
	System Analysis and Design
	System Analysis and Design

	9
	Systems Security Applications
	Structured Query Language (SQL)
	Network Voice/Data Integration
	UNIX Operating System
	Structured Query Language (SQL)

	10
	Network Configuration and Implementation
	Relational Database Management Systems (RDBMS)
	Document Management
	Project Management Software
	Document Management


“Bottom Ten” Skills
	Rank
	GS-2210 Information Technology Management
	GS-334 Computer Specialist
	GS-391

Telecommunications
	GS-0854 Computer Engineering
	GS-1550 Computer Science

	48
	Telephony/PBX
	Portfolio Management for IT
	Linux Operating System
	Satellite Communications
	Records Management

	49
	Geographic Information Systems (GIS)
	SEI Capability Maturity Models
	Object-Oriented Languages
	Geographic Information Systems (GIS)
	OS/2 Operating System

	50
	Federal/OMB Enterprise Architecture
	Federal/OMB Enterprise Architecture
	Extensible Markup Language (XML)
	OS/2 Operating System
	Portfolio Management for IT

	51
	SEI Capability Maturity Models
	Telephony/PBX
	Reusable Modules
	Radio Frequency Identification (RFID)
	Grid Computing

	52
	Biometrics
	Biometrics
	Grid Computing
	Portfolio Management for IT
	Cellular Network Technology

	53
	Radio Frequency Identification (RFID)
	MacOS/MacOSX Operating System
	Scripting/Metadata
	Joint Application Development/Rapid Application Development (JAD/RAD)
	Federal/OMB Enterprise Architecture

	54
	Satellite Communications
	Unified Modeling Language (UML)
	Joint Application Development/Rapid Application Development (JAD/RAD)
	Grid Computing
	Radio Frequency Identification (RFID)

	55
	Unified Modeling Language (UML)
	Grid Computing
	Unified Modeling Language (UML)
	Telephony/PBX
	Satellite Communications

	56
	MacOS/MacOSX Operating System
	Radio Frequency Identification (RFID)
	MacOS/MacOSX Operating System
	Federal/OMB Enterprise Architecture
	Biometrics

	57
	Grid Computing
	Satellite Communications
	SEI Capability Maturity Models
	Biometrics
	Telephony/PBX


Skills Subject to Impact due to Retirement

The table below shows how retirements may affect proficiencies in each of the skills in the short term.  Each skill is listed with average proficiencies for those respondents indicating they plan to retire in less than one year, and one to three years, respectively.  These averages are then compared to the average for all federal IT workers, regardless of when they plan to retire.  Skills are sorted alphabetically.  Yellow shading indicates where the current proficiency exceeds the average, meaning that if respondents retire, there may be a net decrease in the overall average proficiency.

	Skills
	Average – Retiring in Less than One Year
	Average – Retiring in 1 -3 Years
	Average Proficiency - All

	Biometrics
	0.5
	0.47
	0.69

	Broadband Media
	1.07
	0.92
	1.26

	Cellular Network Technology
	0.82
	0.71
	0.98

	Client-Server
	1.73
	1.66
	2.12

	Collaboration Software
	1.23
	1.11
	1.49

	Continuity of Operations Planning
	1.62
	1.5
	1.65

	Cryptology
	0.99
	0.88
	1.15

	Data Analysis and Reporting
	1.35
	1.25
	1.45

	Data Modeling
	1.14
	1.07
	1.3

	Data Warehousing
	1.15
	1.11
	1.29

	Desktop Applications
	2.83
	2.78
	3.2

	Development Languages
	1.29
	1.27
	1.6

	Document Management
	1.76
	1.67
	2.02

	Earned Value Management
	1.11
	1.06
	1.23

	Enterprise Directory Services (EDS)
	0.9
	0.86
	1.15

	Enterprise Portal Development
	0.85
	0.78
	1.05

	Enterprise Resource Planning (ERP)
	0.89
	0.85
	1.05

	Extensible Markup Language (XML)
	0.75
	0.69
	0.97

	Federal/OMB Enterprise Architecture
	0.66
	0.63
	0.75

	Firewalls
	1.15
	1.13
	1.46

	Geographic Information Systems (GIS)
	0.72
	0.63
	0.84

	Grid Computing
	0.41
	0.39
	0.55

	Joint Application Development/Rapid Application Development (JAD/RAD)
	0.67
	0.65
	0.8

	Linux Operating System
	0.64
	0.61
	0.94

	MacOS/MacOSX Operating System
	0.4
	0.34
	0.6

	Mainframe Operating Systems
	1.49
	1.43
	1.35

	Mainframes
	1.49
	1.45
	1.35

	Network Architecture and Design
	1.22
	1.13
	1.52

	Network Configuration and Implementation
	1.24
	1.16
	1.6

	Network Voice/Data Integration
	0.82
	0.72
	1

	Object-Oriented Languages
	0.91
	0.85
	1.19

	OS/2 Operating System
	0.87
	0.84
	1.01

	Personal Digital Assistants
	1.18
	1.13
	1.54

	Portfolio Management for IT
	0.9
	0.82
	0.94

	Process Design
	0.84
	0.8
	0.96

	Project Management Software
	1.47
	1.38
	1.62

	Public Key Infrastructure (PKI)
	1.16
	1.09
	1.37

	Radio Frequency Identification (RFID)
	0.57
	0.55
	0.71

	Records Management
	1.21
	1.15
	1.3

	Relational Database Management Systems (RDBMS)
	1.37
	1.3
	1.52

	Reusable Modules
	0.97
	0.93
	1.08

	Satellite Communications
	0.58
	0.51
	0.72

	Scripting/Metadata
	0.64
	0.65
	0.86

	SEI Capability Maturity Models
	0.68
	0.67
	0.73

	Structured Query Language (SQL)
	1.31
	1.26
	1.53

	System Analysis and Design
	1.61
	1.59
	1.72

	Systems Maintenance and Helpdesk
	1.54
	1.51
	1.9

	Systems Security Applications
	1.26
	1.28
	1.56

	Telephony/PBX
	0.76
	0.75
	0.91

	Testing
	1.8
	1.78
	1.95

	Unified Modeling Language (UML)
	0.43
	0.39
	0.6

	UNIX Operating System
	0.98
	1
	1.25

	Video Imaging
	0.81
	0.77
	1.11

	Web Site Management
	0.97
	0.89
	1.33

	Web-enabled Application Design and Development
	0.87
	0.78
	1.14

	Windows Operating System
	2.12
	2.09
	2.65

	Wireless Technologies
	1.1
	1.06
	1.51


Among the skills for those planning to retire in less than a year and/or those retiring in one to three years, only two skills (Mainframes and Mainframe Operating Systems) have a higher average proficiency than the combined average for the entire workforce.  In general, this may not cause concern except for agencies with legacy systems in need of significant support.  
2.6
Certification Findings

Background

The 2006 survey asked respondents to indicate broad certification areas in which they currently possess a recent (within the past 3 years) certification or certificate.  The survey avoided asking for specific certifications and instead focused on certification areas (e.g., “Information Systems” as an area versus “Microsoft Certified Systems Engineer” as a discrete certification).  This approach was chosen due to the difficulty in compiling a current, comprehensive and reliable list of certifications.  
In 2003, 44 certification areas were identified and assessed; in 2004, these certification areas were narrowed and focused to 19.  For the 2006 survey administration, four new certification areas were added (Enterprise Architecture, IT Infrastructure Library (ITIL), IT Project Management, and Policy and Planning), while one was removed (GSA 1000 by 2000), resulting in a total of 22 certification areas assessed.  See Appendix A for a listing of the certification areas and examples of certifications or certificates within each area. 

Certification Area Summary

The table below lists the percentage of the total federal IT workforce with a certification or certificate in each given area.  Similar to 2004, relatively few IT workers possess associated certifications.  Compared to 2004, relatively few areas (Computing, Network Support and Information Systems Security) have notably increased their percentage; no areas experienced a notable decrease in percentage.  Some certification areas are new for the 2006 survey administration, and therefore trend data is not available (noted by N/A).
	Rank
	Certification Area
	% with Certification
	Trend

	1
	Computing
	9.0%
	

	2
	Network Support
	8.3%
	

	3
	Operating Systems
	7.8%
	

	4
	Project Management
	6.7%
	

	5
	Information Systems Security
	5.9%
	

	6
	Information Systems
	5.2%
	

	7
	IT Project Management
	4.1%
	N/A

	8
	Network Security
	3.4%
	

	9
	Database
	2.9%
	

	10
	Business Applications
	2.6%
	

	11
	Software Development
	1.7%
	

	12
	Training
	1.6%
	

	13
	IT Infrastructure Library (ITIL)
	1.5%
	N/A

	14
	CIO
	1.4%
	

	15
	Web
	1.4%
	

	16
	Engineering
	1.0%
	

	17
	Quality
	1.0%
	

	18
	Policy and Planning
	0.7%
	N/A

	19
	Enterprise Architecture
	0.5%
	N/A

	20
	Healthcare
	0.3%
	

	21
	Evidence Collection
	0.2%
	

	22
	Mechanical
	0.1%
	


Certifications at a Glance – Occupational Series

The following table illustrates in descending order (from most to least) based on the percentage of IT workers with a given certification, by occupational series (for the traditional IT-related occupational series).  Since there is a total of 22 areas, for presentation purposes this data will not be broken out into a “top ten” and “bottom ten” as was done for competencies and skills.
	Rank
	GS-2210 Information Technology Management
	GS-334 Computer Specialist
	GS-391

Telecommunications
	GS-0854 Computer Engineering
	GS-1550 Computer Science

	1
	Computing
	Computing
	Project Management
	Project Management
	Project Management

	2
	Network Support
	Network Support
	Network Support
	Engineering
	Operating Systems

	3
	Operating Systems
	Operating Systems
	Computing
	Operating Systems
	Information Systems Security

	4
	Information Systems Security
	Information Systems Security
	IT Project Management
	Information Systems Security
	Information Systems

	5
	Project Management
	Project Management
	Information Systems Security
	Network Support
	Computing

	6
	Information Systems
	Database
	Operating Systems
	Information Systems
	Network Support

	7
	IT Project Management
	Information Systems
	Information Systems
	Computing
	Software Development

	8
	Network Security
	Business Applications
	Training
	Network Security
	Network Security

	9
	Database
	IT Project Management
	Quality
	Business Applications
	Database

	10
	Business Applications
	Network Security
	Network Security
	Software Development
	IT Project Management

	11
	Software Development
	Software Development
	CIO
	Database
	Business Applications

	12
	IT Infrastructure Library (ITIL)
	Training
	Engineering
	IT Project Management
	CIO

	13
	Web
	CIO
	Business Applications
	Enterprise Architecture
	Quality

	14
	Training
	Web
	Policy and Planning
	Quality
	Engineering

	15
	CIO
	Quality
	IT Infrastructure Library (ITIL)
	Training
	Training

	16
	Quality
	Engineering
	Database
	Policy and Planning
	Web

	17
	Policy and Planning
	IT Infrastructure Library (ITIL)
	Enterprise Architecture
	IT Infrastructure Library (ITIL)
	Enterprise Architecture

	18
	Engineering
	Policy and Planning
	Web
	Web
	Policy and Planning

	19
	Enterprise Architecture
	Evidence Collection
	Evidence Collection
	CIO
	IT Infrastructure Library (ITIL)

	20
	Healthcare
	Enterprise Architecture
	Mechanical
	Evidence Collection
	Evidence Collection

	21
	Evidence Collection
	Healthcare
	Software Development
	Mechanical
	Healthcare

	22
	Mechanical
	Mechanical
	Healthcare
	Healthcare
	Mechanical


Certifications Subject to Impact due to Retirement

The table below shows how near term estimated retirements may affect the percentage of the federal IT workforce possessing certain certifications.  Each certification area is listed, along with the percentage of the workforce possessing a given certification for those respondents indicating they plan to retire in less than one year, and one to three years, respectively.  This data is then summed in the last column to provide a total for both retirement ranges.  Each certification area is listed in alphabetical order.  Given that 12.9% of the total IT workforce plans are estimated to retire over the next 3 years, this percentage can be compared to the total column to determine potential impacts.
	Certification Area
	% – Retiring in Less than One Year
	% – Retiring in 1 -3 Years
	Total % - retiring now to 3 years
	% of Total Workforce with Certification

	Enterprise Architecture
	2.4%
	13.6%
	16.0%
	0.5%

	Policy and Planning
	3.8%
	12.0%
	15.8%
	0.7%

	CIO
	2.8%
	11.7%
	14.4%
	1.4%

	Healthcare
	3.8%
	10.5%
	14.3%
	0.3%

	Quality
	4.7%
	8.8%
	13.5%
	1.0%

	Engineering
	1.5%
	9.9%
	11.5%
	1.0%

	Mechanical
	4.5%
	6.8%
	11.4%
	0.1%

	Project Management
	2.0%
	9.2%
	11.3%
	6.7%

	Business Applications
	2.9%
	7.7%
	10.6%
	2.6%

	IT Infrastructure Library (ITIL)
	1.5%
	9.1%
	10.6%
	1.5%

	Information Systems Security
	2.5%
	7.7%
	10.1%
	5.9%

	IT Project Management
	1.7%
	8.2%
	9.9%
	4.1%

	Training
	2.2%
	7.6%
	9.8%
	1.6%

	Web
	1.6%
	8.2%
	9.8%
	1.4%

	Software Development
	1.8%
	7.6%
	9.4%
	1.7%

	Database
	2.5%
	6.7%
	9.3%
	2.9%

	Computing
	1.9%
	5.6%
	7.5%
	9.0%

	Information Systems
	1.4%
	5.6%
	7.0%
	5.2%

	Network Security
	1.8%
	4.8%
	6.5%
	3.4%

	Operating Systems
	1.2%
	4.5%
	5.6%
	7.8%

	Evidence Collection
	1.3%
	4.0%
	5.3%
	0.2%

	Network Support
	0.9%
	4.0%
	4.9%
	8.3%


In all cases, there are fewer respondents with a given certification that plan to retire in less than a year when compared to those that plan to retire in 1 to 3 years.  This indicates less of an immediate impact, but one that might be felt in the medium term.  The certification areas with the largest impact in the near term (based on the highest percentage of respondents that will retire over the next 3 years) are Enterprise Architecture, Policy and Planning, CIO, Quality and Healthcare.
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3.1
Background
This Chapter provides high level information to help interpret the gap analysis for each of the nineteen individual specialized job activities (SJAs).  All data is reported on a federal-wide basis.  Each SJA gap analysis is provided under separate cover, for ease of readability (i.e., 19 reports).  As a preface, and to guide the reader through the subsequent analyses, relevant information about rating scales, segmentation of proficiency gaps, and presentation of data are presented here.

The survey asked respondents to estimate the amount of time they spend on a daily basis (as part of their normal duties and responsibilities) on 19 different specialized job activities.   These specialized job activities include the ten specialty titles in the 2210 Occupational Series, and nine other job activities deemed important in the federal IT community (listed in Appendix A.5). The rating scale used was:

· Extensive – I spend most of my time on this job activity in a given day

· Moderate – I spend a moderate amount of time on this job activity in a given day

· Minimal – I spend very little time on this job activity in a given day

· None – I do not spend any time on this job activity in a given day

To better focus the gap analyses upon the full performance employees for whom targets were set, only respondents within certain time spent categories were included.  Any respondents who reported that they spend “none” or “minimal” time in any one specialized job activity were excluded from the gap analysis of that specialized job activity, on the assumption that gaps among employees who do not do that work, or who do that work to a minimal extent, are not meaningful.  In most cases, employees reporting that they spent either “extensive” or “moderate” time in a specialized job activity were grouped together for the purposes of gap analysis.   
By contrast, for four specialized job activities that have been determined to be critical federal-wide (i.e., Enterprise Architecture, IT Project Management, IT Security/Information Assurance, and Solutions Architecture), analysis was conducted on respondents within each of the “extensive” and “moderate” time spent categories to probe for any meaningful differences.  
Table 3.1 provides the percentage of time spent in each Specialized Job Activity for 2006, and is compared to time spent as reported in the 2004 Survey.
	Specialized Job Activity
	Time Variables included in Analysis 
	% of Total Respondents (2006)

	% of Total Respondents (2004)



	1.   Applications Software
	Extensive and Moderate
	43.6%
	46.2%

	2.   Capital Planning and Investment Control 

	Extensive and Moderate
	19.0%
	22.1%

	3.   Data Management
	Extensive and Moderate
	34.1%
	38.9%

	4.   E-Government
	Extensive and Moderate
	24.9%
	17.6%

	5.   End User Support 

	Extensive and Moderate
	55.3%
	60.6%

	6a. Enterprise Architecture (EA)
	Extensive
	5.2%
	4.9%

	6b. Enterprise Architecture (EA)
	Moderate 
	14.6%
	16.5%

	7.   Internet
	Extensive and Moderate
	28.6%
	27.7%

	8a. IT Project Management
	Extensive
	17.8%
	19.2%

	8b. IT Project Management
	Moderate 
	26.1%
	28.1%

	9a. IT Security/Information Assurance
	Extensive
	13.9%
	14.5%

	9b. IT Security/Information Assurance
	Moderate 
	23.7%
	27.6%

	10. IT Workforce Management/Development
	Extensive and Moderate
	18.3%
	18.7%

	11. Knowledge Management
	Extensive and Moderate
	29.9%
	29.4%

	12. Network Services
	Extensive and Moderate
	22.6%
	28.7%

	13. Operating Systems
	Extensive and Moderate
	29.1%
	31.5%

	14. Policy and Planning
	Extensive and Moderate
	30.2%
	31.7%

	15. Privacy
	Extensive and Moderate
	18.1%
	23.6%

	16. Records Management
	Extensive and Moderate
	18.3%
	15.7%

	17a. Solutions Architecture
	Extensive
	4.3%
	6.9%

	17b. Solutions Architecture
	Moderate 
	13.4%
	19.6%

	18.  Systems Administration
	Extensive and Moderate
	35.4%
	38.6%

	19.  Systems Analysis
	Extensive and Moderate
	35.8%
	39.5%


· Table 3.1 – Specialized Job Activities and Time Spent Variables 
Where appropriate in the subsequent analyses (provided under separate cover), the total number of responses (n) is reported.  This will allow the reader to calculate the actual number of responses for each analysis factor that are reported as percentages.  Keep in mind that the reported n size may vary between analyses.

3.2
Individual Specialized Job Activity Report Contents

Each individual Specialized Job Activity Gap Analysis Report contains the following information:
Definition of SJA - this section provides the official definition for the specialized job activity.  It is provided to ensure a common understanding of the scope of work represented in the SJA.
Quantitative Results - this section provides the total number of survey responses across the various time variables (extensive, moderate, minimal, and none) to provide a total “n” size for comparison and analysis purposes.  It also contains bar graphs that show the distribution of responses across the occupational series and age variables.

Demographic Profile - this section presents the most frequent responses across a range of common demographic variables for the population performing work in the given SJA, and compares the profile with all survey respondents.  It also provides data tables that show the number and percentage of respondents across occupational series and parenthetical title variables.
Gap Analysis - this section lists the current average proficiency for competencies and skills deemed most important for performing work within a given SJA, and compares the current average to target proficiencies to calculate a proficiency gap.  Gaps are then categorized and trends (comparing to 2004 data) are shown.  Quantitative data on certifications is also included in this section.
Training Needs - each specialized job activity includes an analysis on competency training needs identified by survey respondents that is compared to existing competency gaps or strengths.  In cases where a competency was one of the five most frequently identified training needs, but a competency gap was not calculated (due to the fact that the competency was not considered to be among the most important for the specialized job activity), the resulting gap will be labeled as not applicable, or “Gap = N/A”.
Conclusions - finally, each report summarizes key findings and comparisons, where applicable, in the Conclusions section.
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4.1
Introduction

This Chapter summarizes high-level considerations for the four critical Specialized Job Activities (Enterprise Architecture, IT Project Management, IT Security/Information Assurance, and Solutions Architecture) and for other SJAs based on the key assessment findings.  Please refer to individual Gap Analysis Reports specific to each specialized job activity (available under separate cover) for conclusions specific to each activity.  This Chapter also includes a set of recommendations in the area of human capital planning and management that agencies can consider when designing their own programs.
It is important to note again that while the gap analysis is based on the input from IT employees representing a large number of federal agencies, the analysis of the results and the accompanying recommendations are presented in aggregate at the federal level and are not focused on any individual department or agency.  

4.2
Considerations for Human Capital Planning
Enterprise Architecture
There were no large competency gaps noted by IT workers performing Enterprise Architecture to an “Extensive” or “Moderate” degree.   A significantly large gap in Federal/OMB Architecture skills, first reported in the 2004 survey, remains, and is of concern.  

Training needs identified by EA respondents were outside the set of subscribed EA competencies.   Managers should be encouraged to review the recently published 2006 Clinger-Cohen Core Competencies (found at www.cio.gov) which include competency areas and learning objectives for Enterprise Architecture.  These competencies are taught through the consortium of universities comprising the Federal Government’s CIO University and are also taught in the new EA Certificate program developed by the National Defense University’s Information Resources Management College, and are also found in other targeted EA programs.
Finally, the 2006 data shows that higher graded employees largely comprise the EA workforce.   Of those performing Enterprise Architecture an extensive amount of time, 17.4% are eligible to retire in the next 3 years, and 16.5% of those performing EA a moderate amount of time are eligible and about 10% plan to retire in 3 years.  This indicates that in addition to training current employees, agencies should ensure a viable succession plan is in place to develop future EA practitioners.

Enterprise Architecture continues to develop as a career field in both the public and private sectors.   The Office of Personnel Management, at the request of the Federal CIO Council, is currently engaged in research work to establish one or more IT Architecture specialty titles within the 2210 community.  This effort will aid in management of the federal EA community, the majority of who are currently identifying themselves as Project Managers or members of the Policy and Planning specialty area.

IT Project Management

Survey results show that the IT Project Management (ITPM) specialty area is still one of the biggest challenges.  Although the percentage of survey participants who perform this specialty decreased by 3.4%, proficiency and skill levels among this segment of the IT federal workforce have not changed substantially since 2004.   While there are no large gaps for personnel performing ITPM functions extensively, specific competencies within the ITPM specialty area remain of concern.   

Cost-Benefit Analysis and Capital Planning and Investment Assessment should all be considered for targeted training; each showed significant medium gaps among individuals performing IT PM functions extensively and even larger gaps among personnel performing the same functions to a moderate degree.  Contracting/Procurement showed a small gap for those performing ITPM extensively and a medium gap for those performing moderately, and was also identified as a training need. These subject areas, included in the PM Knowledge, Skills and Abilities in the OPM August 2003 Interpretive Guidance for Project Management Positions, are not found in many common PM commercial certification programs.  Thus, it is possible for individuals to hold PM or ITPM certification, but still be deficient in specific federal PM requirements.

Skill proficiency in IT Project Management is largely unchanged.  The largest gaps for those performing ITPM extensively and moderately are in Project Management Software, Federal/OMB Enterprise Architecture, and Earned Value Management. 

On a positive note, Project Management (PM) certifications rank first among all certification areas when the percentages of PM and ITPM certification recipients are combined.  Over 10.8% of all survey respondents hold a PM certification.  For employees who reported performing the ITPM specialty “extensively,” certifications increased from 17.6% in 2004 to 18.9% in 2006.  Additionally, IT Project Management was added as a new certification area for 2006, and over 11% performing the ITPM specialty extensively hold this certification.  Still, the Project Management competency was ranked as the top training need by personnel who are performing the IT PM function extensively, and the second highest training need for personnel performing the function moderately.  

Project Management remains a priority training requirement within the Federal Government for the IT community, both for current personnel working extensively in the field, as well as for succession planning.  Over 24% of those performing IT Project Management extensively are eligible to retire in the next three years, but only half (12.3%) plan to retire in the next 3 years.  Close to 19% of those performing IT Project Management moderately are eligible to retire in the next 3 years, and over 12% plan to retire in the next 3 years. 

It is important to note that guidelines developed recently by the Office of Federal Procurement Policy established certification requirements for Project and Program managers.
IT Security/Information Assurance

Competency proficiency among those who perform IT Security/Information Assurance (IA) activities extensively, improved in 2006.  This segment of the workforce rated their proficiency on 5 of 12 competencies an average of at least one tenth higher in 2006 than in 2004. There were no large competency gaps and only one medium competency gap noted in Risk Management.   For those performing this activity a moderate amount of time, there were seven medium gaps noted; five indicated slightly improved proficiency and the remaining two were unchanged from 2004.  A small competency gap identified in Encryption in 2004 closed to become a strength in 2006 and medium gaps in 2004 in Information Assurance and Information Systems Security have narrowed to become small gaps in 2006.
Similar to trends in competency proficiency among the IT workforce performing IT Security/Information Assurance activities extensively, since 2004, skill proficiency is generally improving.  Of 11 skills, proficiency has slightly declined in only Systems Security Applications and proficiency has improved at least one tenth in eight. Most notably, a medium gap in Continuity of Operations Planning in 2004 has closed to become a small gap in 2006.  Only one skill, Firewalls, has a large gap.
Certification rates have increased significantly for the IT Security/IA Workforce in the past two years.  For those performing this SJA extensively, the percentage of personnel holding Information Systems Security certifications increased at least 25% from 2004 and those holding Network Security certifications almost doubled for this group since 2004.  For those performing IT Security/IA to a moderate extent, the percentage holding certifications in Information Systems Security nearly doubled and for those holding Network Security certifications, it increased 25%.   

While the increases in certifications are positive potential indicators of training accomplished, it should be noted that Information Systems/Network Security and Information Systems Security Certifications are now ranked 2 and 3 out of the top 10 training needs identified by individuals performing this SJA extensively; they did not rank in the top 10 in the 2004 survey.  Also of note was the emergence of Computer Forensics as the top desired training area by almost 30% of respondents who perform IT Security/IA activities extensively.   This competency area was also not ranked in the top 10 training needs in 2004.

As a whole, these findings are very similar to the U.S. government-specific results of the third annual Global Information Security Workforce Study, conducted by the global analyst firm IDC in 2006 and sponsored the International Information Systems Security Certification Consortium.   The study found increasing demand in the top three areas of Certification and Accreditation, Information Risk Management and Forensics.    

Of those performing Information Security/Information Assurance extensively or moderately, over 17% are eligible to retire in the next 3 years, but only 11% plan to retire in the next 3 years. 

The IT Security/IA Workforce continues to be an area of dynamic change.   The Department of Homeland Security/National Cyber Security Division) is currently leading efforts to develop an IT Security Essential Body of Knowledge (EBK) which will reflect a national skill baseline for the IT security professional.  Compiled as a competency and functional framework, the EBK will characterize the IT Security/IA workforce, promoting uniform guidelines for training and certification programs which will assist in overall workforce management.

IT security planning and management skills remain of critical importance in both the private and public sectors.  While good bench strength is indicated in the IT Security/IA workforce, i.e., there is good representation at the GS-11-13 levels, and for age 36 and above, continued use of workforce flexibilities such as Direct Hire Authority and scholarship programs such as Scholarship for Service and the Department of Defense’s Information Assurance Scholarship Program are key to maintaining this posture.  Additionally, the Department of Defense has instituted a mandatory certification program for Information Assurance personnel, which is being phased in.  This may be impacting certification responses.
Solutions Architecture

For IT workers performing Solutions Architecture activities to an “Extensive” or “Moderate” extent, no large competency gaps or large skill gaps exist.   For those performing Solutions Architecture extensively and moderately, competency proficiency dramatically improved from 2004 to 2006.   Seventy-five percent of the competencies were reported as strengths or with only small gaps.  A significant medium gap (1.3) for those performing Solutions Architecture extensively, was found in Requirements Analysis; and for those performing this SJA moderately, significant medium gaps were identified in Requirements Analysis, Logical Systems Design and Infrastructure Design.

Managing Solutions Architecture activities as a separate workforce entity and identifying trends presents several challenges.   First, it is not a separately recognized or tracked federal IT workforce category, i.e., there is no specific data element within the classification system for Solutions Architecture.   Second, this SJA ranked 19 of 19 in workforce magnitude; only a small percentage, 4.3%, of survey respondents reported performing this activity extensively.    Finally, those who performed this SJA to an extensive or moderate degree  and who were in the 2210 community identified themselves across many specialty areas, most notably Project Management, Systems Administration, Applications Software or Systems Analysis. 

The top five training needs identified by both groups (Extensive and Moderate) are areas not currently required of those performing this SJA.  For example, the top priority training need identified by both groups was Web Technology.  Further investigation is necessary to better understand and evaluate the data gathered for Solutions Architecture, and at the request of the Federal CIO Council, OPM is currently reviewing the potential for adding one or more IT Architecture titles.  The results of this research will help inform the future use of this job activity.
For those performing Solutions Architecture extensively, the percentage of the federal IT workforce that is certified in target areas has increased from18.1% in 2004 to 25.8% in 2006. Information Systems remains the most frequently held certification by 12% of respondents.
Of those performing Solutions Architecture extensively and moderately, around 16% are eligible to retire in the next 3 years, and about 10% plan to retire in 3 years
Other Specialized Job Activities
Notable considerations arising from the analysis of other specialized job activities include:

· In the SJAs, Capital Planning and Investment and Policy and Planning, large skill gaps in Portfolio Management exist

· In the Applications Software SJA, large competency gaps are noted in Object Technology and Logical Systems Design

· The Systems Analysis SJA shows a large skill gap in Data Modeling, and medium competency gaps in Object Technology, Logical Systems Design and Business Process Reengineering

· Competency proficiency declined for those performing in the SJA, Data Management, extensively or moderately, and large gaps exist in Requirements Analysis and Information Assurance.

· In the E-Government SJA, a large competency gap was found in Business Process Reengineering

· Web Technology is an excellent candidate for training in the Internet SJA, with over one quarter of this segment of the  workforce indicating a training need, and there is a downward shift in the proficiency level of this competency; however, overall skill proficiency in the Internet SJA is improving 
4.3
Recommendations

As highlighted in these findings, certain competency and skill gaps still must be addressed in critical job areas.  The Federal government is facing increasing numbers of retirements.  Identified training gaps should be considered as part of succession planning on an agency by agency basis.  Agencies must place significant focus on appropriate recruitment and retention activities to maximize the use of critical human capital resources and to meet mission needs.  
The OPM has developed a resource guide, Career Patterns, A 21st Century Approach to Attracting Talent, which agencies may find very useful in looking at strategies.  The guide is available at: https://www.opm.gov/hcaaf_resource_center/careerpatterns/CPGuideV1.pdf
The Career Patterns guide recommends that agencies will need to prepare an environment to attract various types of employees, and that traditional methods will no longer necessarily apply in recruitment and retention.  More nontraditional arrangements may be needed; examples include the use of flexible work schedules and the use of incentives such as student loan repayment and recruitment/retention bonuses.  The guide states that a key to providing this environment rests on “making sure that managers and leaders have the specific competencies to supervise and manage in nontraditional work settings.”  Survey results show that agencies should place an emphasis on leadership and management development to build general competencies in the IT workforce, as these are more affected by potential retirements.
Agencies may utilize an array of targeted human capital or other interventions to improve the competency and skill set of the federal IT workforce.  The following section describes some of the interventions that are deemed most appropriate for reducing identified high risk competency and skill gaps.  These include strategies in the areas of talent planning and sourcing, talent management and development, and business process/work structure improvement.  

The selection of human capital or other interventions will vary greatly from agency to agency, depending on which competencies and skill gaps are deemed high risk to the agency, agency-specific mission requirements, agency-specific resource requirements and resource constraints, and the agency’s ability to affect change based on their operational span of control.  The interventions listed in this section are not prescriptive, but instead serve as a framework from which federal organizations may customize and develop their own plans to close mission critical IT workforce competency and skill gaps.

Talent Planning and Sourcing

· Targeted Recruitment and Selection—Target recruiting resources towards positions where large or high risk gaps exist in mission critical occupational areas.  Additionally, develop a long-term strategic recruiting and retention plan to reduce retirement risks (i.e., where competency or skill capabilities are known to be adversely affected by retirement) and increased competition between public and private sector groups.  To aid in this, agencies may develop recruiting and retention incentives, or take advantage of flexibilities that already exist, to attract and retain talented workers. 

· Strategic Sourcing—Supplement existing workforce with private sector expertise in critical functions or for specific skill sets.  Source key talent through programs such as Scholarship for Service (http://sfs.opm.gov/).  Scholarship for Service is a unique program sponsored by the Office of Personnel Management (OPM) and the National Science Foundation designed to increase and strengthen the cadre of federal information assurance professionals in the Federal Government.  Also consider filling positions through use of the Presidential Management Fellows Program, the Federal Career Intern Program and special appointing authorities such as veteran's and student appointments.
· Public/Private Partnerships—Improve information exchange between federal and private sector to share best practices.  One channel that currently exists for agencies to improve this information exchange is the IT Exchange Program (ITEP).  This program,  authorized by the E-Government Act of 2002, allows exceptional individuals from the federal IT workforce and exceptional individuals from the private sector IT workforce to participate in an exchange program that will enable both sides to share rather than compete for critical IT expertise. 
· Cross-Agency Details/Assignments—Foster cross-government sharing of expertise in the use of details/special assignments from one agency to another for the purpose of providing expertise in particular skill/competency areas. 
Talent Management and Development

· Training—Focus more time on training and education in critical competencies and skills that include technical, general and supervisory/leadership topics. Target training towards “foundational” competencies and skills that are recognized as gaps in multiple job activities.  Couple training with timely hands-on learning to reinforce the knowledge gained in the training sessions.  The Federal CIOC developed IT Training Program guidance to guide agencies towards the resources necessary to develop an effective IT training program, published at www.cio.gov.
· E-Learning—Leverage e-training to provide greater access and opportunities for training within an agency, reduce redundancies, streamline, and avoid costs.  Communicate the value of and encourage participation in the IT Roadmap (itroadmap.usalearning.gov).  The IT Roadmap is a free career development planning resource for workers in the GS-2210 occupational series that helps individuals understand job requirements, identify competency gaps, determine potential training courses that can help mitigate competency gaps, and formulate personal career development plans based on career goals.
· Certification—As feasible and appropriate, increase the numbers of people certified in areas such as IT security and IT project management.  While employees can perform job functions without certifications, this may be one way to both improve the number of staff trained and increase identifiable expertise in critical job functions.    
· Knowledge Management—Initiate the development of a knowledge management system to capture the knowledge of employees entering retirement eligibility who currently support legacy systems.  Additionally, ensure knowledge management through structured mentoring programs that pair new or younger IT workers with those more experienced. 

· Competency Management—Integrate competencies into human capital practices.  Agencies may use competencies in position descriptions and performance appraisals to ensure that employees and managers understand job and performance expectations.  Use the competency models developed for each of the specialized job activities to help define requirements for specific positions, update position descriptions, and assess candidates.
· Communities of Practice—Encourage employees to create or join communities of practice around mission critical job activities.  Employees can leverage best practices and share expertise both within and across agencies.  For example, the Federal CIO Council hosts IT Quarterly Forums (www.cio.gov/itqf) on key topics of interest to the federal IT workforce.  Participants listen to presentations on experts in key competency areas, and share lessons learned. 
Business Process and Work Structure Improvement

· Job Aids—Develop standard tools and templates for use in critical IT functions, particularly those where competency and skill gaps are known to exist.  For example, this might include developing a checklist of analytic components that comprise a cost/benefit analysis, along with instruction on how to obtain, calculate, and analyze the relevant data.  
· Work Redesign—Structure work teams in critical job activities to improve performance and promote learning and cross-training within the team.  These teams promote information sharing and consistency across job functions. 

· Standard Methodologies—As appropriate, standardize processes in critical IT job functions.  This will help inform employees of the correct principles and practices associated with that particular job function and reduce inconsistencies and redundancies across the agency. 
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IT Workforce Capability Assessment 

Survey Content

A.1 List of General Competencies and Definitions 

1. Administration and Management - Knowledge of planning, coordination, and execution of business functions, resource allocation, and production.

2. Contracting/Procurement - Knowledge of various types of contracts, techniques for contracting or procurement, and contract negotiation and administration.

3. Customer Service - Works with clients and customers (that is, any individuals who use or receive the services or products that your work unit produces, including the general public, individuals who work in the agency, other agencies, or organizations outside the Government) to assess their needs, provide information or assistance, resolve their problems, or satisfy their expectations; knows about available products and services; is committed to providing quality products and services.

4. Decision Making - Makes sound, well-informed, and objective decisions; perceives the impact and implications of decisions; commits to action, even in uncertain situations, to accomplish organizational goals; causes change.

5. Financial Management - Prepares, justifies, and/or administers the budget for program areas; plans, administers, and monitors expenditures to ensure cost-effective support of programs and policies; assesses financial condition of an organization.

6. Influencing/Negotiating - Persuades others to accept recommendations, cooperate, or change their behavior; works with others towards an agreement; negotiates to find mutually acceptable solutions.

7. Interpersonal Skills - Shows understanding, friendliness, courtesy, tact, empathy, concern, and politeness to others; develops and maintains effective relationships with others; may include effectively dealing with individuals who are difficult, hostile, or distressed; relates well to people from varied backgrounds and different situations; is sensitive to cultural diversity, race, gender, disabilities, and other individual differences.

8. Leadership - Influences, motivates, and challenges others; adapts leadership styles to a variety of situations.
9. Legal, Government and Jurisprudence - Knowledge of laws, legal codes, court procedures, precedents, legal practices and documents, Government regulations, executive orders, agency rules, Government organization and functions, and the democratic political process.

10. Managing Human Resources - Plans, distributes, coordinates, and monitors work assignments of others; evaluates work performance and provides feedback to others on their performance; ensures that staff are appropriately selected, utilized, and developed, and that they are treated in a fair and equitable manner.

11. Oral Communication - Expresses information (for example, ideas or facts) to individuals or groups effectively, taking into account the audience and nature of the information (for example, technical, sensitive, controversial); makes clear and convincing oral presentations; listens to others; attends to nonverbal cues; and responds appropriately.

12. Organizational Awareness - Knows the organization's mission and functions, and how its social, political, and technological systems work and operates effectively within them; this includes the programs, policies, procedures, rules, and regulations of the organization.

13. Planning and Evaluation - Organizes work, sets priorities, and determines resource requirements; determines short- or long-term goals and strategies to achieve them; coordinates with other organizations or parts of the organization to accomplish goals; monitors progress and evaluates outcomes.

14. Problem Solving - Identifies problems; determines accuracy and relevance of information; uses sound judgment to generate and evaluate alternatives, and to make recommendations.

15. Public Safety and Security - Knowledge of the military, weaponry, and intelligence operations; public safety and security operations; occupational health and safety; investigation and inspection techniques; or rules, regulations, precautions, and prevention techniques for the protection of people, data, and property.

16. Strategic Thinking - Formulates effective strategies consistent with the business and competitive strategy of the organization in a global economy.  Examines policy issues and strategic planning with a long-term perspective.  Determines objectives and sets priorities; anticipates potential threats or opportunities.

A.2
List of Technical Competencies and Definitions

1. Accessibility - Knowledge of tools, equipment, and technologies used to help individuals with disabilities use computer equipment and software.
2. Artificial Intelligence - Knowledge of the principles, methods, and tools used to design systems that perform human intelligence functions.
3. Business Process Reengineering - Knowledge of methods, metrics, tools, and techniques of Business Process Reengineering.
4. Capacity Management - Knowledge of the principles and methods for monitoring, estimating, or reporting actual performance or the performance capability of information systems or components.
5. Capital Planning and Investment Assessment - Knowledge of the principles and methods of capital investment analysis or business case analysis, including return on investment analysis.
6. Computer Forensics - Knowledge of tools and techniques used in data recovery and preservation of electronic evidence.
7. Computer Languages - Knowledge of computer languages and their applications to enable a system to perform specific functions.
8. Configuration Management - Knowledge of the principles and methods for planning or managing the implementation, update, or integration of information systems components.
9. Cost-Benefit Analysis - Knowledge of the principles and methods of cost-benefit analysis, including the time value of money, present value concepts, and quantifying tangible and intangible benefits. 
10. Data Management - Knowledge of the principles, procedures, and tools of data management, such as modeling techniques, data backup, data recovery, data dictionaries, data warehousing, data mining, data disposal, and data standardization processes.
11. Database Administration - Knowledge of the principles, methods, and tools for automating, developing, implementing, or administering database systems.
12. Database Management Systems - Knowledge of the uses of database management systems and software to control the organization, storage, retrieval, security, and integrity of data.

13. Distributed Systems - Knowledge of the principles, theoretical concepts, and tools underlying distributed computing systems, including their associated components and communication standards.
14. Electronic Commerce (e-Commerce) - Knowledge of the principles, methods, and tools for conducting business online, including electronic data interchange.
15. Embedded Computers - Knowledge of specifications and uses of specialized computer systems used to control devices (for example, automobiles, helicopters), including the appropriate programming languages.
16. Encryption - Knowledge of procedures, tools, and applications used to keep data or information secure, including public key infrastructure, point-to-point encryption, and smart cards.
17. Hardware - Knowledge of specifications, uses, and types of computer or computer-related equipment.
18. Hardware Engineering - Knowledge of the principles, methods, and tools for designing, developing, and testing computer or computer-related equipment.
19. Human Factors - Knowledge of the principles, methods, and tools used to identify and apply information about human behavior, abilities, limitations, and other characteristics to the design of tools, machines, systems, tasks, jobs, and environments for effective human use.
20. Information Assurance - Knowledge of methods and procedures to protect information systems and data by ensuring their availability, authentication, confidentiality, and integrity.
21. Information Resources Strategy and Planning - Knowledge of the principles, methods, and techniques of information technology (IT) assessment, planning, management, monitoring, and evaluation, such as IT baseline assessment, interagency functional analysis, contingency planning, and disaster recovery.
22. Information Systems Security Certification - Knowledge of the principles, methods, and tools for evaluating information systems security features against a set of specified security requirements.
23. Information Systems/Network Security - Knowledge of methods, tools, and procedures, including development of information security plans, to prevent information systems vulnerabilities, and provide or restore security of information systems and network services.
24. Information Technology Architecture - Knowledge of architectural methodologies used in the design and development of information systems, including the physical structure of a system's internal operations and interactions with other systems.
25. Information Technology Performance Assessment - Knowledge of the principles, methods, and tools (for example, surveys, system performance measures) to assess the effectiveness and practicality of information technology systems.
26. Information Technology Research & Development - Knowledge of scientific principles, methods, and tools of basic and applied research used to conduct a systematic inquiry into a subject matter area.
27. Infrastructure Design - Knowledge of the architecture and typology of software, hardware, and networks, including LANS, WANS, and telecommunications systems, their components and associated protocols and standards, and how they operate and integrate with one another and with associated controlling software.
28. Knowledge Management - Knowledge of the value of collected information and the methods of sharing that information throughout an organization.
29. Logical Systems Design - Knowledge of the principles and methods for designing business logic components, system processes and outputs, user interfaces, data inputs, and productivity tools (for example, CASE).
30. Modeling and Simulation - Knowledge of mathematical modeling and simulation tools and techniques to plan and conduct test and evaluation programs, characterize systems support decisions involving requirements, evaluate design alternatives, or support operational preparation.
31. Multimedia Technologies - Knowledge of the principles, methods, tools, and techniques of developing or applying technology using text, audio, graphics, or other media.
32. Network Management - Knowledge of the operation, management, and maintenance of network and telecommunication systems and linked systems and peripherals.
33. Object Technology - Knowledge of the principles, methods, tools, and techniques that use object-oriented languages, analysis, and design methodologies.
34. Operating Systems - Knowledge of computer network, desktop, and mainframe operating systems and their applications.
35. Operations Support - Knowledge of procedures to ensure production or delivery of products and services, including tools and mechanisms for distributing new or enhanced software.
36. Organizational Development - Knowledge of the principles of organizational development and change management theories and their applications.
37. Process Control - Knowledge of the principles, methods, and procedures used for the automated control of a process, including the design, development, and maintenance of associated software, hardware, and systems.
38. Product Evaluation - Knowledge of methods for researching and analyzing external products to determine their potential for meeting organizational standards and business needs.
39. Project Management - Knowledge of the principles, methods, or tools for developing, scheduling, coordinating, and managing projects and resources, including monitoring and inspecting costs, work, and contractor performance.
40. Quality Assurance - Knowledge of the principles, methods, and tools of quality assurance and quality control used to ensure a product fulfills functional requirements and standards.
41. Requirements Analysis - Knowledge of the principles and methods to identify, analyze, specify, design, and manage functional and infrastructure requirements; includes translating functional requirements into technical requirements used for logical design or presenting alternative technologies or approaches.

42. Risk Management - Knowledge of methods and tools used for risk assessment and mitigation of risk.
43. Software Development - Knowledge of the principles, methods, and tools for designing, developing, and testing software in a given environment.
44. Software Engineering - Knowledge of software engineering design and development methodologies, paradigms, and tools; the software life cycle; software reusability; and software reliability metrics.
45. Software Testing and Evaluation - Knowledge of the principles, methods, and tools for analyzing and developing software test and evaluation procedures.
46. Standards - Knowledge of standards that either are compliant with or derived from established standards or guidelines.
47. System Testing and Evaluation - Knowledge of the principles, methods, and tools for analyzing and developing systems test and evaluation procedures and technical characteristics of IT systems, including identifying critical operational issues.
48. Systems Integration - Knowledge of the principles, methods, and procedures for installing, integrating, and optimizing information systems components.
49. Systems Life Cycle - Knowledge of systems life cycle management concepts used to plan, develop, implement, operate, and maintain information systems.
50. Technical Documentation - Knowledge of procedures for developing technical and operational support documentation.
51. Technology Awareness - Knowledge of developments and new applications of information technology (hardware, software, telecommunications), emerging technologies and their applications to business processes, and applications and implementation of information systems to meet organizational requirements.
52. Telecommunications - Knowledge of transmissions, broadcasting, switching, control, and operation of telecommunications systems.
53. Web Technology - Knowledge of the principles and methods of web technologies, tools, and delivery systems, including web security, privacy policy practices, and user interface issues.
A.3
List of Skills and Definitions

1. Biometrics - Technological methods of identifying individuals via biological traits, such as retinal or iris scanning, fingerprints, or face recognition.
2. Broadband Media - Telecommunications technologies in which a wide band of frequencies is available to transmit information. This allows information to be multiplexed and sent on many different frequencies or channels within the band concurrently, allowing more information to be transmitted in a given amount of time.
3. Cellular Network Technology - Wireless communications network architecture that employs "cells" or modular coverage areas typically serviced by a cell site or base station and usually provide capability between cells for roaming devices.
4. Client-Server - Software programs that are used to contact and obtain data from a server software program on another computer, often across a great distance. Each client program is designed to work with one or more specific kinds of server programs, and each server typically requires a specific kind of client.
5. Collaboration Software - Software or tools that integrate work on a single project by several concurrent users at separated workstations (also known as groupware). 

6. Continuity of Operations Planning - Contingencies and strategies for minimizing financial and operational losses following service interruptions caused by natural, technological, and attack-related emergencies.  Such planning includes the safety of employees, information, and services.

7. Cryptology - Methods of transforming data for secure storage and transmission purposes.  Such activities make it difficult or impossible for unauthorized individuals to access confidential or sensitive data. 

8. Data Analysis and Reporting - Analysis of data in a database using tools that look for trends or anomalies, establish relationships, and predict future patterns among events.  Includes using statistical software (such as SAS and SPSS) to generate reports.

9. Data Modeling - Analysis of data objects that are used in a business or other context and the identification of the relationships among these data objects; creating graphical representations of the entities, and the relationships among entities, within an information system.  Diagramming assists in planning the database model and communicating its design to an end user. 
10. Data Warehousing - Central repository for all, or significant parts of, data that an enterprise's various business systems collect.  Also includes the migration of data from legacy databases into a data warehouse.

11. Desktop Applications - Widely-used end-user applications such as Microsoft Office, Visio, etc..
12. Development Languages - Writing or authoring code in a variety of programming languages (e.g.,, html, c++, java, java script, xml, asp) to develop applications.  Encompasses 4th Generation, Low-level and Mid-level Languages.
13. Document Management - Computerized management of electronic and paper-based files.

14. Earned Value Management - Process to manage projects/programs by integrating technical performance requirements, resource planning, scheduling and risk management to ensure the use of effective cost and schedule management controls by the contractor. 

15. Enterprise Directory Services (EDS) - Enterprise Directory Service (EDS) identifies all resources  (e.g., email addresses, computers, printers, databases) on a network and makes them accessible to users and applications. An EDS offers a unique way of naming, describing, and locating resources on a network.

16. Enterprise Portal Development - Web-based framework for agency resources (e.g., email, news, search engine, policies). A portal is a single point of access for all employees in an enterprise, providing access to specific information and services.

17. Enterprise Resource Planning (ERP) - Integration of all departments and functions across a company onto a single computer system that can serve all those different departments' particular needs.  Integration can include databases, tools, interfaces and applications.

18. Extensible Markup Language (XML) - Widely used system for defining data formats. XML provides a rich system to define complex documents and data structures.  As long as a programmer has the XML definition for a collection of data (often called a "schema") then they can create a program to reliably process any data formatted according to those rules. 

19. Federal/OMB Enterprise Architecture - Business-based framework developed by the Office of Management and Budget (OMB) for Federal improvement.  The architecture is being constructed through a collection of interrelated "reference models" designed to facilitate cross-agency analysis and the identification of duplicative investments, gaps, and opportunities for collaboration within and across Federal Agencies.

20. Firewalls - Combination of hardware and software that separates a network into two or more parts for security purposes.

21. Geographic Information Systems (GIS) - Computer software capable of capturing, storing, analyzing, and displaying geographically referenced information.  Layers of information about cities, countries, or other locations may include bodies of water, roadways, agriculture, natural resources, and commerce.
22. Grid Computing - Grid computing is an emerging computing model that provides the ability to perform higher throughput computing by taking advantage of many networked computers to model a virtual computer architecture that is able to distribute process execution across a parallel infrastructure. Grids use the resources of many separate computers connected by a network (usually the Internet) to solve large-scale computation problems. Grids provide the ability to perform computations on large data sets, by breaking them down into many smaller ones, or provide the ability to perform many more computations at once than would be possible on a single computer, by modeling a parallel division of labor between processes. Today resource allocation in a grid is done in accordance with SLAs (service level agreements).
23. Joint Application Development/Rapid Application Development (JAD/RAD) - Methodology that involves the client or end user in the design and development of an application, through a succession of collaborative workshops called JAD sessions. A variation on JAD, Rapid Application Development (RAD) creates an application more quickly through such strategies as using fewer formal methodologies and reusing software components. 

24. Linux Operating System - Widely used open source UNIX-like operating system that performs basic tasks, such as recognizing input from the keyboard, sending output to the display screen, keeping track of files and directories on the disk, and controlling peripheral devices such as disk drives and printers.

25. MacOS/MacOSX Operating System - Operating system behind many MacIntosh computers that performs basic tasks, such as recognizing input from the keyboard, sending output to the display screen, keeping track of files and directories on the disk, and controlling peripheral devices such as disk drives and printers. 
26. Mainframes - Computers for large-scale computing purposes.  Historically, a mainframe is associated with centralized rather than distributed computing, and is able to handle hundreds, or even thousands, of users simultaneously.

27. Mainframe Operating Systems - Mainframe operating systems perform basic tasks, such as recognizing input from the keyboard, sending output to the display screen, keeping track of files and directories on the disk, and controlling peripheral devices such as disk drives and printers.

28. Network Architecture and Design - Structure and design of networks to support the success of an organization, making the right connections for the Internet, intranets, and extranets, including designing and maintaining local area networks and wide area networks.
29. Network Configuration and Implementation - Layout and settings of the computers and equipment on an enterprise’s local area network (LAN) or intranet. This includes devices like routers and gateways that interconnect the LAN with other LANS or the Internet.
30. Network Voice/Data Integration - Packetizing and carrying normal telephony-style voice over a network circuit or channel, similar to, and often interspersed with, data packets.

31. Object-Oriented Languages - Object-oriented languages are organized around "objects" rather than "actions" and data rather than logic.  Programmers define not only the data type of a data structure, but also the types of operations (functions) that can be applied to the data structure. Also, programmers can create relationships between objects.  Examples of object-oriented languages include C++ and Java.

32. OS/2 Operating System - Operating system for PCs developed originally by Microsoft Corporation and IBM that performs basic tasks, such as recognizing input from the keyboard, sending output to the display screen, keeping track of files and directories on the disk, and controlling peripheral devices such as disk drives and printers.

33. Personal Digital Assistants - Handheld devices that were originally designed as personal organizers, but became much more versatile over the years. A basic PDA usually includes a clock, date book, address book, task list, memo pad and a simple calculator.  One major advantage of using PDAs is their ability to synchronize data with desktop, notebook and desknote computers.
34. Portfolio Management for IT - Management of IT resources, as one would manage investments in a real estate or stock portfolio.  The IT portfolio facilitates the alignment of technology investments with agency business needs and the analysis and proper mitigation of IT investment risks.  

35. Process Design - Strategic establishment of the flow of information, control or materials from one activity to another. Examples of graphical representations of process design include the Business Process Modeling Notation (BPMN) and the Integrated Computer Aided Manufacturing Definition (IDEF).

36. Project Management Software - Software to manage resources and scheduling for a given project.

37. Public Key Infrastructure (PKI) - Use of an unsecured public network, such as the Internet, to securely and privately exchange data and money through the use of a public and a private cryptographic key pair that is obtained and shared through a trusted authority. 
38. Radio Frequency Identification (RFID) - Short for radio frequency identification, a technology similar in theory to bar code identification. With RFID, the electromagnetic or electrostatic coupling in the RF portion of the electromagnetic spectrum is used to transmit signals. An RFID system consists of an antenna and a transceiver, which read the radio frequency and transfer the information to a processing device, and a transponder, or tag, which is an integrated circuit containing the RF circuitry and information to be transmitted.
39. Records Management - Skills related to the physical or digital maintenance of public records, from creation through destruction.

40. Relational Database Management Systems (RDBMS) - Programs that let you create, update, and administer a relational database. Examples include Oracle, IBM's DB2 and Microsoft's SQL Server. 

41. Reusable Modules - Reusable modules in programming allow for repeating the same function multiple times. The module includes files and is inserted into the code to reduce the code’s complexity and redundancy.
42. Satellite Communications - Utilization of geostationary orbiting satellites to relay the transmission received from one earth station to one or more earth stations.  They are the outcome of research in the area of communications whose objective is to achieve ever-increasing ranges and capacities with the lowest possible costs.

43. Scripting/Metadata - Metadata describes how, when and by whom a particular set of data was collected, and how the data is formatted. Metadata is essential for understanding information stored in data warehouses
44. SEI Capability Maturity Models - Carnegie Mellon Software Engineering Institute’s (SEI) 5-stage model of how software organizations improve, over time, in their ability to develop software.  Knowledge of the model provides a basis for assessment, comparison, and process improvement. 
45. System Analysis and Design - Design, specification, feasibility, cost, and implementation of a computer system for business; development and implementation process, metrics and tools for analysis, design and project management, quality factors and post evaluation techniques.
46. Structured Query Language (SQL) - Standardized query language for requesting information from a database.

47. Systems Maintenance and Helpdesk - Enterprise’s physical or online resource center for just-in-time assistance with desktop, network, hardware, and software questions and issues.

48. Systems Security Applications - Applications and tools that administrators use to manage various users, roles and groups to implement access and privilege controls for certain applications or against operating system resources.

49. Telephony/PBX - Telephone network used within an enterprise.  Users of the PBX share a certain number of outside lines for making telephone calls external to the PBX.  It allows a small number of outside lines to be shared among all of the people of the organization. 

50. Testing - Determining whether objectives are being met during hardware/software development.  Testing can take place at a variety of levels such as the module, component, or system levels.  Testing is also related to the various types of verification, validation and evaluation of whether or not a system satisfies its acceptance criteria.  This process enables the customer to determine whether or not to accept the system.

51. Unified Modeling Language (UML) - Industry-standard for specifying, visualizing, constructing, and documenting the artifacts of software systems.  It simplifies the complex process of software design, making a "blueprint" for construction. 

52. UNIX Operating System - UNIX operating system that performs basic tasks, such as recognizing input from the keyboard, sending output to the display screen, keeping track of files and directories on the disk, and controlling peripheral devices such as disk drives and printers.  UNIX is designed for use by many people at the same time (it is multi-user) and has TCP/IP built-in.  It is the most common operating system for servers on the Internet.

53. Video Imaging - Software tools to capture, store, manipulate, and display graphic images.

54. Web-enabled Application Design and Development - Web-enabled applications that provide certain functionality, automate certain processes or provide access to or interface with legacy applications.  Includes designing the look and feel of the application and ensuring accessibility to site content for individuals with disabilities.

55. Web Site Management - Management and maintenance of an enterprise’s web site or portal. Activities include developing web pages, performing backups and ensuring user access to the site, monitoring site traffic and helping scale site capacity meet traffic demands.

56. Windows Operating System - Operating system behind all Microsoft Windows-configured computers.  Operating systems perform basic tasks, such as recognizing input from the keyboard, sending output to the display screen, keeping track of files and directories on the disk, and controlling peripheral devices such as disk drives and printers.

57. Wireless Technologies - Technology that transmits information signals via radio waves rather than cables or wires, where individual units are connected to a network, such as cellular phones, networked laptops, and PDAs.

A.4
List of Certification Areas and Examples

1. Business Applications - PeopleSoft, SAP, Oracle, Lotus, Citrix, other equivalent
2. CIO - CIO University, CIO Certificate (NDU/IRMC), other equivalent
3. Computing - Computer Service, Repair, Data Processing, Document Imaging, CompTIA A+, Certified Computing Professional (Institute for Certification of Computing Professionals), other equivalent 
4. Database - Microsoft MCDBA, Oracle Certified Database Administrator, IBM DB2 Database Administrator
5. Engineering - Licensed Engineer
6. Enterprise Architecture - EA Certificate (NDU/IRMC, USDA Graduate School, FEAC)
7. Evidence Collection - Certified Electronic Evidence Collection Specialist
8. Healthcare - Certified Professional in Healthcare Information and Management Systems
9. Information Systems - CISA (Certified Information Systems Auditor), Certified System Professional, Certified Administrator, Certified Systems Engineer, Certified Solutions Architect, Microsoft MCSD, Dell DCSE, Certified Java Developer
10. Information Systems Security - Information Systems Security Professional (CISSP), Information Systems Security Associate (ISSA), Systems Security Certified Practitioner (SSCP), Systems Security Professional, Certified Information Security Manager (CISM), NDU/IRMC IA Certificate Program (NSTISSI No. 4011, CNSSI No. 4012, or Chief Information Security Officer (CISO))
11. IT Infrastructure Library (ITIL) - ITIL Service Management, ITIL Application Management, ICT Infrastructure Management
12. IT Project Management - IT-PM Certificate (NDU/IRMC), commercial IT-PM certificate programs
13. Mechanical - Certified Mechanical Inspector
14. Network Security - Security Certified Network Architect, Security Certified Network Professional, Certified Network Support/Administration, Certified Firewall Analyst, Certified Intrusion Analyst, Certified Incident Handler, Certified Windows Security Administrator, Certified UNIX Security Administrator
15. Network Support - Certified Professional, Certified Call Center Manager, Certified Help Desk Director, Certified Help Desk Manager, Certified Help Desk Professional, Certified Network Administrator, Novell (various), Netware, Cisco (various), Microsoft MCSE
16. Operating Systems - Microsoft MCSE, IBM AIX, Sun Solaris, HP-UX, Linux, Red Hat Certified Engineer, SCO Certification
17. Policy and Planning - Advanced Management Program (AMP) (NDU/IRMC), eGovernment Certificate Program (NDU/IRMC)
18. Project Management - Project Management Professional (PMP), Certified Associate Project Manager (CAPM), Defense Acquisition University (DAU), other equivalent Project Management certifications
19. Quality - Certified Quality Auditor, Certified Quality Auditor - Hazard Analysis Critical Control Point, Certified Quality Engineer, Certified Quality Improvement Associate, Certified Quality Technician, Certified Reliability Engineer, Certified Software Quality Engineer, Strategic & Tactical Advocates for Results
20. Software Development - Certified Software Development Professional, Microsoft MCSD, Certified Java Developer
21. Training - Certified Technology Trainer, Microsoft Certified Trainer
22. Web - USDA Graduate School Webmaster Certification, HyCurve Web Design Specialist, Prosoft CIW (Certified Internet Webmaster), Master Certified Webmaster
A.5
List of Specialized Job Activities and Definitions

1. Applications Software - This activity involves the design, development, modification, installation, implementation, and support of new or existing applications software (computer programs designed to perform a specific function directly for the user or, in some cases, for another application program) and may also include: analyzing and refining system requirements; translating system requirements into application prototypes; writing, debugging and maintaining code; determining output media/formats; designing user interfaces; working with customers to test applications; assuring software and systems quality and functionality; integrating hardware and software components; writing and maintaining program documentation; and evaluating new applications software technologies.

2. Capital Planning and Investment Control - Capital Planning and Investment Control (CPIC), also known as capital programming, is a decision-making process for ensuring IT investments integrate strategic planning, budgeting, procurement, and the management of IT in support of agency missions and business needs.
3. Data Management - This activity includes analyzing and defining data requirements and specifications; designing, normalizing, developing, installing, and implementing databases; maintaining, monitoring, performance tuning, backup, and recovery of databases; installing, configuring, and maintaining database management systems software; developing and administering data standards, policies and procedures; developing and implementing data mining and data warehousing programs; and evaluating and providing recommendations on new database technologies and architectures.

4. E-Government - This activity involves the use of web-based Internet applications and other information technologies, combined with processes that implement these technologies, to: (1) enhance the access to and delivery of Government information and services; and (2) bring about improvements in Government operations.
5. End User Support - This activity involves the planning and delivery of end user support services for IT systems and applications, including installation, configuration, troubleshooting, customer assistance, and/or training, in response to end user requirements. This may include: diagnosing and resolving problems in response to customer reported incidents; researching, evaluating, and providing feedback on problematic trends and patterns in end user requirements; developing and maintaining problem tracking and resolution databases; installing, configuring, troubleshooting, and maintaining end user hardware and software; developing and managing customer service performance requirements; and providing end user training.  This job activity is associated with the GS-2210 Customer Support specialty title.
6. Enterprise Architecture - This activity links the business mission, strategy, and processes of an organization to its IT strategy.  An EA is documented using multiple architectural models or views that show how the current and future needs of an organization will be met.  It establishes an agency-wide roadmap to achieve the agency’s mission through optimal performance of its core business processes within an efficient IT environment.
7. Internet - This activity includes the application of technical knowledge of Internet systems, services, and technologies. In most cases, the term Internet is used to refer generically to Internet, intranet, and extranet applications development and technical management of Web sites, systems and services. Functions may include: determining overall technical design and structure of Internet services; monitoring functionality, security, and integrity of Internet services; troubleshooting and resolving technical problems with the design and delivery of Internet services; collecting and analyzing usage and performance statistics; evaluating new services and technologies; and providing technical advice to Internet content providers.
8. IT Project Management - IT project management is the discipline of organizing and managing resources in such a way that these resources deliver all the work required to complete an IT project within defined scope, time and cost constraints.  This activity typically involves exercising centralized authority and responsibility for planning, organizing, staffing and controlling efforts of participating personnel and organizations for management of an IT project throughout the project life cycle (from initiation to deployment and project closeout).  An IT project is a specific IT investment having defined goals, objectives, requirements, lifecycle cost, and a beginning and an end that delivers a specific IT product, service or result.
9. IT Security/Information Assurance - This activity involves ensuring the integrity, availability, and confidentiality of information systems through: developing policies and procedures; participating in network and systems design; reporting and investigating incidents; conducting risk and vulnerability assessments; promoting awareness and appropriate application of security policies/procedures; conducting systems security evaluations, audits, and reviews; developing systems contingency plans and disaster recovery procedures; and authenticating and validating system user qualifications.
10. IT Workforce Management/Development - This activity involves IT workforce planning, assessing talent, and addressing human capital workforce issues for the enterprise.  This can include recruitment, retention and development strategies, and providing training and developmental opportunities to ensure that current and future workforce needs are met.
11. Knowledge Management - This activity involves the use of disciplined processes (and their supporting tools) to optimize application of knowledge in support of the organization's overall mission.  Knowledge management is getting the right information to the right people at the right time, and helping people create knowledge and share and act upon information in ways that will measurably improve the performance of the organization.
12. Network Services - This activity includes analyzing and defining network requirements; designing and maintaining network architecture and infrastructure; configuring and optimizing network servers, hubs, routers, and switches; analyzing network workload; monitoring network capacity and performance; diagnosing and resolving network problems; developing network backup and recovery procedures; and installing, testing, maintaining, and upgrading network operating systems software.
13. Operating Systems - This activity includes the planning, installation, configuration, testing, implementation, and management of operating systems; analyzing systems requirements in response to business requirements, risks, and costs; integration of operating systems with other software packages; and updating operating systems with fixes and patches.
14. Policy and Planning - This activity involves a wide range of IT management activities that typically extend and apply to an entire organization or major components of an organization. This includes strategic planning; defining current and future business environments; assessing policy needs; developing and/or implementing policies to govern IT activities; providing policy implementation guidance; developing technical standards; preparing IT budgets; and conducting assessments of IT programs and projects.
15. Privacy - This activity ensures that appropriate data management practices are maintained by monitoring and controlling how Personal Identifiable Information (PII) is collected, used, stored, transferred, and destroyed.  It includes: evaluating IT systems for privacy risks and compliance; conducting Privacy Impact Assessments; reviewing public Web sites; and assessing back-office practices pertaining to personal data handling.  This activity also involves implementation of the Privacy Act.
16. Records Management - This activity includes the management of the full life cycle of information; this includes planning, controlling, directing, organizing, and other activities involved in records creation, maintenance, preservation, use, and disposition; assuring the confidentiality, integrity and availability of records; and assessing the impact of records and information management on systems design, integrity, and authenticity in compliance with FOIA and other records management statutory requirements.
17. Solutions Architecture - This activity involves studying and defining solutions for a single system, department or solution area within an agency. The Solutions Architect is primarily concerned with fundamental business and technology issues including: alignment with core agency business strategies, business process simplification and the implementation of information technology that enables the realization of key business objectives but on a small scale and within the scope of a single project or system.
18. Systems Administration - This activity includes planning and scheduling the installation of new or modified hardware, operating systems and applications software; managing accounts, network rights, and access to systems and equipment; implementing security procedures and tools; developing and documenting systems administration standard operating procedures; resolving hardware/software interface and interoperability problems; ensuring systems availability, functionality, integrity, and efficiency; maintaining systems configuration; and managing the installation and integration of system fixes, updates, and enhancements.
19. Systems Analysis - This activity includes performing needs analyses to define opportunities for new or improved business process solutions; consulting with customers to identify and specify requirements; developing overall functional and systems requirements and specifications; conducting business process reengineering; conducting feasibility studies; preparing business cases; defining systems scope and objectives; developing cost estimates; ensuring the integration of all systems components; and planning systems implementation.
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B.1
Specialized Job Activity Demand Profiles 

Applications Software Demand Profile

	Type
	Name
	Target Proficiency 

	Competency (technical)
	Accessibility
	1.8

	Competency (technical)
	Computer Languages
	4.0

	Competency (technical)
	Configuration Management
	3.2

	Competency (technical)
	Data Management
	2.6

	Competency (technical)
	Database Management Systems
	3.6

	Competency (technical)
	Human Factors
	2.2

	Competency (technical)
	Information Assurance
	3.4

	Competency (technical)
	Information Systems/Network Security 
	2.6

	Competency (technical)
	Information Technology Architecture
	2.8

	Competency (technical)
	Information Technology Performance Assessment 
	2.6

	Competency (technical)
	Logical Systems Design 
	3.8

	Competency (technical)
	Object Technology 
	4.0

	Competency (technical)
	Operating Systems 
	3.4

	Competency (general)
	Problem Solving
	3.8

	Competency (technical)
	Product Evaluation 
	2.0

	Competency (technical)
	Quality Assurance
	3.2

	Competency (technical)
	Requirements Analysis 
	3.6

	Competency (technical)
	Software Development 
	4.4

	Competency (technical)
	Software Engineering 
	3.6

	Competency (technical)
	Software Testing and Evaluation
	3.8

	Competency (technical)
	System Testing and Evaluation
	3.4

	Competency (technical)
	Systems Integration 
	3.2

	Competency (technical)
	Systems Life Cycle 
	2.4

	Competency (technical)
	Technical Documentation 
	3.6

	Skill
	Client-Server
	3.2

	Skill
	Data Analysis and Reporting
	1.8

	Skill
	Data Modeling
	2.4

	Skill
	Data Warehousing
	2.6

	Skill
	Development Languages
	4.2

	Skill
	Extensible Markup Language (XML)
	3.6

	Skill
	Joint Application Development/Rapid Application Development (JAD/RAD)
	2.8

	Skill
	Object-Oriented Languages
	3.6

	Skill
	Process Design
	2.4


Applications Software Demand Profile (continued)

	Type
	Name
	Target Proficiency 

	Skill
	Relational Database Management Systems (RDBMS)
	3.4

	Skill
	Reusable Modules
	4.0

	Skill
	SEI Capability Maturity Models
	3.0

	Skill
	Structured Query Language (SQL)
	3.6

	Skill
	System Analysis and Design
	2.6

	Skill
	Systems Security Applications
	2.6

	Skill
	Testing
	4.2

	Skill
	Unified Modeling Language (UML)
	3.6

	Skill
	Web-enabled Application Design and Development
	3.2

	Certification
	Database
	n/a

	Certification
	Information Systems
	n/a

	Certification
	Quality
	n/a

	Certification
	Software Development
	n/a


· Table 1  Application Software Demand Profile

Capital Planning and Investment Control Demand Profile

	Type
	Name
	Target Proficiency 

	Competency (technical)
	Capital Planning and Investment Assessment 
	4.1

	Competency (general)
	Contracting/ Procurement 
	1.9

	Competency (technical)
	Cost-Benefit Analysis
	4.1

	Competency (general)
	Financial Management 
	3.8

	Competency (technical)
	Information Resources Strategy and Planning 
	3.6

	Competency (technical)
	Information Technology Architecture
	2.8

	Competency (technical)
	Information Technology Performance Assessment 
	3.1

	Competency (general)
	Legal, Government and Jurisprudence 
	2.4

	Competency (technical)
	Requirements Analysis 
	2.4

	Competency (technical)
	Risk Management 
	3.1

	Competency (general)
	Strategic Thinking
	3.9

	Skill
	Data Analysis and Reporting
	2.4

	Skill
	Earned Value Management
	3.6

	Skill
	Enterprise Resource Planning (ERP)
	1.8

	Skill
	Federal/OMB Enterprise Architecture
	3.4

	Skill
	Portfolio Management for IT
	4.1

	Certification
	CIO
	n/a


· Table 2  Capital Planning and Investment Demand Profile

End User Support Demand Profile

	Type
	Name
	Target Proficiency 

	Competency (general)
	Customer Service
	3.0

	Competency (technical)
	Database Administration
	2.5

	Competency (technical)
	Hardware 
	4.0

	Competency (technical)
	Hardware Engineering
	3.0

	Competency (technical)
	Information Technology Performance Assessment 
	3.3

	Competency (technical)
	Infrastructure Design
	3.0

	Competency (general)
	Interpersonal Skills 
	3.0

	Competency (technical)
	Network Management 
	3.3

	Competency (technical)
	Operating Systems 
	4.0

	Competency (technical)
	Operations Support 
	3.8

	Competency (general)
	Oral Communication 
	2.8

	Competency (general)
	Problem Solving
	3.5

	Competency (technical)
	Quality Assurance
	2.3

	Competency (technical)
	Standards
	3.3

	Competency (technical)
	Systems Integration 
	4.0

	Competency (technical)
	Technical Documentation 
	3.0

	Competency (technical)
	Technology Awareness
	3.3

	Skill
	Client-Server
	3.0

	Skill
	Continuity of Operations Planning
	3.0

	Skill
	Desktop Applications
	3.0

	Skill
	Enterprise Directory Services (EDS)
	3.5

	Skill
	Enterprise Resource Planning (ERP)
	2.8

	Skill
	Firewalls
	2.0

	Skill
	Mainframes
	2.3

	Skill
	Network Configuration and Implementation
	3.0

	Skill
	Network Voice/Data Integration
	2.0

	Skill
	Personal Digital Assistants
	3.0

	Skill
	Systems Maintenance and Helpdesk
	3.5

	Skill
	Systems Security Applications
	3.0

	Skill
	Telephony/PBX
	2.0

	Skill
	UNIX Operating System
	2.0

	Skill
	Windows Operating System
	4.0

	Skill
	Wireless Technologies
	2.5

	Certification
	Business Applications
	n/a

	Certification
	Computing
	n/a

	Certification
	Information Systems
	n/a

	Certification
	Network Support
	n/a


· Table 3  Customer Support Demand Profile

Data Management Demand Profile

	Type
	Name
	Target Proficiency 

	Competency (technical)
	Capacity Management
	3.2

	Competency (technical)
	Computer Languages
	3.0

	Competency (technical)
	Data Management
	4.2

	Competency (technical)
	Database Administration
	4.2

	Competency (technical)
	Database Management Systems
	3.8

	Competency (technical)
	Information Assurance
	4.4

	Competency (technical)
	Information Technology Architecture
	3.2

	Competency (technical)
	Information Technology Performance Assessment 
	3.2

	Competency (general)
	Organizational Awareness
	2.4

	Competency (technical)
	Requirements Analysis 
	5.0

	Competency (technical)
	Software Development 
	3.2

	Competency (technical)
	System Testing and Evaluation
	4.0

	Skill
	Data Analysis and Reporting
	4.2

	Skill
	Data Modeling
	5.0

	Skill
	Data Warehousing
	3.4

	Skill
	Records Management
	2.2

	Skill
	Relational Database Management Systems (RDBMS)
	4.0

	Skill
	Scripting/Metadata
	4.6

	Skill
	Structured Query Language (SQL)
	3.8

	Certification
	Database
	n/a


· Table 4  Data Management Demand Profile

E-Government Demand Profile

	Type
	Name
	Target Proficiency 

	Competency (technical)
	Accessibility
	2.7

	Competency (technical)
	Business Process Reengineering
	4.0

	Competency (general)
	Customer Service
	3.6

	Competency (technical)
	Electronic Commerce (e-Commerce)
	3.9

	Competency (technical)
	Information Assurance
	3.4

	Competency (technical)
	Information Resources Strategy and Planning 
	3.1

	Competency (technical)
	Information Technology Architecture
	3.3

	Competency (technical)
	Knowledge Management
	2.7

	Competency (general)
	Legal, Government and Jurisprudence 
	2.7

	Competency (technical)
	Requirements Analysis 
	3.7

	Competency (general)
	Strategic Thinking
	2.9

	Competency (technical)
	Systems Integration 
	3.4

	Competency (technical)
	Technology Awareness
	3.7

	Competency (technical)
	Web Technology
	3.9

	Skill
	Continuity of Operations Planning
	2.6

	Skill
	Data Warehousing
	2.6

	Skill
	Enterprise Portal Development
	3.7

	Skill
	Extensible Markup Language (XML)
	4.0

	Skill
	Federal/OMB Enterprise Architecture
	2.6

	Skill
	Records Management
	2.7

	Skill
	System Analysis and Design
	4.0

	Skill
	Web Site Management
	3.0

	Skill
	Web-enabled Application Design and Development
	3.6

	Certification
	CIO
	n/a

	Certification
	Project Management
	n/a


· Table 5  E-Government Demand Profile

Enterprise Architecture: Extensive Demand Profile

	Type
	Name
	Target Proficiency 

	Competency (technical)
	Business Process Reengineering
	4.0

	Competency (technical)
	Data Management
	2.8

	Competency (technical)
	Distributed Systems 
	3.7

	Competency (technical)
	Information Assurance
	3.5

	Competency (technical)
	Information Resources Strategy and Planning 
	3.5

	Competency (technical)
	Information Technology Architecture
	3.7

	Competency (technical)
	Information Technology Research & Development 
	2.5

	Competency (technical)
	Infrastructure Design
	3.7

	Competency (general)
	Legal, Government and Jurisprudence 
	3.5

	Competency (general)
	Organizational Awareness
	4.4

	Competency (technical)
	Requirements Analysis 
	3.5

	Competency (technical)
	Standards
	4.1

	Competency (general)
	Strategic Thinking
	3.9

	Competency (technical)
	Technology Awareness
	3.6

	Skill
	Enterprise Resource Planning (ERP)
	3.1

	Skill
	Federal/OMB Enterprise Architecture
	4.5

	Skill
	Network Architecture and Design
	1.9

	Skill
	Process Design
	3.6

	Skill
	System Analysis and Design
	3.0

	Certification
	CIO
	n/a


· Table 6  Enterprise Architecture: Extensive Demand Profile

Enterprise Architecture: Moderate Demand Profile

	Type
	Name
	Target Proficiency 

	Competency (technical)
	Business Process Reengineering
	4.0

	Competency (technical)
	Data Management
	2.8

	Competency (technical)
	Distributed Systems 
	3.7

	Competency (technical)
	Information Assurance
	3.5

	Competency (technical)
	Information Resources Strategy and Planning 
	3.5

	Competency (technical)
	Information Technology Architecture
	3.7

	Competency (technical)
	Information Technology Research & Development 
	2.5

	Competency (technical)
	Infrastructure Design
	3.7

	Competency (general)
	Legal, Government and Jurisprudence 
	3.5

	Competency (general)
	Organizational Awareness
	4.4

	Competency (technical)
	Requirements Analysis 
	3.5

	Competency (technical)
	Standards
	4.1

	Competency (general)
	Strategic Thinking
	3.9

	Competency (technical)
	Technology Awareness
	3.6

	Skill
	Enterprise Resource Planning (ERP)
	3.1

	Skill
	Federal/OMB Enterprise Architecture
	4.5

	Skill
	Network Architecture and Design
	1.9

	Skill
	Process Design
	3.6

	Skill
	System Analysis and Design
	3.0

	Certification
	CIO
	n/a


· Table 7  Enterprise Architecture: Moderate Demand Profile

Internet Demand Profile

	Type
	Name
	Target Proficiency 

	Competency (technical)
	Accessibility
	4.3

	Competency (technical)
	Computer Languages
	3.0

	Competency (technical)
	Electronic Commerce (e-Commerce)
	2.8

	Competency (technical)
	Human Factors
	3.8

	Competency (technical)
	Information Assurance
	3.7

	Competency (technical)
	Information Systems/Network Security 
	3.3

	Competency (technical)
	Information Technology Performance Assessment 
	3.0

	Competency (technical)
	Infrastructure Design
	3.7

	Competency (technical)
	Multimedia Technologies 
	4.2

	Competency (general)
	Organizational Awareness
	4.2

	Competency (general)
	Problem Solving
	4.5

	Competency (technical)
	Requirements Analysis 
	4.0

	Competency (technical)
	Software Development 
	4.0

	Competency (technical)
	Software Testing and Evaluation
	3.7

	Competency (technical)
	Standards
	4.2

	Competency (technical)
	System Testing and Evaluation
	3.3

	Competency (technical)
	Systems Integration 
	3.3

	Competency (technical)
	Technology Awareness
	4.5

	Competency (technical)
	Telecommunications 
	3.0

	Competency (technical)
	Web Technology
	5.0

	Skill
	Broadband Media
	1.5

	Skill
	Development Languages
	3.2

	Skill
	Enterprise Portal Development
	3.7

	Skill
	Extensible Markup Language (XML)
	4.0

	Skill
	Federal/OMB Enterprise Architecture
	2.8

	Skill
	Firewalls
	3.2

	Skill
	Network Architecture and Design
	2.2

	Skill
	Network Configuration and Implementation
	1.7

	Skill
	Public Key Infrastructure (PKI)
	3.2

	Skill
	Scripting/Metadata
	3.5

	Skill
	Structured Query Language (SQL)
	2.3

	Skill
	Testing
	3.0

	Skill
	Web Site Management
	3.3

	Skill
	Web-enabled Application Design and Development
	3.8

	Certification
	Web
	n/a


· Table 8  Internet Demand Profile

IT Project Management: Extensive Demand Profile

	Type
	Name
	Target Proficiency 

	Competency (technical)
	Business Process Reengineering
	3.1

	Competency (technical)
	Capital Planning and Investment Assessment 
	3.9

	Competency (general)
	Contracting/ Procurement 
	3.4

	Competency (technical)
	Cost-Benefit Analysis
	3.7

	Competency (general)
	Customer Service
	4.1

	Competency (general)
	Decision Making
	4.9

	Competency (general)
	Financial Management 
	4.0

	Competency (general)
	Influencing/ Negotiating 
	4.3

	Competency (technical)
	Information Assurance
	2.9

	Competency (technical)
	Information Resources Strategy and Planning 
	3.6

	Competency (technical)
	Information Technology Architecture
	3.0

	Competency (general)
	Interpersonal Skills 
	4.0

	Competency (general)
	Leadership 
	4.6

	Competency (general)
	Legal, Government and Jurisprudence 
	2.4

	Competency (general)
	Managing Human Resources 
	4.0

	Competency (general)
	Oral Communication 
	4.3

	Competency (general)
	Organizational Awareness
	3.9

	Competency (general)
	Planning and Evaluation 
	4.7

	Competency (general)
	Problem Solving
	4.4

	Competency (technical)
	Product Evaluation 
	2.6

	Competency (technical)
	Project Management 
	4.9

	Competency (technical)
	Quality Assurance
	2.9

	Competency (technical)
	Requirements Analysis 
	3.4

	Competency (technical)
	Risk Management 
	4.0

	Competency (technical)
	Standards
	3.3

	Competency (general)
	Strategic Thinking
	3.9

	Competency (technical)
	Systems Life Cycle 
	3.4

	Skill
	Data Analysis and Reporting
	2.1

	Skill
	Desktop Applications
	3.1

	Skill
	Earned Value Management
	3.6

	Skill
	Enterprise Resource Planning (ERP)
	2.4

	Skill
	Federal/OMB Enterprise Architecture
	2.9

	Skill
	Process Design
	2.7

	Skill
	Project Management Software
	4.4

	Skill
	System Analysis and Design
	3.6

	Certification
	Project Management
	n/a


· Table 9  IT Project Management: Extensive Demand Profile

IT Project Management: Moderate Demand Profile

	Type
	Name
	Target Proficiency 

	Competency (technical)
	Business Process Reengineering
	3.1

	Competency (technical)
	Capital Planning and Investment Assessment 
	3.9

	Competency (general)
	Contracting/ Procurement 
	3.4

	Competency (technical)
	Cost-Benefit Analysis
	3.7

	Competency (general)
	Customer Service
	4.1

	Competency (general)
	Decision Making
	4.9

	Competency (general)
	Financial Management 
	4.0

	Competency (general)
	Influencing/ Negotiating 
	4.3

	Competency (technical)
	Information Assurance
	2.9

	Competency (technical)
	Information Resources Strategy and Planning 
	3.6

	Competency (technical)
	Information Technology Architecture
	3.0

	Competency (general)
	Interpersonal Skills 
	4.0

	Competency (general)
	Leadership 
	4.6

	Competency (general)
	Legal, Government and Jurisprudence 
	2.4

	Competency (general)
	Managing Human Resources 
	4.0

	Competency (general)
	Oral Communication 
	4.3

	Competency (general)
	Organizational Awareness
	3.9

	Competency (general)
	Planning and Evaluation 
	4.7

	Competency (general)
	Problem Solving
	4.4

	Competency (technical)
	Product Evaluation 
	2.6

	Competency (technical)
	Project Management 
	4.9

	Competency (technical)
	Quality Assurance
	2.9

	Competency (technical)
	Requirements Analysis 
	3.4

	Competency (technical)
	Risk Management 
	4.0

	Competency (technical)
	Standards
	3.3

	Competency (general)
	Strategic Thinking
	3.9

	Competency (technical)
	Systems Life Cycle 
	3.4

	Skill
	Data Analysis and Reporting
	2.1

	Skill
	Desktop Applications
	3.1

	Skill
	Earned Value Management
	3.6

	Skill
	Enterprise Resource Planning (ERP)
	2.4

	Skill
	Federal/OMB Enterprise Architecture
	2.9

	Skill
	Process Design
	2.7

	Skill
	Project Management Software
	4.4

	Skill
	System Analysis and Design
	3.6

	Certification
	Project Management
	n/a


· Table 10  IT Project Management: Moderate Demand Profile

IT Security/Information Assurance: Extensive Demand Profile

	Type
	Name
	Target Proficiency 

	Competency (technical)
	Computer Forensics 
	1.8

	Competency (technical)
	Configuration Management
	3.4

	Competency (technical)
	Encryption 
	2.8

	Competency (technical)
	Information Assurance
	4.2

	Competency (technical)
	Information Systems Security Certification 
	3.8

	Competency (technical)
	Information Systems/Network Security 
	3.6

	Competency (technical)
	Information Technology Architecture
	3.2

	Competency (general)
	Legal, Government and Jurisprudence 
	1.8

	Competency (general)
	Problem Solving
	3.8

	Competency (technical)
	Risk Management 
	3.8

	Competency (technical)
	Standards
	3.4

	Competency (technical)
	Technology Awareness
	3.0

	Skill
	Biometrics
	2.2

	Skill
	Continuity of Operations Planning
	3.2

	Skill
	Cryptology
	1.8

	Skill
	Data Analysis and Reporting
	2.0

	Skill
	Federal/OMB Enterprise Architecture
	2.6

	Skill
	Firewalls
	4.2

	Skill
	Network Configuration and Implementation
	3.6

	Skill
	Public Key Infrastructure (PKI)
	3.6

	Skill
	Systems Security Applications
	3.8

	Skill
	Testing
	2.2

	Skill
	Wireless Technologies
	3.2

	Certification
	Evidence Collection
	n/a

	Certification
	Information Systems Security
	n/a

	Certification
	Network Security
	n/a


· Table 11  IT Security/Information Assurance: Extensive Demand Profile

IT Security/Information Assurance: Moderate Demand Profile

	Type
	Name
	Target Proficiency 

	Competency (technical)
	Computer Forensics 
	1.8

	Competency (technical)
	Configuration Management
	3.4

	Competency (technical)
	Encryption 
	2.8

	Competency (technical)
	Information Assurance
	4.2

	Competency (technical)
	Information Systems Security Certification 
	3.8

	Competency (technical)
	Information Systems/Network Security 
	3.6

	Competency (technical)
	Information Technology Architecture
	3.2

	Competency (general)
	Legal, Government and Jurisprudence 
	1.8

	Competency (general)
	Problem Solving
	3.8

	Competency (technical)
	Risk Management 
	3.8

	Competency (technical)
	Standards
	3.4

	Competency (technical)
	Technology Awareness
	3.0

	Skill
	Biometrics
	2.2

	Skill
	Continuity of Operations Planning
	3.2

	Skill
	Cryptology
	1.8

	Skill
	Data Analysis and Reporting
	2.0

	Skill
	Federal/OMB Enterprise Architecture
	2.6

	Skill
	Firewalls
	4.2

	Skill
	Network Configuration and Implementation
	3.6

	Skill
	Public Key Infrastructure (PKI)
	3.6

	Skill
	Systems Security Applications
	3.8

	Skill
	Testing
	2.2

	Skill
	Wireless Technologies
	3.2

	Certification
	Evidence Collection
	n/a

	Certification
	Information Systems Security
	n/a

	Certification
	Network Security
	n/a


· Table 12  IT Security/Information Assurance: Moderate Demand Profile

IT Workforce Management/Development Demand Profile

	Type
	Name
	Target Proficiency 

	Competency (general)
	Administration and Management 
	4.0

	Competency (general)
	Decision Making
	3.7

	Competency (technical)
	Information Technology Architecture
	2.0

	Competency (technical)
	Knowledge Management
	3.0

	Competency (general)
	Legal, Government and Jurisprudence 
	3.3

	Competency (general)
	Managing Human Resources 
	3.6

	Competency (general)
	Organizational Awareness
	4.3

	Competency (general)
	Organizational Development 
	3.3

	Competency (technical)
	Project Management 
	3.1

	Competency (technical)
	Requirements Analysis 
	2.0

	Competency (general)
	Strategic Thinking
	4.1

	Competency (technical)
	Technology Awareness
	3.7

	Skill
	Data Analysis and Reporting
	2.1

	Skill
	Federal/OMB Enterprise Architecture
	3.3

	Skill
	Portfolio Management for IT
	2.3

	Certification
	CIO
	n/a

	Certification
	Project Management
	n/a

	Certification
	Training
	n/a


· Table 13  IT Workforce Management/Development Demand Profile

Knowledge Management Demand Profile

	Type
	Name
	Target Proficiency 

	Competency (technical)
	Business Process Reengineering
	3.3

	Competency (technical)
	Data Management
	3.8

	Competency (technical)
	Electronic Commerce (e-Commerce)
	2.0

	Competency (technical)
	Information Assurance
	3.3

	Competency (technical)
	Information Resources Strategy and Planning 
	3.3

	Competency (technical)
	Information Technology Architecture
	3.3

	Competency (technical)
	Knowledge Management
	5.0

	Competency (general)
	Organizational Awareness
	4.8

	Competency (general)
	Organizational Development 
	3.5

	Competency (technical)
	Requirements Analysis 
	3.3

	Competency (general)
	Strategic Thinking
	3.8

	Competency (technical)
	Technology Awareness
	4.0

	Competency (technical)
	Web Technology
	3.5

	Skill
	Collaboration Software
	3.8

	Skill
	Data Warehousing
	4.0

	Skill
	Document Management
	4.0

	Skill
	Enterprise Portal Development
	4.0

	Skill
	Records Management
	3.0

	Skill
	Scripting/Metadata
	3.0

	Skill
	Web-enabled Application Design and Development
	3.3

	Certification
	Business Applications
	n/a

	Certification
	CIO
	n/a

	Certification
	Project Management
	n/a


· Table 14  Knowledge Management Demand Profile

Network Services Demand Profile

	Type
	Name
	Target Proficiency 

	Competency (technical)
	Accessibility
	2.7

	Competency (technical)
	Capacity Management
	3.3

	Competency (technical)
	Configuration Management
	3.3

	Competency (general)
	Customer Service
	4.0

	Competency (technical)
	Hardware 
	4.0

	Competency (technical)
	Hardware Engineering
	3.7

	Competency (technical)
	Information Assurance
	3.3

	Competency (technical)
	Information Systems/Network Security 
	3.3

	Competency (technical)
	Information Technology Architecture
	3.7

	Competency (technical)
	Information Technology Performance Assessment 
	3.0

	Competency (technical)
	Infrastructure Design
	4.3

	Competency (technical)
	Network Management 
	4.0

	Competency (technical)
	Operations Support 
	3.7

	Competency (general)
	Problem Solving
	3.7

	Competency (technical)
	Requirements Analysis 
	3.3

	Competency (technical)
	Standards
	3.3

	Competency (technical)
	System Testing and Evaluation
	4.0

	Competency (technical)
	Systems Integration 
	4.0

	Competency (technical)
	Technical Documentation 
	3.3

	Competency (technical)
	Technology Awareness
	3.7

	Competency (technical)
	Telecommunications 
	3.7

	Competency (technical)
	Web Technology
	2.3

	Skill
	Broadband Media
	3.0

	Skill
	Cellular Network Technology
	3.0

	Skill
	Client-Server
	3.0

	Skill
	Enterprise Directory Services (EDS)
	3.0

	Skill
	Federal/OMB Enterprise Architecture
	2.5

	Skill
	Firewalls
	3.0

	Skill
	Network Architecture and Design
	4.0

	Skill
	Network Configuration and Implementation
	4.0

	Skill
	Network Voice/Data Integration
	3.5

	Skill
	Public Key Infrastructure (PKI)
	2.0

	Skill
	System Analysis and Design
	4.0

	Skill
	Systems Security Applications
	4.0

	Skill
	Telephony/PBX
	2.5

	Skill
	Wireless Technologies
	3.0

	Certification
	Network Security
	n/a

	Certification
	Network Support
	n/a


· Table 15  Network Services Demand Profile

Operating Systems Demand Profile

	Type
	Name
	Target Proficiency 

	Competency (technical)
	Capacity Management
	4.0

	Competency (technical)
	Computer Languages
	2.5

	Competency (technical)
	Configuration Management
	4.0

	Competency (technical)
	Distributed Systems 
	3.5

	Competency (technical)
	Information Technology Architecture
	3.0

	Competency (technical)
	Information Technology Performance Assessment 
	3.0

	Competency (technical)
	Infrastructure Design
	4.0

	Competency (technical)
	Operating Systems 
	4.0

	Competency (general)
	Problem Solving
	4.5

	Competency (technical)
	Requirements Analysis 
	3.5

	Competency (technical)
	Standards
	3.0

	Competency (technical)
	System Testing and Evaluation
	4.0

	Competency (technical)
	Systems Integration 
	4.0

	Competency (technical)
	Technical Documentation 
	2.5

	Competency (technical)
	Technology Awareness
	4.0

	Skill
	Enterprise Directory Services (EDS)
	3.5

	Skill
	Mainframe Operating Systems
	1.5

	Skill
	Testing
	4.0

	Skill
	UNIX Operating System
	2.0

	Skill
	Windows Operating System
	3.5

	Certification
	Information Systems
	n/a

	Certification
	Network Support
	n/a

	Certification
	Operating Systems
	n/a


· Table 16  Operating Systems Demand Profile

Policy and Planning Demand Profile

	Type
	Name
	Target Proficiency 

	Competency (general)
	Administration and Management 
	4.1

	Competency (technical)
	Business Process Reengineering
	2.5

	Competency (technical)
	Capital Planning and Investment Assessment 
	3.9

	Competency (technical)
	Cost-Benefit Analysis
	3.4

	Competency (general)
	Decision Making
	4.1

	Competency (technical)
	Information Assurance
	2.6

	Competency (technical)
	Information Resources Strategy and Planning 
	3.4

	Competency (technical)
	Information Technology Performance Assessment 
	1.8

	Competency (technical)
	Knowledge Management
	3.0

	Competency (general)
	Legal, Government and Jurisprudence 
	3.8

	Competency (general)
	Organizational Awareness
	4.6

	Competency (general)
	Planning and Evaluation 
	4.8

	Competency (general)
	Problem Solving
	4.0

	Competency (technical)
	Project Management 
	3.8

	Competency (technical)
	Standards
	3.5

	Competency (general)
	Strategic Thinking
	4.3

	Competency (technical)
	Technology Awareness
	3.1

	Skill
	Data Analysis and Reporting
	1.9

	Skill
	Desktop Applications
	3.6

	Skill
	Document Management
	2.8

	Skill
	Enterprise Resource Planning (ERP)
	1.6

	Skill
	Federal/OMB Enterprise Architecture
	2.8

	Skill
	Portfolio Management for IT
	4.1

	Skill
	Project Management Software
	3.3

	Certification
	CIO
	n/a

	Certification
	Information Systems
	n/a

	Certification
	Project Management
	n/a


· Table 17  Policy and Planning Demand Profile

Privacy Demand Profile

	Type
	Name
	Target Proficiency 

	Competency (technical)
	Data Management
	3.2

	Competency (technical)
	Database Administration
	2.0

	Competency (technical)
	Database Management Systems
	3.2

	Competency (technical)
	Electronic Commerce (e-Commerce)
	3.2

	Competency (technical)
	Encryption 
	2.5

	Competency (technical)
	Information Assurance
	3.3

	Competency (general)
	Legal, Government and Jurisprudence 
	3.8

	Competency (general)
	Organizational Awareness
	3.5

	Competency (technical)
	Risk Management 
	2.7

	Competency (technical)
	Standards
	3.8

	Competency (technical)
	Web Technology
	3.2

	Skill
	Biometrics
	2.5

	Skill
	Cryptology
	2.2

	Skill
	Data Warehousing
	2.3

	Skill
	Firewalls
	1.8

	Skill
	Network Configuration and Implementation
	2.3

	Skill
	Public Key Infrastructure (PKI)
	2.5

	Skill
	Systems Security Applications
	2.5

	Certification
	Information Systems Security
	n/a

	Certification
	Network Security
	n/a


· Table 18  Privacy Demand Profile

Records Management Demand Profile

	Type
	Name
	Target Proficiency 

	Competency (technical)
	Database Management Systems
	2.5

	Competency (technical)
	Electronic Commerce (e-Commerce)
	2.8

	Competency (technical)
	Information Assurance
	2.9

	Competency (technical)
	Knowledge Management
	3.8

	Competency (general)
	Legal, Government and Jurisprudence 
	3.6

	Competency (general)
	Organizational Awareness
	3.9

	Competency (technical)
	Standards
	2.9

	Skill
	Data Warehousing
	1.9

	Skill
	Document Management
	2.6

	Skill
	Records Management
	4.0

	Skill
	Scripting/Metadata
	3.1

	Certification
	Database
	n/a


· Table 19  Records Management Demand Profile

Solutions Architecture: Extensive Demand Profile

	Type
	Name
	Target Proficiency 

	Competency (technical)
	Accessibility
	3.0

	Competency (technical)
	Business Process Reengineering
	3.0

	Competency (technical)
	Cost-Benefit Analysis
	2.3

	Competency (technical)
	Data Management
	2.3

	Competency (technical)
	Distributed Systems 
	3.0

	Competency (technical)
	Human Factors
	2.0

	Competency (technical)
	Information Assurance
	3.3

	Competency (technical)
	Information Resources Strategy and Planning 
	3.7

	Competency (technical)
	Information Technology Architecture
	4.0

	Competency (technical)
	Information Technology Performance Assessment 
	3.0

	Competency (technical)
	Infrastructure Design
	4.3

	Competency (technical)
	Logical Systems Design 
	4.0

	Competency (general)
	Problem Solving
	4.0

	Competency (technical)
	Requirements Analysis 
	5.0

	Competency (technical)
	Risk Management 
	4.0

	Competency (technical)
	Standards
	4.0

	Competency (general)
	Strategic Thinking
	3.7

	Competency (technical)
	System Testing and Evaluation
	2.7

	Competency (technical)
	Systems Life Cycle 
	3.0

	Competency (technical)
	Technology Awareness
	3.7

	Skill
	Client-Server
	2.7

	Skill
	Data Modeling
	2.0

	Skill
	Enterprise Resource Planning (ERP)
	3.0

	Skill
	Federal/OMB Enterprise Architecture
	3.0

	Skill
	Network Architecture and Design
	3.3

	Skill
	Portfolio Management for IT
	2.0

	Skill
	Process Design
	2.7

	Skill
	Reusable Modules
	2.3

	Skill
	System Analysis and Design
	4.0

	Skill
	Testing
	1.7

	Certification
	Database
	n/a

	Certification
	Information Systems
	n/a

	Certification
	Software Development
	n/a


· Table 20  Solutions Architecture: Extensive Demand Profile

Solutions Architecture: Moderate Demand Profile

	Type
	Name
	Target Proficiency 

	Competency (technical)
	Accessibility
	3.0

	Competency (technical)
	Business Process Reengineering
	3.0

	Competency (technical)
	Cost-Benefit Analysis
	2.3

	Competency (technical)
	Data Management
	2.3

	Competency (technical)
	Distributed Systems 
	3.0

	Competency (technical)
	Human Factors
	2.0

	Competency (technical)
	Information Assurance
	3.3

	Competency (technical)
	Information Resources Strategy and Planning 
	3.7

	Competency (technical)
	Information Technology Architecture
	4.0

	Competency (technical)
	Information Technology Performance Assessment 
	3.0

	Competency (technical)
	Infrastructure Design
	4.3

	Competency (technical)
	Logical Systems Design 
	4.0

	Competency (general)
	Problem Solving
	4.0

	Competency (technical)
	Requirements Analysis 
	5.0

	Competency (technical)
	Risk Management 
	4.0

	Competency (technical)
	Standards
	4.0

	Competency (general)
	Strategic Thinking
	3.7

	Competency (technical)
	System Testing and Evaluation
	2.7

	Competency (technical)
	Systems Life Cycle 
	3.0

	Competency (technical)
	Technology Awareness
	3.7

	Skill
	Client-Server
	2.7

	Skill
	Data Modeling
	2.0

	Skill
	Enterprise Resource Planning (ERP)
	3.0

	Skill
	Federal/OMB Enterprise Architecture
	3.0

	Skill
	Network Architecture and Design
	3.3

	Skill
	Portfolio Management for IT
	2.0

	Skill
	Process Design
	2.7

	Skill
	Reusable Modules
	2.3

	Skill
	System Analysis and Design
	4.0

	Skill
	Testing
	1.7

	Certification
	Database
	n/a

	Certification
	Information Systems
	n/a

	Certification
	Software Development
	n/a


· Table 21  Solutions Architecture: Moderate Demand Profile

Systems Administration Demand Profile

	Type
	Name
	Target Proficiency 

	Competency (technical)
	Capacity Management
	4.0

	Competency (technical)
	Configuration Management
	3.6

	Competency (technical)
	Hardware 
	3.4

	Competency (technical)
	Information Assurance
	3.6

	Competency (technical)
	Information Systems/Network Security 
	3.6

	Competency (technical)
	Information Technology Architecture
	2.8

	Competency (technical)
	Information Technology Performance Assessment 
	3.0

	Competency (technical)
	Infrastructure Design
	3.0

	Competency (technical)
	Network Management 
	2.8

	Competency (technical)
	Operating Systems 
	3.8

	Competency (technical)
	Operations Support 
	3.4

	Competency (general)
	Problem Solving
	4.4

	Competency (technical)
	Process Control
	2.4

	Competency (technical)
	Software Testing and Evaluation
	2.4

	Competency (technical)
	Systems Integration 
	3.8

	Competency (technical)
	Technical Documentation 
	3.0

	Competency (technical)
	Technology Awareness
	3.0

	Competency (technical)
	Web Technology
	3.0

	Skill
	Continuity of Operations Planning
	2.2

	Skill
	Data Analysis and Reporting
	1.8

	Skill
	Network Configuration and Implementation
	1.8

	Skill
	Systems Maintenance and Helpdesk
	3.8

	Skill
	Systems Security Applications
	4.6

	Skill
	Testing
	2.4

	Skill
	Web Site Management
	3.2

	Certification
	Computing
	n/a

	Certification
	Database
	n/a

	Certification
	Information Systems
	n/a

	Certification
	Network Security
	n/a

	Certification
	Network Support
	n/a

	Certification
	Operating Systems
	n/a

	Certification
	Quality
	n/a

	Certification
	Web
	n/a


· Table 22  Systems Administration Demand Profile

Systems Analysis Demand Profile

	Type
	Name
	Target Proficiency 

	Competency (technical)
	Business Process Reengineering
	3.5

	Competency (technical)
	Capacity Management
	3.3

	Competency (general)
	Customer Service
	3.8

	Competency (technical)
	Data Management
	3.5

	Competency (general)
	Decision Making
	3.5

	Competency (technical)
	Information Assurance
	3.0

	Competency (technical)
	Information Technology Architecture
	3.3

	Competency (general)
	Interpersonal Skills 
	3.8

	Competency (technical)
	Logical Systems Design 
	3.8

	Competency (technical)
	Modeling and Simulation 
	3.0

	Competency (technical)
	Object Technology 
	3.8

	Competency (general)
	Oral Communication 
	3.5

	Competency (general)
	Planning and Evaluation 
	3.0

	Competency (general)
	Problem Solving
	4.0

	Competency (technical)
	Requirements Analysis 
	4.0

	Competency (technical)
	Risk Management 
	2.8

	Competency (technical)
	Standards
	3.3

	Competency (general)
	Strategic Thinking
	2.8

	Competency (technical)
	System Testing and Evaluation
	3.8

	Competency (technical)
	Systems Life Cycle 
	3.3

	Competency (technical)
	Technology Awareness
	4.0

	Skill
	Client-Server
	3.5

	Skill
	Data Analysis and Reporting
	2.8

	Skill
	Data Modeling
	4.0

	Skill
	Enterprise Resource Planning (ERP)
	2.0

	Skill
	Extensible Markup Language (XML)
	3.0

	Skill
	Federal/OMB Enterprise Architecture
	2.5

	Skill
	Joint Application Development/Rapid Application Development (JAD/RAD)
	3.0

	Skill
	Network Architecture and Design
	2.5

	Skill
	Process Design
	3.0

	Skill
	SEI Capability Maturity Models
	2.0

	Skill
	System Analysis and Design
	4.0

	Skill
	Unified Modeling Language (UML)
	2.8

	Certification
	Information Systems
	n/a

	Certification
	Network Security
	n/a


· Table 23  Systems Analysis Demand Profile
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IT Workforce Capability Assessment

C.1
Capability Planning and Analysis Methodology in Detail 

Planning Methodology  
To establish a target or “demand” state against which the federal IT workforce’s current “supply” of capabilities could be compared and gaps identified, a target setting methodology was developed.  This methodology ultimately produced a federal-wide “demand” model for each specialized job activity (see Appendix A.).  Each “demand” model outlines the associated competencies, skills, and certification areas central to that specialized job activity and assigns proficiency targets.  A four step multi-validation target setting methodology was implemented to create the demand model.  This model was created in 2005 and remains unchanged for comparison purposes in this 2007 report.
Step 1: The first step consisted of a series of facilitated discussions with a Working Group comprising CIO staff from multiple agencies. The goal of the Working Group was to identify the associated competencies, skills, and certification areas for each of the 19 specialized job activities.

Step 2: A pool of subject matter experts (SMEs) were identified to validate one or more specialized job activities depending on the SMEs’ breadth and depth of experience. The SMEs were emailed specialized job activity worksheets and were instructed to conduct the following tasks:

· To validate the Working Group’s associations, review the list of competencies, skills, and certification areas currently associated with the specialized job activity(s) and indicate whether or not they should stay on the list or be removed from the list. 

· For each specialized job activity, identify which competencies, skills, and certifications are considered to be Most Important for federal IT workers to posses if they are to successfully perform that work.  

Step 3: Next, federal-wide target proficiency ratings were set for each of the competencies and skills identified for each specialized job activity.  For this step, focus groups comprising approximately 5-8 SMEs were held for each specialized job activity.  In these focus groups, SMEs were facilitated through the proficiency target setting process and were instructed to set competency and skill proficiency targets (using a 6 point scale) at the “full performance” level (i.e., excluding new employees, or employees in the process of substantial training/development actions).  SMEs were instructed to consider the federal IT workforce as a whole and not just their own agency, and were also asked to consider only federal civilian workers.

Step 4: Finally, proficiency ratings from the specialized job activity target setting focus groups were averaged and analyzed.  In addition, the decision rule to remove any competency or skill with a 1.0 or less average proficiency was implemented, on the assumption that any competency or skill at a “Basic” or “None” target proficiency should not be considered Most Important for that specialized job activity. 

This methodology ultimately resulted in a robust federal-wide IT demand model for each specialized job activity (see Appendix A) that outlines the competencies, skills, and certification areas central to the specialized job activity, and that assigns proficiency targets.  It is this demand model against which survey, or “supply” capability data was compared and gaps identified, as described in the next section.  

Finally, the federal-wide demand model was housed on the Capability Planning and Analysis Tool (CPAT).  The CPAT enables participating agencies to review the federal-wide demand profiles and made changes as needed; i.e., to create agency-specific demand models, for any number of specialized job activities, that reflect their unique IT missions and associated capability needs.  

Gap Analysis Methodology   
To identify gaps, the federal-wide supply data (collected in 2006 as part of the survey) was compared to the relevant demand data; that is, the average competency and skill proficiencies of IT workers performing a certain specialized job activity were compared to the average target proficiencies for that specialized job activity’s competencies and skills.  The following considerations further informed the gap analysis:  

· In the survey, respondents were asked to estimate the amount of time spent on a daily basis (as part of their normal duties and responsibilities) on 19 specialized job activities using a four point rating scale:  None, Minimal, Moderate, and Extensive. 

· To better focus the gap analysis upon the full performance employees for whom targets were set, only supply data stemming from respondents spending a “Moderate” or “Extensive” amount of time in the specialized job activity were included, on the assumption that gaps among those individuals spending “None” or “Minimal” time would not be as meaningful.   

· In most cases, employees reporting that they spent either “extensive” or “moderate” time in a specialized job activity were grouped together for the purposes of gap analysis.   
· Gap analysis was conducted somewhat differently for four specialized job activities:  Enterprise Architecture, IT Project Management, IT Security/Information Assurance, and Solutions Architecture.  As these specialized job activities were viewed to be most critical to supporting agencies’ IT missions, and because the individuals who perform these activities “Extensively” were thought to differ from those who perform it “Moderately,” analysis was conducted on each separate time spent category.

· For the purposes of analysis, gaps were grouped by size (e.g., large, medium, small) based on the numeric value of the calculated gap.  Areas in which no gaps exist (i.e., where current proficiency equals or even exceeds target proficiency) were noted as a strength.  For ease of reference, all gaps were color coded: 





Large 
Gap: proficiency gap of 2.0 or more 






Medium Gap: proficiency gap of 0.6 to 1.9






Small Gap: proficiency gap of 0.1 to 0.5






Strength: proficiency gap of 0.0 and/or current proficiency 




exceeds target proficiency

· The survey asked respondents to provide a self-assessment of their current proficiency on a set of 16 general and 53 technical competencies.  These same scales were used during the target setting process to describe target or required levels of proficiency, and also in calculating the size of proficiency gaps. The six point rating scale used to assess proficiency was: 

0 = None: do not possess proficiency

1 = Basic: capable of handling only the simplest assignments, but will need significant assistance beyond the easiest situations 
2 = Foundational: capable of handling some assignments, but will need assistance beyond routine situations
3 = Intermediate: capable of handling many day-to-day assignments, but may seek assistance in difficult situations
4 = Advanced: capable of handling most day-to-day assignments, though may seek expert assistance with particularly difficult situations
5 = Expert: capable of handling all assignments and may serve as a role model and/or coach others 
After the initial gap analysis was completed, a series of focus groups with representative SMEs were conducted to review the initial gap analysis and to solicit additional perspectives on which gaps were deemed meaningful, and how gaps might be addressed.
Reporting on Emerging Trends

It is important to note that the gap data referenced in this report represent a snapshot in time of the federal-wide IT workforce (September through November 2006), based on the portion of the IT workforce for whom supply data was captured.  A key value of the IT Workforce Capability Assessment data lies in its ability to track shifts in competency and skill proficiencies over time.  To this end, the gap analyses contained in this report provide a high level view of how proficiencies are changing over the years.  “Trends” and “changes over time” are beginning to emerge, which will serve as a strong basis from which to design interventions and policy changes, as needed.  These findings should not imply that changes in proficiency or frequency have actually occurred in the federal IT workforce between 2004 and 2006, but certain observations can be made based on the analysis.
The following symbols and colors will be used to denote proficiency trends in the competency and skill gap analyses:

· Where the average proficiency has increased by an average of 0.1 compared to the data collected in 2004, the trend column will contain the ( symbol and the cell will be colored green

· Where the average proficiency has declined by an average of 0.1 compared to the data collected in 2004, the trend column will contain the ( symbol and the cell will be colored yellow

· Where the average proficiency has remained the same, or increased or decreased but by an average of less than 0.1 compared to the data collected in 2004, the trend column will contain the ( symbol and the cell will not be colored

The following symbols and colors will be used to denote proficiency trends in the certification area analyses:

· Where the percentage of respondents for a given certification area has increased by at least 1% compared to the data collected in 2004, the trend column will contain the ( symbol and the cell will be colored green

· Where the percentage of respondents for a given certification area has decreased by at least 1% compared to the data collected in 2004, the trend column will contain the ( symbol and the cell will be colored yellow

· Where the percentage of respondents for a given certification area has remained the same, or increased or decreased but by an average of less than 1% compared to the data collected in 2004, the trend column will contain the ( symbol and the cell will not be colored

For the competency training needs analysis, the following symbols and colors will be used to denote trends in the percentage of competencies selected:

· Where the percentage has increased by more at least 1% compared to data collected in 2004, or the competency is appearing for the first time in the “top 10”, the trend column will contain the ( symbol and the cell will be colored green

· Where the percentage has declined by at least than 1% compared to the data collected in 2004, the trend column will contain the ( symbol and the cell will be colored yellow

· Where the percentage has remained the same, or increased or decreased but by an average of less than 1% compared to the data collected in 2004, the trend column will contain the ( symbol and the cell will not be colored
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� For more information see http://www.whitehouse.gov/omb/budintegration/pma_index.html


� The survey was extended for a very limited population to satisfy particular agency issues.


� The GS-334 Computer Specialist occupational series was cancelled by OPM, but not all agencies have converted their Computer Specialists to other appropriate series.  Therefore, this option was included for survey respondents.


� No statistical tests of significance have been performed on these data.


� The targeted federal IT population is defined as those individuals asked to participate in the survey, and is based on the sum of individual estimates agency POCs provided to the Federal CIOC survey working group.


� While this occupational series has been discontinued, certain organizations still employ the use of GS-334s, and they make up a fairly sizeable portion of the survey responses.


� This includes responses for both traditional and non-traditional occupational series.  Non-traditional series are not depicted in the table.


� This competency was not part of the “top ten” in the prior survey administration.


� This SJA was renamed in 2006 from Capital Planning and Assessment


� This SJA was renamed in 2006 from Customer Support
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