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1 Introduction

1.1 Category Description

The Fingerprint Capture Station consists of the hardware and software equipment used to electronically capture and transmit a full set of fingerprints for use in the background checks as part of the identity proofing and registration process. There are two alternatives: first, that the ten fingerprints may be directly captured via electronic means and transmitted, and second, that the ten fingerprints are captured on a card, whose image is then electronically scanned and transmitted.  Either way, the fingerprint capture station must be certified by the FBI as meeting the IAFIS image quality specifications. 
1.2 Overview

Homeland Security Presidential Directive-12 (HSPD-12) - "Policy for a Common Identification Standard for Federal Employees and Contractors” directed the promulgation of a new Federal standard for a secure and reliable form of identification issued by all Federal Agencies to their employees and contractors. The goal of HSPD-12 is to increase security and Government efficiency, reduce identity fraud and terrorist exploitations and protect the privacy of the individual.

The Office of Management and Budget (OMB) has designated GSA as the Executive Agent for government-wide acquisitions for the implementation of HSPD-12. Additionally, OMB has directed Federal agencies to purchase only products and services that are compliant with the Federal policy, standards and supporting technical specifications.

In addition to derived test requirements developed to test conformance to the NIST standard, GSA has established interoperability and performance metrics to further determine product suitability. Vendors whose products and services are deemed to be conformant with NIST standards and the GSA interoperability and performance criteria will be eligible to sell their products and services to the Federal Government.

A vendor must complete the following steps in order to have the Fingerprint Capture Station (hereafter referred to as the Product) placed on the FIPS 201 Approved List:

1) Register the Product on the FIPS 201 Evaluation Program (EP) website;

2) Pay the applicable evaluation fees; and

3) Complete and submit the application package to the Lab.

Once the Product is submitted, the Lab performs the following steps:

1) Perform an evaluation of the vendor submission;

2) Compile the evaluation report;

3) Communicate the results of the evaluation to the appropriate party;

4) Place the Product on the Approved List; or

5) If necessary, engage in a non-conformance review with the vendor to discuss shortcomings of the Product and adjudicate any disagreements.

Each of the detailed steps are described and referenced in the sections that follow.

2 Approval Process

2.1 Overview

The evaluation of the Product is executed primarily through the FIPS 201 EP website http://www.smart.gov/fips201apl. Vendors who desire to have their Product/Service evaluated for FIPS 201 compliance should visit the EP website to register and obtain information regarding the evaluation process. 

Vendors can gather relevant information regarding the evaluation program, its goal and what is expected from them when they submit their Product/Service for evaluation against the requirements of FIPS 201 and its related publications from this website. Some examples of such information include, but are not limited to, application forms, Product/Service categories, approval and test procedures, and the evaluation status. 

2.2 Registration
Vendors can review the list of products and services that are bound by FIPS, related publications, and any additional interoperability requirements (located at http://www.smart.gov/fips201apl). Vendors who believe that their offering falls into one of the product or service categories need to submit the same for evaluation prior to being made available for procurement to Agencies. This is a pre-condition for selling products and services as part of a PIV system to the Federal Government. 

The first step towards completing this evaluation is for the vendor to register their Product on the EP website. Directions for completing registration can be obtained from http://www.smart.gov/fips201apl.
2.3 Evaluation Fees

In order for the Lab to evaluate the Product, the vendor is expected to pay the necessary evaluation fees to GSA. The fees are based on the category type and are derived from the amount of time it takes for the EP Lab to complete Product evaluation.

2.3.1 Applicable Fees

<TBD - This section will contain the actual fees that need to be paid by the vendor in order for the Lab to begin evaluation of the Product.>
2.4 Application Package Submission

Evaluation of the Product by the Lab commences with the vendor submitting a completed application package to the Lab. 

Common package contents include the following:

· The Product submitted for evaluation;

· Completed and signed Application Form provided in Appendix A. As an alternate, the Application Form can be downloaded from (URL to be referenced when available);
· Completed and signed Lab Service Agreement (URL to be referenced when available); and
· Completed and signed Attestation Form provided in Appendix C. As an alternate, the Attestation Form can be downloaded from (URL to be referenced when available).
Vendors are encouraged to submit all documentation in electronic form using the EP website. The Product and the Lab Service Agreement that needs to be provided in hardcopy, shall be submitted using a reliable form of delivery which requires the Lab to accept (sign for) the package being delivered. If the vendor is located near to the Lab, the vendor may chose to deliver the Product and documentation personally. 

In addition to the application package contents mentioned above, the vendor needs to submit the additional documentation for this Product category.

· Official certification documentation from the FBI showing conformance of the Product to Appendix F of the FBI’s Electronic Fingerprint Transmission Specification; and

· Vendor provided documentation, which clearly portrays the compliance of the Product with the requirements for this category. If off-the-shelf vendor documentation does not contain the necessary details, a vendor can submit a separate statement that addresses the necessary requirements. Details of the content of this report are provided in Section 4.3.

When the evaluation has been completed, the Lab will return the Product to the vendor using a process similar to that of the submission. 

Once the application package has been reviewed and found to be complete, it will be placed in queue where it waits its turn for evaluation.

2.5 Execution of Evaluation Procedures

Once the application package exits the evaluation queue, the Lab schedules the evaluation and assigns the necessary resources. The Lab performs an evaluation of the Product in accordance with the evaluation procedures for that category as described in Section 4.3. 
The Lab documents the results as they execute the evaluation procedures.

2.6 Evaluation Report Preparation

An evaluation report is prepared for the Product, irrespective of whether it passes or fails to comply with the applicable requirements of FIPS 201 as identified in the Section 4.1. 

The evaluation report is submitted to GSA along with the Lab’s recommendation for the Product to be placed on the Approved List. In the event of non-compliance, the evaluation report and a failure notice is sent to the vendor by the Lab.

2.7 Government Approval

After the Lab submits the evaluation report to GSA, the Approval Authority determines whether the Product is fully compliant with all FIPS 201 requirements. The Approval Authority will contact the Lab if there are questions or concerns regarding an item in the evaluation report.

The final decision for posting the Product on the Approved List is based on the review of information gathered during the evaluation and the Lab’s recommendation. Once placed on the Approved List, Agencies can procure the Product for their HSPD-12 implementations. 

2.8 Non-Conformance Review

If a vendor disagrees with a Lab decision, they can submit a request for a non-conformance review meeting along with the appropriate non-conformance review fees to the Lab within ten (10) business days after receiving the failure notice. The non-conformance review form can be obtained from Appendix B. As an alternate the non-conformance review form can be downloaded from (URL to be referenced when available).
The Lab reviews the submission and researches the facts of the non-conformance result. This review includes thoroughly examining all documentation in the case file and interviewing the appropriate personnel assigned to evaluate the Product. 

The Lab Director then discusses the submission and findings with the vendor. If the disagreement is resolved during this discussion, the results are documented. The Lab then issues a formal letter of resolution to the vendor and makes any needed changes to the Product approval status. 

3 Approval Mechanisms

The Lab uses the following means to evaluate submitted Products/Services. Based on a Product/Service category, one or more approval mechanisms may be used in order to determine compliance.

3.1 Site Visit

A Site Visit (SV) primarily involves Lab Engineers visiting the vendor-specified site in order to evaluate the Product/Service offered by the vendor.

Site visits are considered necessary in those circumstances when the vendor is offering a Product/Service that cannot be brought into the Lab due to some constraint (e.g. size).

3.2 Vendor Test Data Report

The Vendor Test Data Report (VTDR) is a technical report submitted by the vendor demonstrating the conformance of the Product/Service to one or more requirements for each category.

3.3 Lab Test Data Report

The Lab Test Data Report (LTDR) is a technical report generated by the Lab during the evaluation process. This report provides the test results for requirements that are electronically tested in the Lab.

3.4 Vendor Documentation Review

Vendor Documentation Review (VDR) is a review of the documentation provided by the vendor to determine compliance of the Product/Service to one or more requirements.

3.5 Certification 

Certification (C) refers to the process by which the vendor produces a certification statement stating the compliance of the Product/Service to a particular requirement (e.g. FIPS 140-2 certification).

3.6 Attestation

Attestation (A) refers to a formal statement provided by the vendor providing testimony to the fact that the Product/Service meets certain necessary requirements.

4 Fingerprint Capture Station Evaluation Procedure
4.1 Requirements

In order to approve the Product as conformant to the requirements of PIV, it at a minimum, must comply with all the requirements listed below. The approval mechanism column describes the technique utilized by the Lab to evaluate compliance to that particular requirement.

	Identifier #
	Requirement Description
	Source
	Reqt. #
	Approval Mechanism

	FPCS.1
	The Live Scan System (used for capturing fingerprints using option 1 and option 2) shall have been certified by the FBI to conform to Appendix F of the FBI’s Electronic Fingerprint Transmission Specification.


	SP 800-76, Section 3.2
	2-171
	Certification

	FPCS.2
	The Fingerprint Card Scan System (used for capturing fingerprints using option 3) shall be certified by the FBI as being compliant with Appendix F of the FBI’s Electronic Fingerprint Transmission Specification.


	SP 800-76, Section 3.2
	2-172
	Certification



	FPCS.3
	The Live Scan and Fingerprint Card Scan Systems shall be capable of generating NFIQ values for each of the ten fingers in the prints collected through options 1, 2 or 3.


	SP 800-76, Section 3.2
	2-175
	Vendor Documentation Review

	FPCS.4
	The Live Scan and Fingerprint Card Scan Systems shall be capable of generating coordinate information for each of the ten fingers in the prints collected through options 1, 2 or 3.

	ANSI/NIST-ITL 1-2000
	N/A
	Vendor Documentation Review


Table 1 - Applicable Requirements
4.2 Approval Mechanism Matrix

The table below provides an indication of the total number of requirements applicable for the Product and provides a breakup of how the evaluation will be conducted based on the different approval mechanisms available to the Lab.

	Total Requirements 
	Approval Mechanisms

	
	SV
	VTDR
	LTDR
	VDR
	C
	A

	4
	N/A
	N/A
	N/A
	2
	2
	1

	Legend:

SV – Site Visit; VTDR – Vendor Test Data Report; LTDR – Lab Test Data Report; VDR – Vendor Doc. Review; C – Certification; A – Attestation


Table 2 - Approval Mechanism Matrix

4.3 Evaluation Criteria

This section provides details on the process employed by the Lab for evaluating the Product against the requirements enumerated above.

4.3.1 Vendor Documentation Review

	Reference(s):
	FPCS.3, FPCS.4

	Evaluation

Procedure:


	1. The Lab will perform the following activities:

· Inspect the Product (e.g. make and model number) and associated application software (including version number and patches) installed to determine whether it corresponds to that listed in the Application Form.

2. The Lab will review the documentation submitted by the vendor to ascertain the following: 

· Fingerprint Quality (FPCS.3, FPCS.4)

· Verify that the Product can segment the image to generate single finger prints.
· Verify that the Product incorporates and uses the NIST Fingerprint Image Quality (NFIQ) algorithm to generate NFIQ values for each fingerprint.

· Verify that the Product calculates coordinate values for each single finger print.


	Expected Results:
	1. The Product is capable of segmenting images into single fingerprints, calculating co-ordinate information and uses the NIST Fingerprint Image Quality (NFIQ) algorithm to initiate any needed reacquisition of the images.




4.3.2 Certification

	Reference(s):
	FPCS.1, FPCS.2



	Evaluation

Procedure:


	1. The Lab will perform the following activities for fingerprint capture devices (option 1 and 2) and scanners (option 3) in order to determine certification status of the Product with Appendix F of the FBI’s Electronic Fingerprint Transmission Specification:

· Examine the certification statement to see if it provided by the FBI and that it is still current i.e. valid; 

· Review the list of certified capture devices and scanner to determine inclusion of the Product on the FBI’s Integrated Automated Fingerprint Identification System (AIFIS) Image Quality Specifications website located at : - http://www.fbi.gov/hq/cjisd/iafis/cert.htm 



	Expected Results:
	1. The fingerprint capture device and/or scanner have been certified by the FBI as meeting the requirements of Appendix F of the FBI’s Electronic Fingerprint Transmission Specification.




4.3.3 Attestation

Review the Attestation Form provided by the vendor, confirming that the Product to the best of their knowledge, conforms to all the necessary requirements of the category under which the Product applies. Verify that person signing this Attestation Form has the authority to do so (a minimum “C” level (e.g. CSO, CEO, CIO, CFO, Vice-President, President, Business Partner or Owner).

Appendix A: Application Sheet

FIPS 201 Evaluation Program 

Application Sheet

This document will be completed online when submitting products and services for evaluation to the Lab. It is shown here for review purposes only.

	Date:
	Date


Applicant Information

	Company Name
	Company Name

	Address 1
	Address 1

	Address 2
	

	City
	City
	State
	State
	Zip
	Zip

	Phone
	Phone


Contact Information

	Primary Contact
	Primary Contact

	Phone
	Phone
	Email
	e-mail address


	Secondary Contact
	Secondary Contact

	Phone
	Phone
	Email
	e-mail address


Product/Service Information

	Name
	Product/Service Name
	Version
	Version

	Category
	Product/Service Category

	List of Included Documentation

	Include a list of manuals, documentation, test data report, etc. included

	List of Included Hardware/Software Components

	Include a list of peripheral hardware or software included to utilize the product/service


	To Be Completed by Lab

	Date Received
	
	Product ID
	

	Team Lead
	

	Fee Paid
	 FORMCHECKBOX 
  Yes      FORMCHECKBOX 
  No


Appendix B: Non-Conformance Review Form

FIPS 201 Evaluation Program 

Non-Conformance Review Form

This form is to be submitted by a vendor who disagrees with the Lab’s decision of non-conformance. Vendors must complete this form in its entirety. Incomplete forms will not be processed. When writing the dispute description, provide as much detailed information possible. This will better help us understand the nature of the dispute.

	Date
	Date


General Information

	Company Name
	Company Name

	Address 1
	Address 1

	Address 2
	

	City
	City
	State
	State
	Zip
	Zip

	Phone
	Phone


Contact Information

Primary Contact

	Name
	Primary Contact

	Phone
	Phone
	Email
	e-mail address


Secondary Contact

	Name
	Secondary Contact

	Phone
	Phone
	Email
	e-mail address


Product/Service Information

	Product ID:
	

	Date Submitted:
	

	Date of Failure Notice:
	

	Name:
	

	Version:
	

	Product Category: 
	


Dispute Details

	Requirement No.
	Requirement No.

	Description

	


Appendix C: Attestation Form for Fingerprint Capture Station

FIPS 201 Evaluation Program

Attestation Form for Fingerprint Capture Station

This form serves to assert that the offering being submitted for FIPS 201 conformance evaluation is accurately meeting the requirements stated in the Standard. 

Applicant Information

	Company Name
	Company Name


Product/Service Information

	Name
	Product/Service Name
	Version
	Version

	Category
	Product/Service Category


Requirements being attested to:

	Identifier #
	Requirement Description
	Source

	FPCS.1
	The Live Scan System (used for capturing fingerprints using option 1 and option 2) shall have been certified by the FBI to conform to Appendix F of the FBI’s Electronic Fingerprint Transmission Specification.


	SP 800-76, Section 3.2

	FPCS.2
	The Fingerprint Card Scan System (used for capturing fingerprints using option 3) shall be certified by the FBI as being compliant with Appendix F of the FBI’s Electronic Fingerprint Transmission Specification.


	SP 800-76, Section 3.2

	FPCS.3
	The Live Scan and Fingerprint Card Scan Systems shall be capable of generating NFIQ values for each of the ten fingers in the prints collected through options 1, 2 or 3.


	SP 800-76, Section 3.2

	FPCS.4
	The Live Scan and Fingerprint Card Scan Systems shall be capable of generating coordinate information for each of the ten fingers in the prints collected through options 1, 2 or 3.


	ANSI/NIST-ITL 1-2000


Signature

I hereby claim that I am authorized to sign this form on behalf of <Company Name>. I acknowledge that l have am aware of the requirements of FIPS 201 and its related publications that my Product/Service needs to comply with and that the Product/Service that has been submitted to <Lab Name> is, to the best of my knowledge, complete and accurately meeting these requirements. I am also aware that any false claims to this statement could result in a penalty as defined by the Federal Acquisition Regulation (FAR).

	Signature:
	​____________________________________
	Date
	_______________

	Name
	Name

	Title
	Title





































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































�  The vendor will repeat this table as many times as needed for all points of dispute.
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