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Scheme Assessment
	SAML 1.0 Artifact Profile Adopted Scheme

To ensure message integrity the SOAP End Points must implement "Bindings and Profiles for the OASIS Security Assertion Markup Language (SAML)", section 3.1.3.2, item 4: HTTP over SSL 3.0 or TLS 1.0 client authentication with a client-side certificate.

RULES FOR THE SAML ASSERTION

1 The <Assertion> Issuer attribute is approved by the E-Authentication Initiative.

2 The <NameIdentifier> value MUST be in X.509v3 SubjectName format.  See “RFC 2459 - Internet X.509 Public Key Infrastructure Certificate and CRL Profile”.  Note that the Format attribute of this element is optional, however if present it MUST be set to urn:oasis:names:tc:SAML:1.0:assertion#X509SubjectName.

3 The <NameIdentifier> value MUST contain a Relative Distinguish Name (RDN) with the name end user identifier (Uid) such that no two subscribers within a CS can share the same uid.

4 The <AttributeStatement> MUST exist and contain the following <Attribute> and respective <AttributeValue> elements:

a. CSid (e.g.s, “CA2439879”, “24”)

i. MUST contain the CSid of the CS or CA that issued the end user’s credentials.  The combination of CSid and Uid (see item 2.) insure a unique Uid.

b. commonName (e.g., “John H. William Smith III”)

i. SHOULD contain surname and given name if known.  Otherwise, must contain the end user’s pseudonym or Uid.

c. assuranceLevel (e.g., “2”)  

i. MUST be one of the following valid values: 1, 2, 3, 4, or Test. 

d. No other attributes can be included except when explicitly approved by the PMO.

5 The AttributeNamespace MUST be set to http://eauthentication.gsa.gov/federated/attribute.

6 Other than the personal information explicitly cited in this specification, assertions MUST NOT contain any other personal information. 

See the E-Auth website at http://www.cio.gov/E-Authentication/ for complete requirements.



	Please check one of the boxes below. 

 FORMCHECKBOX 
I’ve read and understand the above rules for SAML 1.0 assertion, and reviewed the E-Authentication website. My product Complies with these rules.  

 FORMCHECKBOX 
I’ve read and understand the above rules for SAML 1.0 assertion. My product does Not Comply with these rules.
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