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Where we are today
Today
Near Term



3

E-Authentication 

©p 

 
CS 

 
AAx 

Step #1: User goes to Portal 
to select the AA and CS 

 
Portal 

AAx 

Step #2: The user is 
redirected to the 
selected CS with an AA 
identifier.  The portal 
also cookies the user 
with their selected CS. 

Step #3: The CS 
authenticates the user and 
hands them off to the 
selected AA with their 
identity information.   The 
CS also cookies the user as 
Authenticated. 

©c 
MD SSO Options: 
• SAML 
• Liberty 
• WS-Federation 
• Shibboleth 
• ?

AAs 
ECPs

 
Users

 
AuthZ

Base Case
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Step #2: The user 
is redirected to 
the portal  
with the 
 AA ID 

Step #1: User Starts at AA 

©p 

 
AAx 

 
Portal 

AA 

©c 
Step #4: The user 
is handed off to 
the AA as usual. 

AA 

Step #3: After 
selecting their CS 
the user is cookied 
and redirected as 
usual 

 
CS 

Starting 
at the AA
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Step #2: The user 
is redirected to 
the portal  
with the 
 ECP ID 

Step #1: User Starts at CS

©p 

 
AAx 

 
Portal 

AA 

©c 
Step #4: The 
user is handed 
off to the AA as 
usual. 

CS Step #3: After 
selecting their AA 
the user is redirected 
back to the ECP as 
usual 

 
CS 

Starting
at the CS
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Step #2: The user 
is cookied and 
redirected to a 
protocol translator 
that supports 
protocols 1 and 2 

Step #3: The user is 
cookied and  
      redirected to 
      the CS with an 
AAid representing the 
  protocol translator 

Step #1: User starts at the 
portal and selects an AA 
that uses protocol 2, then a 
CS that uses protocol 1. 

©p 

Protocol 
Translator

 
Portal 

Step #4: The  
CS Authenticates  
the user and hands them  
off to the PT using protocol 1. 

 
CSP1 

 
AAP2 

CS 

AA 

©t PT 

Proto2 

Proto1 

Step #5: The PT 
hands off the user to 

the selected AA 
using protocol 2 

©c 

Protocol
Translator
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Specialized
Portals
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Assess COTS 
Interoperability

Evaluate new 
Scheme against 

requirements

Pilot

Migrate, 
Translate, 
or Both.

Adopt

Adoption 
Lifecycle

Figure :  Scheme Adoption

Start
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SAML as an Adopted Scheme

SAML 1.0 Artifact Profile
Proven interoperability
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Step 3: User authenticates 

To the CS and gets cookie 

©p 

Step 5: the AA 
 uses the SAML 
 artifact to retrieve 
  user identity and 
 attributes from the 
 CS over 
SOAP/SSL  

    Step 4: User is  
redirected to the selected 
  agency application with a 
      SAML Artifact 

               Step 2:     
             User gets a cookie with the 
      CS identifier and is redirected to  
  the selected CS with an application 
identifier  

Step 1:  User starts at the  
portal and is guided  
through the  
selection of  
an CS 
and AA 

 
CS 

 
AAn 

 
Portal 

©c 

Base Case
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Step 5: the AA 
 uses the SAML 
 artifact to retrieve
  user identity and 
 attributes from  
the CS over 
SOAP/SSL  

©c

Step 2:  The AA redirects any  
unauthenticated user to the  
portal with the application 
identifier for authentication. 
The portal’s cookie is  
automatically sent  
along by the  
browser 

    Step 4: The CS reads the  
     cookie, determines the user is 
       already logged in, and redirects
            the user to the AA with a 
                  SAML artifact 

               Step 3:     
             User is redirected to the selected CS 
         from the cookie with the application 
     identifier.  The CS’s authentication cookie 
 is automatically send along by the browser 

 
CSn 

 
AAn 

 
Portal ©p 

Step 1:   
  User starts at 
      any AA 

©c ©pSingle 
Sign-On
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                    Partner  
                Data Store 
           SAML interaction 
        requires some  
     knowledge about each  
  partner.  This data would 
 have to be updated  
periodically.  The data is 
  not sensitive and could 
 be automatically updated  

 
AAn 

 
CS 

 
Portal 

Governing 
Authority 

SSL Certificate 
Authentication: 
The soap connection 
can be protected using 
certificates issued by 
the governing 
authority to ensure 
only approved entities 
can participate. 

Governing Authority: 
A government authority would 
maintain records and issue 
certificates to approved CSs 
and AAs, but would not be 
involved in transactions. 

Governance
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Lower Assurance Approach

SAML Assertion Contents
Name
User ID
CS ID

AA Responsabilities
Authorization / Entitlements
Mapping asserted identity to known identity
May map multiple credentials to a known identity

CS Responsabilities
Identity Management
Credential Assessment Framework (CAF) requirements
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Higher Assurance Levels

Certificate Based Authentication
“All sensitive data transfers shall be cryptographically authenticated 
using keys bound to the authentication process”  NIST SP800-63
Does not require shared secrets
Certificate Path Discovery and Validation

Certificates at lower assurance AAs
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XKMS
OCSP
CAM
SOAP
?

©p

Step #1: User goes to 
Portal to select the AA and 
ECP

Portal

Step #3:  The user authenticates 
to the AA directly using SSL or 
TLS.

FPKI

Validation 
Service

AA

CA 1

Community 1

CA 4

CA 4bCA 4a

CA 2Community 2

Bridge

CA 3

Community 3

FPKI

Step #4:  The AA 
uses the validation 
service to validate 
the certificate

Step #2:  The user 
is passed directly 
to the AA

eAuth
Trust 
List
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AA Trusted CAs

©p

Step #1: User goes to Portal 
to select the AA and ECP

Portal

©c

FPKI

AA

Validation 
Software

CA 1

Community 1

CA 4

CA 4bCA 4a

CA 2Community 2

Bridge

CA 3

Community 3

FPKI

Step #2:  The user 
is passed directly 
to the AA

Step #3:  The user authenticates to 
the AA directly using SSL or TLS.

Step #4:  The local 
validation software validates 
the certificate using the local 
trust list and the FPKI

eAuth
Trust 
List

Local 
Trust 
List

CA 
1

Commun
ity 1

CA 
3

Commun
ity 3
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Higher Assurance Approach

Certificate Validation is not enough
Certificate Path Discovery and Validation
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One Minute PKI

Public & Private Key Pair
Mathematically bound numbers
Encrypt with one,  Decrypt with the other

Digital Signatures
Hashes encrypted with a private key
Validate source and integrity

Certificate Authorities (CAs) and Certificates
Certificates bind a public key to an identity
CAs issue certificates based on their policies
Certificates are digitally signed by CAs

Trust Anchors
A CAs self-signed certificate
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Typical PKI

 

CA 2 CA 2 

CA 1 

CA 1 

Community 1 

CA 2 

CA 1 

Community 2 

CA 3 

CA 1 

Community 3 

CA 2 

CA 3 CA 3 CA 3 
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Hierarchical PKI
 ROOT 

SUB 1 SUB 2 

SUB 4 SUB 3 

Root 
Community 4

Root 

Community 1

Root 
Community 3
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Mesh PKI
 

CA 1 

CA 1 

Community 1

CA 4 

CA 4b CA 4a 

CA 4 
Community 4b

CA 4 
Community 4a

CA 2 
CA 2 

Community 2

Bridge 

CA 3 

CA 3 

Community 3
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Mesh PKI
 

CA 1 

CA 1 

Community 1

CA 4 

CA 4b CA 4a 

CA 4 
Community 4b

CA 4 
Community 4a

CA 2 
CA 2 

Community 2

Bridge 

CA 3 

CA 3 

Community 3
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CA 1 

CA 1 

Community 1

CA 4 

CA 4b CA 4a 

CA 2 

Bridge 

CA 3 Authentication 
or Message
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CA 4 

CA 4b CA 4a 

CA 2 

Bridge 

CA 3 

CA 1 

CA 1 

Community 1

Certificate Path
Discovery and 
Validation
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Higher Assurance Approach

Certificate Usability at lower assurance AAs
Avoid multiple interfaces at AAs
Avoid PKI complexities at lower assurance AAs
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Step #2: The user is 
cookied and redirected 
to an FPKI protocol 
translator 

Step #5: Once the 
 user authenticates to  
the PT, they are handed off  
to the AA as usual. 

Step #1: User Starts at the Portal. 

©p 

Protocol 
Translator 

PKI credentials for low assurance AAs 

ECP 

AA 

Proto1 

 
Portal 

 
AAP1 

Validation 
Service 

 

CA 1 

Community 1

CA 4 

CA 4b CA 4a 

CA 2 Community 2

Bridge 

CA 3 

Community 3 

FPKI

Step #4:  The 
PT uses the 
validation 
service to 
validate the 
certificate 

Step #3:  The user authenticates to 
the AA directly using SSL or TLS. 

eAuth 
Trust  
List 
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High Assurance Approach

Relation to Federal PKI Architecture
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FBCA 

Certificate Policy

Federal Bridge 
Certification Authority

Two way Cross -certified            
(FBCA High & FBCA Medium)

Agencies (Legacy 
Agency CA policy)

States

Foreign Entities

Citizen & Commerce
Class Common  (C4) Certificate Policy

-certified

Wells FargoAOLPEPCO

Private Sector

FPKI Common Policy Framework 
(FCPF) Certificate Policy

C4 Policy  
Certification Authority 
(Included in browser list of CAs)

FCPF Policy  
Certification Authority 

(Trust anchor for Common FPKI 
Policy hierarchical PKI subscribers)

E-Governance 
Certification Authority

(Mutual authentication  of 
SAML/SSL Certificates only)

Qualified Shared Service Provider
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DST

Two way Cross-certified
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FPKI FBCA and eAuthentication
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FPKI E-Governance CA and eAuthentication
Trusted AAs and Trusted CSs
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Employees

FPKI Common Policy and 
eAuthentication
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Where we are today

Proof of Concept
SAML 1.0 Artifact Profile

Interoperability Lab

Architecture Working Group

Pilots
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References

eAuthentication Documents
http://www.cio.gov/eauthentication

NIST Documents
http://csrc.nist.gov/pki/testing/x509paths.html
http://csrc.nist.gov/publications/drafts.html

http://www.cio.gov/eauthentication
http://csrc.nist.gov/pki/testing/x509paths.html
http://csrc.nist.gov/publications/drafts.html
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Coming Soon

FOC

Forms

Web Services

Composite Apps

New Schemes
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