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The Starting Place : Key Policy Points

No National ID.
No National unique identifier.

No central registry of personal information,
attributes, or authorization privileges.

Different authentication assurance levels are
needed for different types of transactions.
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E-Authentication 5 Work Packages
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E-Authentication Key Building Blocks

Tech
Specs

SAML _ PKI  Other
eAuthentication
Technical Approach

car E-RA Risk Accredited
Assessment Trust List

Methodology

OMB-04-04 NIST Spec Pub 800-63
e-Authentication Guidance Recommendation for

for Federal Agencies Electronic Authentication

E-Authentication Mission

Strategic Business Plan
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Central Issue with Federated Identity —

Who do you Trust?

Governments
Federal Travel Industry
States/Local Airlines
International Hotels
/ Car Rental
: : Trusted Traveler Programs
Higher Education
Universities /
Higher Education \
PKI Bridge E-Commerce Industry
ISPs
Healthcare Financial Services Industry Internet Accounts
American Medical Association Home Banking Credit Bureaus
Patient Safetty Institute Credit/Debit Cards eBay

Absent a National ID and unique National Identifier, the e-Authentication initiative will
establish trusted credentials/providers at determined assurance levels.
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The Need for Federated ldentity
Trust and Business Models

¢ Technical issues for sharing identities are being solved

¢ Trustis critical issue for deployment of federated identity
m Federated ID networks have strong need for trust assurance standards
* How robust are the identity verification procedures?
* How strong is this shared identity?
* How secure is the infrastructure?

¢ Common business rules are needed for federated identity to scale
= N2 bi-lateral trust relationships is not a scalable business process
m  Common business rules are needed to define:
» Trust assurance and credential strength
* Roles, responsibilities, of CSPs and relying parties
 Liabilities
» Business relationship costs

¢ Federal e-Authentication Initiative will provide trust framework to integrate (policy,
technology, business relationships) across disparate and independent identity
systems
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e-Authentication Trust Framework for Federated Identity

1. Establish e-Authentication 2. Establish standard methodology
risk and assurance levels for e-Authentication risk

for Governmentwide use assessment (ERA)

(OMB M-04-04 Federal Policy

Notice 12/16/03)

3. Establish technical assurance
standards for e-credentials and
credential providers (NIST Special
Pub 800-63 Authentication
Technical Guidance)

4. Establish methodology for
evaluating credentials/providers
on assurance criteria (Credential
Assessment Framework)

5. Establish trust list of trusted 6. Establish common business
credential providers for govt-wide rules for use of trusted 3rd-party
(and private sector) use credentials
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The CAF Suite for Assessing Credentials

The CAPs establish the assessment pAsg\'A(/BRDs

criteria for each type of credentia PINs

technology (e.g., PIN, password,

PKI). Credential Assessment =
Profiles (CAPS —

>~
Y

The CAF provides structured
procedures for conducting the
assessment of CSPs and credentials.

Credential Assessment
Guide (CAG)

7

Credential Assessment
Framework (CAF) Based on OMB policy and NIST Technical guidance, the
CAF establishes the structured means for providing
£~ assurances to Federal agencies regarding the veracity
and dependability of identity credentials and tokens.
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The Credential Assessment Profiles

A separate profile is developed for specific
authentication technologies. A common profile
provides criteria for non-PKI credentials

Criteria Profile for Technology X

Criteria Family Level 1 Level 2 Level 3 Level 4
Organizational IWaturity | O Cereification and O Blawgeable Lisbilities O riteria Hra
Areditation O Patch hlimagerrerd O iiteria
O Privacy Policy u]
Identity Proofi HiA O thic O iteria Hik
i e O that O criteria
O more aiteria
Authenticatioan\ocol o O ceria O ceria ma \
O criteria O criteria —
Credential Strengt i O critaria O critaria Hik
O criteria O criteria
O riteria
O criteria
Something \ Hid O iteria O riteria \ Hid
Something His Hra O iteria Hid
Sorething O iteria O iteria His

\ s

L

Each row categorizes a
related family of criteria,
e.g. Identity Proofing

Each column in the
profile designates an
assurance level

For some technologies, it may
be impossible to reach higher
assurance levels

The specific criteria required for
this technology are listed at the
intersection of criteria families
and assurance levels
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e-Authentication Trust and Interoperability
e,

Common Policies
Business Rules

Trust
Broker
N
\
& Common
Interface Specs
CSP

CSP

Policy, Technical, & Business
Interoperability

CSP
AA

AA

AA

The e-Authentication Initiative

acts as Trust Broker to
provide Trust Assurance

services for Fed Agencies

CSP

CSP
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AA

Manages relations among Agency
Applications (relying parties) and
Credential Service Providers (issuers)
Administers Authentication policy
Framework

Establishes and administers common
business rules for the relationships
among the parties

Administers common interface specs
Performs credential assessments

Authorizes CSPs on trust list according
to standardized assurance levels

Provides C & A and regular audit &
ensures compliance
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Federal Identity Credentialing
T

» FICC addresses the needs of U.S. Federal Employee identity
credentials.

= Vision: Common, interoperable, Federal identity credentials
that facilitate trusted physical and logical access to buildings
and services across the Federal sector while preserving the
unique requirements of individual Federal organizations.

= Three Main Policy Components:
v' Common Federal PKI Policy,
v Common Federal Smart Card Policy,

v" Identity Assurance Guidance.
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The FICC Connection

¢ FICC provides common policies for issuing credentials to
Federal employees for Internal Efficiencies and Effectiveness
(IEE) eGov services.

¢ FICC provides Federal Employees the means to perform their
official and personal business using their Federally-issued
logical identity credential.

¢ The FICC Common PKI Certificate Policy meets Assurance
Level 3 of the E-Authentication Guidance for Federal Agencies

¢ E-Authentication Architecture includes interface with Common
Policy Certificate Authority and Federal Bridge Certification
Authority (FBCA)
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