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4. Visien

5 \ common, ubiquitous, mteroperable, Federal
1dentity credential that facilitates trusted physical
and logical access to buildings and services across
the Federal sector while preserving the unique

requirements of individual Federal organizations.

FICC addresses the needs of U.S. Federal Entities
providing employee 1dentity credentials
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| [ Improved reliability of physical credentials for asserting
o) ™ 1dent1ty and authorizing access.

@ Ability to positively connect physical credential to the individual
presenting it - biometric validation

@ Ability to verity the credential’s validity - real time validation request
to 1ssuing organization.

@ Ability to automate visit requests, authorize/deny access

@ Improved rehability and reliance on logical credentials
@ Logical access to networks
@ Reduced password/pin msecurity
@ Cross organizational access/authorization/identity validation

® F-mail

® LElectronic Signature capability
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1 '-" Simplity and Unity Identity Authentication for Federal
Employees

& Create requirements for Physical Credentials, electronic
credentials, and 1ssuance

@ Develop the Federal Identity Credentialing Component of
the Federal Enterprise Architecture



S.
Smart Card Interoperability

@ Federal Smart Card Policy
@® Government Smart Card Interoperability Specification v. 2.1

@ Minimum requirements for topology, data sets, implementation
@® Aggregated Buy

@ PKI Interoperability
@® Common Federal PKI Policy

® Federal Bridge Certification Authority
@ Shared Services Migration

@ Identity Assurance Interoperability

@® Gudance on mimimum standards for identity assurance n
credential 1ssuance



Participants

Smart Card Managers
PKI Managers
Human Resource Managers

Physical Security Managers
NIST
OMB




Department of Homeland Security
Department of Labor

Nuclear Regulatory Commission
General Services Administration
Department of Energy
Department of Commerce
Department of Justice

Department of State

Department of Education
Environmental Protection Agency

Department of Defense

I e Committee

Department of the Interior

US Agency for International Development
Department of Transportation

National Archives and Records Administration
Department of Housing and Urban Development
National Aeronautic and Space Administration
Social Security Administration

Small Business Administration

Department of Health and Human Services
National Science Foundation

US Department of Agriculture

Department of the Treasury

Office of Management and Budget



Federal PKI Policy Authority
PKI Certificate Policy Working Group

Identity Assurance Working Group

Smart Card Policy Working Group

Smart Card Data Modeling Working Group
Smart Card Topology Working Group
Shared Service Providers Working Group

DOI/BIM
Treasury
NIST
1TBD

GSA
DOT
GSA

VA



j_-_' @%OCC meets the needs of the 4" Sector: Internal
© Effectiveness and Efficiency.
@ It Provides Federal Employees the means to perform their
official and personal business using their Federally-1ssued
logical identity credential.

® The FICC Common PKI Certificate Policy meets
Assurance Level 3 of the E-Authentication Guidance for
Federal Agencies

® LE-Authentication Architecture includes mterface with
Common Policy Server and Federal Bridge Certification

Authority (FBCA)
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“This approach will end the proliferation of stove-

pipes, drive standards adoption, and simphiy
interoperability across the Federal Enterprise.

The resulting infrastructure will enable the
implementation of diverse capabilities that take
advantage of standardized 1dentity credentials and
enhance security across and between Federal
entities.



	Federal Identity Credentialing
	Vision
	Value
	FICC Goals
	3 Major Subcomponents
	Participants
	The Committee
	FICC Working Groups
	The E-Authentication Connection
	Parting Thoughts

