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Revision History Table

Date Version Description
March9,2004 1.0 Initial version of profile
July 8, 2004 11 1) Thedual-use certificate profile for human end users has been removed

in order to align with Common Certificate Policy.

2) The section on URIs now recommendsthe use of asingle LDAP URI
that specifies multiple attributes rather than use of multiple LPAP URIs
in the authoritylnfoAccess and subjectlnfoAccess extensions.

3) The section on URIsnow indicates that the subjectinfoAccess extension
may be omitted from CA certificatesif the certificate subject does not
issue CA certificates.
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1 Introduction

This document specifies the X.509 version 3 certificate and version 2 certificate revocation
list (CRL) profilesfor certificates and CRLs issued under the X.509 Certificate Policy for
the Common Policy Framework [1]. The profiles serve to identify unique parameter
settings for certificates and CRLs issued under this policy.

In the interest of establishing commonality and interoperability among PKI communities
outside the Federal government, it was decided that this profile should be based on a
"standard PK1 profile” but still contain the unique parameter settings for Federal systems.
The only widely accepted PKI profile currently on track to become a standard is the
Internet Engineering Task Force (IETF) Public Key Infrastructure (PK1X) profile
developed by the PK1X working group. The profile can be found at
http://wwwe.ietf.org/rfc/rfc3280. The PKIX profile, Internet X.509 Public Key
Infrastructure Certificate and CRL Profile, identifies the format and semantics of
certificates and CRLs for the Internet PKI1. Procedures are described for processing and
validating certification paths in the Internet environment. Encoding rules are provided for
all fields and extensions profiled in both the X.509 v3 certificate and v2 CRL. Encoding
rules for cryptographic algorithms specified in this profile are specified in RFC 3279,
which can be found at http://www.ietf.org/rfc/rfc3279.txt.

2 Structure

This document is divided into six sections. Section 1 includes this introduction. Sections 2
and 3 describe the v3 certificate and v2 CRL respectively. These sections specifically
describe the differencesin generation and processing requirements between the PKIX
profile and the profile for certificates and CRLs issued under the Common Certificate
Policy. Unless otherwise noted in this profile, the reader should follow the PKIX
generation and processing requirements for a particular field. Section 4 specifiesrulesfor
choosing character encoding sets for attribute values of type DirectoryString in
distinguished names. Section 5 profiles the use of uniform resource identifiers (URIS) in
certificates. Section 6 provides an overview of each of the certificate and CRL profiles
included in the worksheets corresponding to this document.

3 Acronyms

CA Certification Authority

CRL Certificate Revocation List

DN Distinguished Name

FBCA Federal Bridge Certification Authority
FPKI Federal Public Key Infrastructure
IETF Internet Engineering Task Force
PKIX Public Key Infrastructure (X.509)
RFC Request For Comments
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v2 version 2
v3 version 3
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5 X.509 v3 Certificates

X.509 v3 certificates contain the identity and attribute data of a subject using the base
certificate with applicable extensions. The base certificate contains such information as the
version number of the certificate, the certificate’ s identifying serial number, the signature
algorithm used to sign the certificate, the issuer’ s distinguished name, the validity period of
the certificate, the distinguished name of the subject, and information about the subject’s
public key. To this base certificate are appended numerous certificate extensions. More
detailed information about X.509 certificates can be found in Recommendation X.509 and
RFC 3280.

CAs create certificates for user authentication procedures that require one user to obtain
another user’spublic key. So that userstrust the public key, the CA employsadigita
signature to cryptographically sign the certificate in order to provide assurance that the
information within the certificateis correct. Thefieldsin a certificate identify the issuer
(i.e.,, CA), subject (i.e., user), version number, subject’s public key, validity period, and
serial number of the certificate along with the public key algorithm used to certify the
certificate. A CA may also add certificate extensions containing additional information
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about the user or the CA, depending on the implementation.

All certification paths start from atrust anchor. A trust anchor isa CA that a user truststo
issue certificates based on out-of-band knowledge. The public key of atrust anchor is
distributed to certificate usersin the form of a“trust anchor certificate.” A trust anchor
certificate:

» issdf-signed, that is, signed with the private key corresponding to the public
key contained in the subject public key field of the certificate;*

» contains any needed parametersin the subject public key info field, where the
digital signature algorithm used in the certificate requires the use of parameters,

« containsfew or no extensions;

* iskept in protected memory or otherwise protected from ateration by an
intruder;

» istransferred to the application or certificate using system in an authenticated
manner. The signature on the trust anchor certificate cannot authenticate the
certificate.

Thereis no single trust anchor for the entire Federal Government. The trust anchor used by
a certificate using application may be the CA that issued it a certificate or may be a CA
that is at the top of a hierarchy of CAs. Which trust anchors may be used by agency
certificate using systems to start certification paths is a matter of agency security policy.

Agencies will designate the CAsthat may be used as trust anchors by certificate using
systems within the agency, and will establish the approved mechanisms for obtaining the
trust anchors public keysin a secure, authenticated manner. The FBCA will make the
self-signed certificate of the Common Certificate Policy Root CA available for use asa
trust anchor, and it is expected that this CA will be used as the trust anchor for most users
who are issued certificates under the Common Certificate Policy.

V 3 certificates provide a mechanism for CAs to append additional information about the
subject’ s public key, issuer’s public key, and issuer's CRLs. Standard certificate
extensions are defined for X.509 v3 certificates. These extensions provide methods of
increasing the amount of information the X.509 certificate conveys to facilitate automated
certificate processing.

6 X.509 v2 Certificate Revocation Lists

CAsuse CRLsto publicize the revocation of a subject’s certificate. The CRLs are stored in
the directory as attributes and are checked by relying partiesto verify that auser’s
certificate has not been revoked. Thefieldsin a CRL identify the issuer, the date the

1 NOTE: Whilein most cases, the public key of a CA that isto act as atrust anchor is distributed using
self-signed certificates, thisis not strictly necessary. Relying parties may obtain the public key of atrust
anchor by other means.
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current CRL was generated, the date by which the next CRL will be generated, and the
revoked users’ certificates.

The CRLsissued to comply with the requirements of section 4.4.3 of the Common
Certificate Policy [1] must be complete for scope: they may not be indirect CRLS, delta-
CRLs, or CRLs segmented by reason code. CAs may optionally issue additional CRLS,
such as delta-CRLs, so long as complete for scope CRLs are a'so made available and are
issued with sufficient frequency to meet the requirements specified in section 4.4.3 of the
Common Certificate Policy. CAsmay optionally supplement the CRL based revocation
mechanisms with on-line revocation mechanisms.

If delta-CRLs are issued, then either the certificates or the complete CRL s that correspond
to the delta-CRL s should include a FreshestCRL extension that points to the delta-CRLSs.
If an OCSP server is available that provides status information about a certificate, then the
authoritylnfoAccess extension for that certificate should include a pointer to the OCSP
server.

7 Encoding Distinguished Names with Attributes of type DirectoryString

X.509 certificates and CRLs include distinguished names to identify issuers (of certificates
and CRL ), subjects of certificates, and to specify CRL distribution points. Many of the
attributes in distinguished names use the DirectoryString syntax. DirectoryString permits
encoding of namesin achoice of character sets: PrintableString, TeletexString, BMPString,
Universal String, and UTF8String.

PrintableString is currently the most widely used encoding for attribute valuesin
distinguished names. PrintableString is a subset of ASCII; it does not include characters
required for most international languages. UTF8String is an encoding that supports all
recognized written languages, including some ancient languages (e.g., Runic). Any name
that can be represented in PrintableString can aso be encoded using UTF8String.

Name comparison is an important step in X.509 path validation, particularly for name
chaining and name constraints computation. Many legacy implementations are unable to
perform name comparisons when names are encoded using different character sets. To
simplify correct operation of path validation, CAs are strongly encouraged to honor the
subject’ s chosen character set when issuing CA certificates or populating extensions. That
Is, if asubject CA encodesits own namein the issuer field of certificates and CRLs it
generates using TeletexString, the cross certificate should use the same character set to
specify that CA’s name.

Name constraints are specified in CA certificates. The names specified in name constraints
must be compared with the subject names in subsequent certificates in a certification path.
To help ensure that name constraints are applied correctly, CAs should encode each
attribute value in a name constraint using the same encoding as is used to encode the
corresponding attribute value in subject names in subsequent certificates. In general, it
may be assumed that subject names are encoded in the same way as the issuer field in the
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certificates issued by the subject of the certificate containing the name constraints
extension.

For certificates and CRLsissued under the Common Certificate Policy, attributes of type
DirectoryString in the issuer fields of certificates and CRLs and the distributionPoint fields
of cRL DistributionPoints and issuingDistributionPoint extensions shall be encoded in
PrintableString. Inthe subject field of end entity certificates, all attributes of type
DirectoryString, except the common name attribute type, shall be encoded in
PrintableString. The common name attribute type in the subject field of end entity
certificates shall be encoded in PrintableString if it is possible to encode the certificate
subject's name using that encoding. If the certificate subject's name can not be encoded
using PrintableString, then UTF8String shall be used. The subject namein CA certificates
shall be encoded exactly asit is encoded in the issuer field of certificates and CRLs signed
by the subject of the CA certificate.

8 Use of URIs in Distribution Points, AuthoritylnfoAccess, and
subjectinfoAccess Extensions

Uniform Resource Identifiers (URIs) are used in five different extensions within the
certificate and CRL profilesin this document: cRL DistributionPoints, FreshestCRL,
issuingDistributionPoint, authoritylnfoAccess, and subjectinfoAccess. Two different
protocols are used in this document: LDAP and HTTP. The specificationsfor URIsfor
these protocols may be found in RFC 2255 and RFC 1738, respectively.

Except for the id-ad-ocsp access method of the authoritylnfoAccess extension, all URIs
should have a prefix of "ldap" or "http" to indicate that the relevant information is located
in an LDAP accessible directory or viaHTTP. For the id-ad-ocsp access method of the
authoritylnfoAccess, the URI should have a prefix of "http" to indicate that the transport
protocol for the OCSP request/response messages isHTTP. The hostname of every URI
should be specified as either afully qualified domain name or an IP address. The
information must be made available via the default port number for the relevant protocol
(80 for HTTP and 389 for LDAP) and so does not need to be specified in the URI.

In the cRL DistributionPoints and FreshestCRL extensions, the URI is a pointer to a current
CRL that provides status information about the certificate. If LDAP isused, the URI must
include the DN of the entry containing the CRL and specify the directory attribute in which
the CRL islocated (certificateRevocationList, authorityRevocationList, or
deltaRevocationList). If the directory in which the CRL is stored expects the "binary"
option to be specified, then the attribute type must be followed by ";binary" in the URI. If
HTTPis used, the URI must point to afile that has an extension of ".crl" that contains the
DER encoded CRL (see RFC 2585). When aURI is used as the DistributionPointName in
the issuingDistributionPoint extension in a CRL, the value should match the URI in the
corresponding distribution points in the cRL DistributionPoints extensions in certificates
covered by the CRL.

Some examples of URIsthat may appear in a cRLDistributionPoints, FreshestCRL, or

7
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issuingDistributionPoint extension are:

Idap://smime2.nist.gov/cn=Good%20CA ,0=Test%20Certificates,c=US?certifi cateRevocationList
Idap://129.6.20.71/cn=onlyContainsCA Certs%20CA ,0=Text%20Certifi cates,c=US?authorityRevocationList;binary
http://fictitious.nist.gov/fictitiousCRL directory/fictitiousCRL 1.crl

The authoritylnfoAccess extension uses URIs for two purposes. When the id-ad-cal ssuers
access method is used, the access |ocation specifies where certificates issued to the issuer
of the certificate may be found. If LDAPisused, the URI must include the DN of the
entry containing the relevant certificates and specify the directory attribute in which the
certificates are located. If the directory in which the certificates are stored expects the
"binary" option to be specified, then the attribute type must be followed by ";binary" in the
URI. If HTTPis used, the URI must point to afile that has an extension of ".p7c" that
contains a certs-only CM S message (see RFC 2633). The CMS message should include all
certificates issued to the issuer of this certificate, but must at |east contain all certificates
issued to the issuer of this certificate in which the subject public key may be used to verify
the signature on this certificate.

Certificates issued under the Common Certificate Policy should include an
authoritylnfoAccess extension that contains (at least) two instances of the id-ad-cal ssuers
access method. The access locations for these instances should be (1) an HTTP URI and
(2) an LDAP URI that specifies both the cACertificate and crossCertificatePair attributes (a
CA may, aternatively, specify each of the attributesin a separate LDAP URI).

For a certificate issued by “Good CA”, some examples of URIsthat may appear asthe
access location in an authorityl nfoAccess extension when the id-ad-cal ssuers access
method is used are:

|dap://smime2.nist.gov/cn=Good%20CA ,0=Test%20Certificates,c=US?cA Certificate,crossCertificatePair
Idap://129.6.20.71/cn=Good%20CA ,0=Test%20Certifi cates,c=US?cA Certificate;binary,crossCertificatePair; binary
http://fictitious.nist.gov/fictitiousCertsOnlyCM Sdirectory/certsl ssuedToGoodCA..p7c

When the id-ad-ocsp access method is used, the access |ocation specifies the location of an
OCSP server that provides status information about the certificate. The URI may include a
path. Where privacy is arequirement, the URI may have a prefix of "https’ to indicate that
the transport protocol for OCSP requests/responsesisHTTP over SSL/TLS. Inthis case,
the default port number is 443, and the URI must include the server's port number if this
default port number is not used.

The id-ad-caRepository access method for the subjectinfoAccess extension uses URISto
specify the location where CA certificates issued by the subject of the certificate may be
found. If LDAPisused, the URI must include the DN of the entry containing the relevant
certificates and specify the directory attribute in which the certificates are located. If the
directory in which the certificates are stored expects the "binary" option to be specified,
then the attribute type must be followed by ";binary" inthe URI. If HTTPis used, the URI
must point to afile that has an extension of ".p7c" that contain a certs-only CM S message



Federal Identity Credentialing Committee

Shared Service Provider Subcommittee R ™ e

Bederal Wentity Credentialing Coneittes

(see RFC 2633). The CM S message should include all CA certificates issued by the
subject of this certificate, but must at |east contain all CA certificatesissued by the subject
of this certificate in which the signature on the certificate may be verified using the subject
public key in this certificate.

CA certificates issued under the Common Certificate Policy should include a

subj ectinfoA ccess extension that contains (at |east) two instances of the id-ad-caRepository
access method. The access locations for these instances should be (1) an HTTP URI and
(2) an LDAP URI that specifies both the cACertificate and crossCertificatePair attributes (a
CA may, alternatively, specify each of the attributesin a separate LDAP URI). If the
subject of the certificate only issues end entity certificates, then the subjectinfoAccess
extension may be excluded. If the subject of the certificate issues self-issued certificates
(e.g., key rollover certificates), but does not issue certificates to other CAs, then the LDAP
URI in the subjectinfoAccess extension only needs to specify the cACertificate attribute.

For a certificate issued to “ Good CA”, some examples of URIsthat may appear asthe
access location in an subj ectlnfoA ccess extension when the id-ad-caRepository access
method is used are:

Idap://smime2.nist.gov/cn=Good%20CA ,0=Test%20Certificates,c=US?cA Certificate,crossCertificatePair
Idap://129.6.20.71/cn=Good%20CA ,0=Test%20Certifi cates,c=US?cA Certificate;binary,crossCertificatePair; binary
http://fictitious.nist.gov/fictitiousCertsOnlyCM Sdirectory/CA certsl ssuedBy GoodCA .p7c

9 Worksheet Contents

The certificate and CRL profiles consist of eight worksheets. Each worksheet lists
mandatory contents of a particular class of certificates or CRLs. Optional features that will
be widely supported in the Federal PKI are also identified. These features MAY be
included at the issuer's option. Certificate and CRL issuers may include additional
information in non-critical extensionsfor local use, but should not expect clientsin the
Federal PKI to processthis additional information. Critical extensionsthat are not listed in
these worksheets MUST NOT beincluded in certificates or CRLs issued under the
Common Certificate Palicy.

The eight worksheets are:

1. The SHf-Sgned Certificates worksheet defines the mandatory and optional
contents of self-signed CA certificatesissued by CAsfor use by PKI client
systems when establishing trust anchors.

2. The Sdf-1ssued CA Certificates worksheet defines the mandatory and optional
contents of key rollover certificates.

3. The Cross-Certificates worksheet defines the mandatory and optional contents of
certificates issued by CAs under the Common Certificate Policy where the
subject is another CA and the public key will be used to verify the signature on
certificatesand CRLSs.
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The CRL worksheet table defines the mandatory and optional contents of CRLs
issued by CAsthat issue certificates under the Common Certificate Policy.

The End Entity Sgnature Certificates worksheet defines the mandatory and
optional contents of certificates issued by CAsto Federa employeesand
contractors where the public key will be used to verify the signatures.

The Key Management Certificates worksheet defines the mandatory and optional
contents of certificates issued by CAsto Federa employees and contractors
where the public key will be used to perform key management operations.

The Certificates for Computing and Communications Devices worksheet defines
the mandatory and optional contents of certificates issued by CAsto computing
or communications devices (e.g., routers, firewalls, servers, etc.).

10



Federal Identity Credentialing Committee
Shared Service Provider Subcommittee

| ]

Bederal Wentity Credentialing Coneittes

Worksheet 1: Self-Signed Certificate Profile

Field Criticality Flag ‘ Value Comments
Certificate
tbsCertificate Fields to be signed.
version 2 Integer Value of "2" for Version 3 certificate.
serialNumber INTEGER Unique Positive Integer
signature
Algorithmldentifier Must match Algorithm Identifier in signatureAlgorithm
field.
algorithm Choice of following two algorithms.
1.2.840.113549.1.1.5 ShalWithRSAEncryption
1.2.840.113549.1.1.11 Sha256WithRSAEnNcryption — may only be used in
certificates issued on or after January 1, 2007
parameters NULL
issuer
Name Will match the subject DN.
RDNSequence Must use one of the name forms specified in section
3.1.1 of the X.509 Certificate Policy for the Common
Policy Framework.
RelativeDistinguishedName
AttributeTypeAndValue
AttributeType OID
AttributeValue see comment See preamble text on naming.
validity
notBefore
Time
utcTime YYMMDDHHMMSSZ Use for dates up to and including 2049.
generalTime YYYYMMDDHHMMSSZ Use for dates after 2049
notAfter
Time
utcTime YYMMDDHHMMSSZ Use for dates up to and including 2049.
generalTime YYYYMMDDHHMMSSZ Use for dates after 2049
subject
Name Will match the issuer DN.
RDNSequence Must use one of the name forms specified in section
3.1.1 of the X.509 Certificate Policy for the Common
Policy Framework.
RelativeDistinguishedName
AttributeTypeAndValue
AttributeType OID

11
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Field

Criticality Flag ‘ Value

Comments

AttributeValue

see comment

See preamble text on naming.

subjectPublicKeyInfo

algorithm

Algorithmldentifier

Public key algorithm used.

algorithm
1.2.840.113549.1.1.1 RSA Encryption
parameters NULL
subjectPublickey BIT STRING Modulus must be at least 2048 bits

required extensions

subjectKeyldentifier FALSE This extension is required to assist in path development.
keyldentifier OCTET STRING Derived using the SHA-1 hash of the public key.
subjectinfoAccess subjectinfoAccess consists of a sequence of
accessMethod and accessLocation pairs. Only one
FALSE access method is defined for use in CA certificates.
AccessDescription
accessMethod id-ad-caRepository Each self-signed certificate must include at least two
instances of this access method: one that includes the
URI name form to specify the location of an LDAP
accessible directory server and one that includes a URI
name form to specify an HTTP accessible Web server.
Each URI should point to a location where certificates
issued by the subject of this certificate may be found.
accessLocation
GeneralName
uniformResourceldentifier Idap://... or http:// See preamble text on URIs.
basicConstraints The contents of this extension are not used in the X.509
path validation algorithm. Path length constraints should
TRUE not be included since they will not be enforced.
cA TRUE
keyUsage The contents of this extension are not used in the X.509
path validation algorithm. If the subject public key may be
used for purposes other than certificate and CRL signing
(e.g., signing OCSP responses), then the digitalSignature
TRUE and/or nonRepudiation bits may be set as well.
digitalSignature 0
nonRepudiation 0
keyEncipherment 0
dataEncipherment 0
keyAgreement 0
keyCertSign 1
cRLSign 1
encipherOnly 0
decipherOnly 0

[ERN
N
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optional extensions
IssuerAltName Any name types may be present; only the most common
FALSE are specified here.
GeneralNames
GeneralName
rfc822Name IA5String Electronic mail address of the PKI administration

Designed by Robert Moskowitz (ICSA) and modified by Booz Allen & Hamilton and NIST

13
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Worksheet 2: Self-Issued CA Certificate Profile

Field Criticality Flag Value Comments
Certificate
tbsCertificate Fields to be signed.
version 2 Integer Value of "2" for Version 3 certificate.
serialNumber INTEGER Unique positive integer.

signature

Algorithmldentifier

Must match Algorithm Identifier in
signatureAlgorithm field.

algorithm Choice of following two algorithms.
1.2.840.113549.1.1.5 ShalWithRSAENcryption — may only be used in
certificates issued before January 1, 2009
1.2.840.113549.1.1.11 | Sha256WithRSAEncryption — may only be used in
certificates issued on or after January 1, 2007
parameters NULL
issuer
Name
RDNSequence Must use one of the name forms specified in
section 3.1.1 of the X.509 Certificate Policy for the
Common Policy Framework.
RelativeDistinguishedName
AttributeTypeAndValue
AttributeType OoID
AttributeValue see comment See preamble text on naming.
validity
notBefore
Time
utcTime YYMMDDHHMMSSZ Use for dates up to and including 2049.
generalTime YYYYMMDDHHMMSSZ Use for dates after 2049
notAfter
Time
utcTime YYMMDDHHMMSSZ Use for dates up to and including 2049.
generalTime YYYYMMDDHHMMSSZ Use for dates after 2049
subject
Name Subject name should be encoded exactly as it is
encoded in the issuer field of this certificate.
RDNSequence Must use one of the name forms specified in

section 3.1.1 of the X.509 Certificate Policy for the
Common Policy Framework.

RelativeDistinguishedName

AttributeTypeAndValue

14
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Field Criticality Flag Value Comments
AttributeType oID
AttributeValue see comment encoding of name must use the encoding of the
issuer field in certificates and CRLs issued by this
subject CA

subjectPublicKeylInfo

algorithm
Algorithmidentifier Public key algorithm used.
algorithm
1.2.840.113549.1.1.1 RSA Encryption
parameters NULL
subjectPublicKey BIT STRING Certificates that expire before December 31, 2008

shall have a modulus of at least 1024 bits.
Certificates that expire on or after December 31,
2008 shall have a modulus of at least 2048 bits.

required extensions

authorityKeyldentifier FALSE
keyldentifier OCTET STRING Derived using the SHA-1 hash of the public key.
subjectKeyldentifier FALSE
keyldentifier OCTET STRING Derived using the SHA-1 hash of the public key.
keyUsage If the subject public key may be used for purposes
other than certificate and CRL signing (e.g.,
signing OCSP responses), then the
digitalSignature and/or nonRepudiation bits may
TRUE be set as well.
digitalSignature 0
nonRepudiation 0
keyEncipherment 0
dataEncipherment 0
keyAgreement 0
keyCertSign 1
cRLSign 1
encipherOnly 0
decipherOnly 0
certificatePolicies FALSE
Policylnformation The following three OIDs are defined in the
Common Certificate Policy. CA certificates may
assert one or more of the following OIDs. Other
policy OIDs may be asserted as well.
policyldentifier 2.16.840.1.101.3.2.1.3.6 | Common Certificate Policy (human subscribers
with software cryptographic modules).
policyldentifier 2.16.840.1.101.3.2.1.3.7 | Common Certificate Policy (human subscribers
with hardware cryptographic modules).
policyldentifier 2.16.840.1.101.3.2.1.3.8 | Common Certificate Policy (certificate subjects are

devices).

15
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Field Criticality Flag Value Comments
basicConstraints This extension must appear in all CA certificates.
The pathLenConstraint field should not appear in
TRUE self-issued certificates.
cA TRUE
cRLDistributionPoints This extension is required in all CA certificates and
must contain at least two URIs: one LDAP and one
HTTP. The reasons and cRLIssuer fields must be
FALSE omitted.
DistributionPoint
distributionPoint
DistributionPointName
fullName
GeneralNames
GeneralName
directoryName
Name
RDNSequence
RelativeDistinguishedName
AttributeTypeAndValue
AttributeType oID
AttributeValue see comment See preamble text on naming.
uniformResourceldentifier Idap://... or http:// See preamble text on URIs.
authoritylnfoAccess authoritylnfoAccess consists of a sequence of
accessMethod and accessLocation pairs. Two
access methods are defined: one for locating
certificates issued to the certificate issuer and one
for locating an OCSP server that provides status
information about this certificate. Certificates
issued under the Common Certificate Policy must
include an authoritylnfoAccess extension with at
least two instances of the calssuers access
method: one that specifies an LDAP URI and one
that specifies an HTTP URI. The OCSP access
method may also be included is status information
FALSE for this certificate is available via OCSP.

AccessDescription

accessMethod

id-ad-calssuers

When this access method is used, the access
location should use the URI name form to specify
the location of an LDAP accessible directory
server or HTTP accessible Web server where
certificates issued to the issuer of this certificate
may be found.

accessLocation

GeneralName

uniformResourceldentifier

Idap://... or http://

See preamble text on URIs.

16
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Field

Criticality Flag

Value

Comments

subjectinfoAccess

FALSE

CA Certificates issued under the Common
Certificate Policy must include a subjectinfoAccess
extension. subjectinfoAccess consists of a
sequence of accessMethod and accessLocation
pairs. Only one access method is defined for use
in CA certificates.

AccessDescription

accessMethod

accessLocation

id-ad-caRepository

Each CA certificate must include at least two
instances of this access method: one that includes
the URI name form to specify the location of an
LDAP accessible directory server and one that
includes a URI name form to specify an HTTP
accessible Web server. Each URI should point to a
location where certificates issued by the subject of
this certificate may be found.

GeneralName

uniformResourceldentifier

Idap://... or http://

See preamble text on URIs.

optional extensions

IssuerAltName

FALSE

Any name types may be present; only the most
common are specified here.

GeneralNames

GeneralName

rfc822Name

IA5String

Electronic mail address of the PKI administration

Designed by Robert Moskowitz (ICSA) and modified by Booz Allen & Hamilton and NIST
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Worksheet 3: Cross Certificate Profile

Field Criticality Flag ‘ Value Comments
Certificate
tbsCertificate Fields to be signed.
version 2 Integer Value of "2" for Version 3 certificate.
serialNumber INTEGER Unique positive integer.

signature

Algorithmldentifier

Must match Algorithm Identifier in
signatureAlgorithm field.

algorithm Choice of following two algorithms.
1.2.840.113549.1.1.5 ShalWithRSAEnNcryption — may only be used in
certificates issued before January 1, 2009
1.2.840.113549.1.1.11 | Sha256WithRSAEncryption — may only be used in
certificates issued on or after January 1, 2007
parameters NULL
issuer
Name
RDNSequence Must use one of the name forms specified in
section 3.1.1 of the X.509 Certificate Policy for the
Common Policy Framework.
RelativeDistinguishedName
AttributeTypeAndValue
AttributeType oID
AttributeValue see comment See preamble text on naming.
validity
notBefore
Time
utcTime YYMMDDHHMMSSZ Use for dates up to and including 2049.
generalTime YYYYMMDDHHMMSSZ Use for dates after 2049
notAfter
Time
utcTime YYMMDDHHMMSSZ Use for dates up to and including 2049.
generalTime YYYYMMDDHHMMSSZ Use for dates after 2049
subject
Name X.500 Distinguished name of the owner of the
subject public key in the certificate. Subject name
should be encoded exactly as it is encoded in the
issuer field of certificates issued by the subject.
RDNSequence

RelativeDistinguishedName

AttributeTypeAndValue
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Field Criticality Flag Value Comments
AttributeType OID
AttributeValue see comment encoding of name must use the encoding of the

issuer field in certificates and CRLs issued by this
subject CA

subjectPublicKeyInfo

algorithm

Algorithmldentifier

Public key algorithm used.

algorithm
1.2.840.113549.1.1.1 RSA Encryption
parameters NULL
subjectPublicKey BIT STRING Certificates that expire before December 31, 2008

shall have a modulus of at least 1024 bits.
Certificates that expire on or after December 31,
2008 shall have a modulus of at least 2048 bits.

required extensions

authorityKeyldentifier FALSE
keyldentifier OCTET STRING Derived using the SHA-1 hash of the public key.
subjectKeyldentifier FALSE
keyldentifier OCTET STRING The value in this field must be the same as the
value that the subject CA uses in the authority key
identifier extension of the certificates and CRLs that
it signs with the private key that corresponds to the
subject public key included in this certificate.
keyUsage If the subject public key may be used for purposes
other than certificate and CRL signing (e.g., signing
OCSP responses), then the digitalSignature and/or
TRUE nonRepudiation bits may be set as well.
digitalSignature 0
nonRepudiation 0
keyEncipherment 0
dataEncipherment 0
keyAgreement 0
keyCertSign 1
cRLSign 1
encipherOnly 0
decipherOnly 0
certificatePolicies FALSE

Policylnformation

The following three OIDs are defined in the
Common Certificate Policy. CA certificates may
assert one or more of the following OIDs. Other

policy OIDs may be asserted as well.

policyldentifier

2.16.840.1.101.3.2.1.3.6

19
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Field Criticality Flag Value Comments
policyldentifier 2.16.840.1.101.3.2.1.3.7 | Common Certificate Policy (human subscribers with
hardware cryptographic modules).
policyldentifier 2.16.840.1.101.3.2.1.3.8 | Common Certificate Policy (certificate subjects are
devices).
basicConstraints TRUE This extension must appear in all CA certificates.
cA TRUE
pathLenConstraint INTEGER The use of a path length constraint is optional.
cRLDistributionPoints This extension is required in all CA certificates and
must contain at least two URIs: one LDAP and one
HTTP. The reasons and cRLIssuer fields must be
FALSE omitted.
DistributionPoint
distributionPoint
DistributionPointName
fullName
GeneralNames
GeneralName
directoryName
Name
RDNSequence
RelativeDistinguishedName
Attribute TypeAndValue
AttributeType OID
AttributeValue see comment See preamble text on naming.
uniformResourceldentifier Idap://... or http:// See preamble text on URIs.
authorityInfoAccess authoritylnfoAccess consists of a sequence of
accessMethod and accessLocation pairs. Two
access methods are defined: one for locating
certificates issued to the certificate issuer and one
for locating an OCSP server that provides status
information about this certificate. Certificates issued
under the Common Certificate Policy must include
an authoritylnfoAccess extension with at least two
instances of the calssuers access method: one that
specifies an LDAP URI and one that specifies an
HTTP URI. The OCSP access method may also be
included is status information for this certificate is
FALSE available via OCSP.

AccessDescription

accessMethod

accessLocation

id-ad-calssuers

When this access method is used, the access
location should use the URI name form to specify
the location of an LDAP accessible directory server
or HTTP accessible Web server where certificates
issued to the issuer of this certificate may be found.

GeneralName
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Field

Criticality Flag

Value

Comments

uniformResourceldentifier

Idap://... or http://

See preamble text on URIs.

subjectinfoAccess

CA Certificates issued under the Common
Certificate Policy must include a subjectinfoAccess
extension (unless the certificate subject does not
issue any CA certificates, as specified in section 8).
subjectinfoAccess consists of a sequence of
accessMethod and accessLocation pairs. Only one

FALSE access method is defined for use in CA certificates.
AccessDescription
accessMethod id-ad-caRepository Each CA certificate must include at least two
instances of this access method: one that includes
the URI name form to specify the location of an
LDAP accessible directory server and one that
includes a URI name form to specify an HTTP
accessible Web server. Each URI should point to a
location where certificates issued by the subject of
this certificate may be found.
accessLocation
GeneralName
uniformResourceldentifier Idap://... or http:// See preamble text on URIs.
optional extensions
IssuerAltName FALSE Any name types may be present; only the most
common are specified here.
GeneralNames
GeneralName
rfc822Name IA5String Electronic mail address of the PKI administration
policyMappings This extension may be included in cross-certificates
if the subject CA issues certificates under a policy
other than the Common Certificate Policy and the
subject CA's policy is deemed by the FPKI PA to
FALSE map to the Common Certificate Policy.
issuerDomainPolicy 2.16.840.1.101.3.2.1.3.6, | OID of policy from the issuing CA domain that maps
2.16.840.1.101.3.2.1.3.7, | to the equivalent policy in the subject CA's domain.
or
2.16.840.1.101.3.2.1.3.8
subjectDomainPolicy OID OID of policy in the subject CA's domain that may
be accepted in lieu of the issuing domain policy
(above).
nameConstraints This extension is optional in CA certificates. If
present, any combination of permitted and excluded
subtrees may appear. If permitted and excluded
subtrees overlap, the excluded subtree takes
TRUE precedence.
permittedSubtrees minimum is always zero, maximum is never
present.
GeneralSubtrees
GeneralSubtree
base

GeneralName
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directoryName
Name
RDNSequence
RelativeDistinguishedName
AttributeTypeAndValue
AttributeType oID
AttributeValue see comment See preamble text on naming.
minimum 0 minimum is always zero, maximum is never
present.
excludedSubtrees
GeneralSubtrees
GeneralSubtree
base
GeneralName
directoryName
Name
RDNSequence
RelativeDistinguishedName
AttributeTypeAndValue
AttributeType oID
AttributeValue see comment See preamble text on naming.
minimum . 0 minimum is always zero, maximum is never
present.

Designed by Robert Moskowitz (ICSA) and modified by Booz Allen & Hamilton and NIST
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Worksheet 4: CRL Profile

Field ‘ Criticality Flag Value Comments
CertificateList
tbsCertList Fields to be signed.
version 1 Integer Value of "1" for Version 2 CRL.
signature
Algorithmldentifier Must match Algorithm Identifier in
signatureAlgorithm field.
algorithm Choice of following two algorithms.
1.2.840.113549.1.1.5 ShalWithRSAEncryption — may only be used in
CRLs issued before January 1, 2009
1.2.840.113549.1.1.11 | Sha256WithRSAEncryption — may only be used in
CRLs issued on or after January 1, 2007
parameters NULL
issuer
Name Issuer name should be encoded exactly as it is
encoded in the issuer fields of the certificates that
are covered by this CRL.
RDNSequence
RelativeDistinguishedName
AttributeTypeAndValue
AttributeType oID
AttributeValue . See Comment. See preamble text on naming.
thisUpdate
Time
utcTime YYMMDDHHMMSSZ Use for dates up to and including 2049.
generalTime YYYYMMDDHHMMSSZ Use for dates after 2049
nextUpdate
Time
utcTime YYMMDDHHMMSSZ Use for dates up to and including 2049.
generalTime . YYYYMMDDHHMMSSZ Use for dates after 2049
revokedCertificates
userCertificate INTEGER serial number of certificate being revoked
revocationDate
Time
utcTime . YYMMDDHHMMSSZ Use for dates up to and including 2049.
generalTime YYYYMMDDHHMMSSZ Use for dates after 2049
crlEntryExtensions
Extensions
reasonCode FALSE
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Comments

Field Criticality Flag

Any one of these CRL reasons may be asserted:

CRLReason

keyCompromise, cAcompromise,
affiliationChanged, superseded,
cessationOfOperation. If the revocation reason is
unspecified, then the reasonCode extension
should not be included. The removeFromCRL
reason code may only be used in delta CRLs and
the use of certificateHold is deprecated.

This extension may be included if the invalidity

invalidtyDate
FALSE

date precedes the revocation date.

use this format for all dates.

GeneralizedTime

YYYYMMDDHHMMSSZ

crlExtensions

Extensions
FALSE

Must be included in all CRLs.

authorityKeyldentifier
keyldentifier

OCTET STRING
INTEGER

Derived using the SHA-1 hash of the public key.

Monotonically increasing sequential number. Must

cRLNumber
FALSE

be included in all CRLs.

issuingDistributionPoint

TRUE

This extension appears in segmented CRLs. If the
CRL covers all unexpired certificates issued by the
CRL issuer (i.e., all unexpired certificates in which
the issuer field contains the same name as the
issuer field of the CRL), then this extension does
not need to be included. CRLs must cover all
reason codes and may not be indirect. Thus, the
onlySomeReasons field must be absent and the
indirectCRL flag must be false

distributionPoint
DistributionPointName

fullName

If the issuer generates segmented CRLs (i.e.,
CRLs that do not cover all unexpired certificates in
which the issuer field contains the same name as
the issuer field in the CRL), this field must be
present and must specify the same names as are
specified in the distributionPoint field of the
cRLDistributionPoints extensions of certificates
covered by this CRL.

GeneralNames

GeneralName

directoryName

Name
RDNSequence

RelativeDistinguishedName

AttributeTypeAndValue
Attribute Type

OID

AttributeValue

See comment.
IA5String

uniformResourceldentifier

If set to TRUE, this CRL only covers end entity

onlyContainsUserCerts

BOOLEAN

certificates
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Field Criticality Flag Value Comments
onlyContainsCACerts BOOLEAN If set to TRUE, this CRL only covers CA
certificates. If onlyContainsUserCerts is TRUE,
this field must be FALSE.
IndirectCRL FALSE

Designed by Robert Moskowitz (ICSA) and modified by Booz Allen & Hamilton and NIST
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Worksheet 5: End Entity Signature Certificate Profile

Field Criticality Flag ‘ Value Comments
Certificate
tbsCertificate Fields to be signed.
version 2 Integer Value of "2" for Version 3 certificate.
serialNumber INTEGER Unique positive integer.

signature

Algorithmldentifier

Must match Algorithm Identifier in
signatureAlgorithm field.

algorithm Choice of following two algorithms.
1.2.840.113549.1.1.5 ShalWithRSAEncryption — may only be used in
certificates issued before January 1, 2009
. 1.2.840.113549.1.1.11 | Sha256WithRSAEncryption — may only be used in
certificates issued on or after January 1, 2007
parameters NULL
issuer
Name
RDNSequence Must use one of the name forms specified in section
3.1.1 of the X.509 Certificate Policy for the Common
Policy Framework.
RelativeDistinguishedName
AttributeTypeAndValue
AttributeType OID
AttributeValue see comment See preamble text on naming.
validity
notBefore
Time
utcTime YYMMDDHHMMSSZ Use for dates up to and including 2049.
generalTime YYYYMMDDHHMMSSZ Use for dates after 2049
notAfter
Time
utcTime YYMMDDHHMMSSZ Use for dates up to and including 2049.
generalTime YYYYMMDDHHMMSSZ Use for dates after 2049
subject
Name X.500 Distinguished name of the owner of the
certificate.
RDNSequence Must use one of the name forms specified in section

3.1.1 of the X.509 Certificate Policy for the Common
Policy Framework.

RelativeDistinguishedName

AttributeTypeAndValue
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Field Criticality Flag ‘ Value Comments
AttributeType oID
AttributeValue see comment See preamble text on naming.

subjectPublicKeyInfo

algorithm

Algorithmldentifier

Public key algorithm used.

algorithm
1.2.840.113549.1.1.1 RSA Encryption
parameters NULL
subjectPublicKey BIT STRING Certificates that expire before December 31, 2008

shall have a modulus of at least 1024 bits.
Certificates that expire on or after December 31,
2008 shall have a modulus of at least 2048 bits.

required extensions

authorityKeyldentifier FALSE
keyldentifier OCTET STRING Derived using the SHA-1 hash of the public key.
subjectKeyldentifier FALSE
keyldentifier OCTET STRING Derived using the SHA-1 hash of the public key.
keyUsage Both digitalSignature and nonRepudiation shall be
TRUE set.
digitalSignature 1
nonRepudiation 1
keyEncipherment 0
dataEncipherment 0
keyAgreement 0
keyCertSign 0
cRLSign 0
encipherOnly 0
decipherOnly 0
certificatePolicies FALSE
Policylnformation Two policy OIDs are defined for certificates issued
to human subscribers under the Common Certificate
Policy. End Entity certificates should assert one of
the two policies. Other policy OIDs may be asserted
as well.
policyldentifier 2.16.840.1.101.3.2.1.3.6 | Common Certificate Policy (human subscribers with
software cryptographic modules).
policyldentifier 2.16.840.1.101.3.2.1.3.7 | Common Certificate Policy (human subscribers with
hardware cryptographic modules).
cRLDistributionPoints This extension is required in all end entity
certificates and must contain at least two URIs: one
LDAP and one HTTP. The reasons and cRLIssuer
FALSE fields must be omitted.

DistributionPoint
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Field Criticality Flag

Value

Comments

distributionPoint

DistributionPointName

fullName

GeneralNames

GeneralName

directoryName

Name

RDNSequence

RelativeDistinguishedName

AttributeTypeAndValue

AttributeType
AttributeValue

OID

see comment

See preamble text on naming.

uniformResourceldentifier

Idap://... or http://

See preamble text on URIs.

authoritylnfoAccess

authoritylnfoAccess consists of a sequence of
accessMethod and accessLocation pairs. Two
access methods are defined: one for locating
certificates issued to the certificate issuer and one
for locating an OCSP server that provides status
information about this certificate. Certificates issued
under the Common Certificate Policy must include
an authoritylnfoAccess extension with at least two
instances of the calssuers access method: one that
specifies an LDAP URI and one that specifies an
HTTP URI. The OCSP access method may also be
included is status information for this certificate is

FALSE available via OCSP.
AccessDescription
accessMethod id-ad-calssuers When this access method is used, the access
location should use the URI name form to specify
the location of an LDAP accessible directory server
or HTTP accessible Web server where certificates
issued to the issuer of this certificate may be found.
accessLocation
GeneralName
uniformResourceldentifier Idap://... or http:// See preamble text on URIs.
optional extensions
IssuerAltName FALSE Any name types may be present; only the most
common are specified here.
GeneralNames
GeneralName
rfc822Name IA5String Electronic mail address of the PKI administration
subjectAltName Any name types may be present; only the most
common are specified here. Other names may be
FALSE included to support local applications.

GeneralNames
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Field Criticality Flag Value Comments
GeneralName
rfc822Name IA5String This field contains the electronic mail address of the

subject

directoryName

Name
RDNSequence
RelativeDistinguishedName
AttributeTypeAndValue
Attribute Type . oID
AttributeValue see comment See preamble text on naming.

Designed by Robert Moskowitz (ICSA) and modified by Booz Allen & Hamilton and NIST
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Worksheet 6: Key Management Certificate Profile

Field Criticality Flag Value Comments
Certificate
tbsCertificate Fields to be signed.
version 2 Integer Value of "2" for Version 3 certificate.
serialNumber INTEGER Unique positive integer.

signature

Algorithmldentifier

Must match Algorithm Identifier in
signatureAlgorithm field.

algorithm Choice of following two algorithms.
1.2.840.113549.1.1.5 ShalWithRSAEncryption — may only be used in
certificates issued before January 1, 2009
1.2.840.113549.1.1.11 | Sha256WithRSAEncryption — may only be used in
certificates issued on or after January 1, 2007
parameters NULL
issuer
Name
RDNSequence Must use one of the name forms specified in
section 3.1.1 of the X.509 Certificate Policy for the
Common Policy Framework.
RelativeDistinguishedName
AttributeTypeAndValue
AttributeType OoID
AttributeValue see comment See preamble text on naming.
validity
notBefore
Time
utcTime YYMMDDHHMMSSZ Use for dates up to and including 2049.
generalTime YYYYMMDDHHMMSSZ Use for dates after 2049
notAfter
Time
utcTime YYMMDDHHMMSSZ Use for dates up to and including 2049.
generalTime YYYYMMDDHHMMSSZ Use for dates after 2049
subject
Name X.500 Distinguished name of the owner of the
certificate.
RDNSequence Must use one of the name forms specified in

section 3.1.1 of the X.509 Certificate Policy for the
Common Policy Framework.

RelativeDistinguishedName

Attribute TypeAndValue
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Field Criticality Flag Value Comments
AttributeType OoID
AttributeValue see comment See preamble text on naming.

subjectPublicKeyInfo

algorithm

Algorithmidentifier

Public key algorithm used.

algorithm
1.2.840.113549.1.1.1 RSA Encryption
parameters NULL
subjectPublicKey BIT STRING Certificates that expire before December 31, 2008

shall have a modulus of at least 1024 bits.
Certificates that expire on or after December 31,
2008 shall have a modulus of at least 2048 bits.

required extensions

authorityKeyldentifier FALSE
keyldentifier OCTET STRING Derived using the SHA-1 hash of the public key.
subjectKeyldentifier FALSE
keyldentifier OCTET STRING Derived using the SHA-1 hash of the public key.
keyUsage TRUE
digitalSignature 0
nonRepudiation 0
keyEncipherment 1
dataEncipherment 0
keyAgreement 0
keyCertSign 0
cRLSign 0
encipherOnly 0 There is no requirement to support this key usage.
decipherOnly 0 There is no requirement to support this key usage.
certificatePolicies FALSE
Policylnformation Two policy OIDs are defined for certificates issued
to human subscribers under the Common
Certificate Policy. End Entity certificates should
assert one of the two policies. Other policy OIDs
may be asserted as well.
policyldentifier 2.16.840.1.101.3.2.1.3.6 | Common Certificate Policy (human subscribers with
software cryptographic modules).
policyldentifier 2.16.840.1.101.3.2.1.3.7 | Common Certificate Policy (human subscribers with
hardware cryptographic modules).
cRLDistributionPoints This extension is required in all end entity
certificates and must contain at least two URIs: one
LDAP and one HTTP. The reasons and cRLIssuer
FALSE fields must be omitted.

DistributionPoint

distributionPoint
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Field

Criticality Flag

Value

Comments

DistributionPointName

fullName

GeneralNames

GeneralName

directoryName

Name

RDNSequence

RelativeDistinguishedName
AttributeTypeAndValue

AttributeType

OoID

AttributeValue

uniformResourceldentifier

see comment

Idap://... or http://

See preamble text on naming.

See preamble text on URIs.

authorityInfoAccess

authorityInfoAccess consists of a sequence of
accessMethod and accessLocation pairs. Two
access methods are defined: one for locating
certificates issued to the certificate issuer and one
for locating an OCSP server that provides status
information about this certificate. Certificates issued
under the Common Certificate Policy must include
an authoritylnfoAccess extension with at least two
instances of the calssuers access method: one that
specifies an LDAP URI and one that specifies an
HTTP URI. The OCSP access method may also be
included is status information for this certificate is

FALSE available via OCSP.
AccessDescription
accessMethod id-ad-calssuers When this access method is used, the access
location should use the URI name form to specify
the location of an LDAP accessible directory server
or HTTP accessible Web server where certificates
issued to the issuer of this certificate may be found.
accesslLocation
GeneralName
uniformResourceldentifier Idap://... or http:// See preamble text on URIs.
optional extensions
IssuerAltName FALSE Any name types may be present; only the most
common are specified here.
GeneralNames
GeneralName
rfc822Name IA5String Electronic mail address of the PKI administration
subjectAltName Any name types may be present; only the most
common are specified here. Other names may be
FALSE included to support local applications.

GeneralNames

GeneralName
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Field Criticality Flag Value Comments
rfc822Name IA5String This field contains the electronic mail address of the
subject
directoryName
Name
RDNSequence
RelativeDistinguishedName
Attribute TypeAndValue
AttributeType OID
AttributeValue see comment See preamble text on naming.

Designed by Robert Moskowitz (ICSA) and modified by Booz Allen & Hamilton and NIST

33



Federal Identity Credentialing Committee

Shared Service Provider Subcommittee R ™ e

Bederal Wentity Credentialing Coneittes

Worksheet 7: Certificate Profile for Computing and Communications Devices

Field Criticality Flag Value Comments
Certificate
tbsCertificate Fields to be signed.
version 2 Integer Value of "2" for Version 3 certificate.
serialNumber INTEGER Unique positive integer.
signature
Algorithmldentifier Must match Algorithm Identifier in
signatureAlgorithm field.
algorithm Choice of following two algorithms.
1.2.840.113549.1.1.5 ShalWithRSAEncryption — may only be used in
certificates issued before January 1, 2009
1.2.840.113549.1.1.11 | Sha256WithRSAEncryption — may only be used in
certificates issued on or after January 1, 2007
parameters NULL
issuer
Name
RDNSequence Must use one of the name forms specified in

section 3.1.1 of the X.509 Certificate Policy for the
Common Policy Framework.

RelativeDistinguishedName

AttributeTypeAndValue
AttributeType OID
AttributeValue see comment See preamble text on naming.
validity
notBefore
Time
utcTime YYMMDDHHMMSSZ Use for dates up to and including 2049.
generalTime YYYYMMDDHHMMSSZ Use for dates after 2049
notAfter
Time
utcTime YYMMDDHHMMSSZ Use for dates up to and including 2049.
generalTime YYYYMMDDHHMMSSZ Use for dates after 2049
subject
Name X.500 Distinguished name of the owner of the
certificate.
RDNSequence Must use one of the name forms specified in

section 3.1.1 of the X.509 Certificate Policy for the
Common Policy Framework.

RelativeDistinguishedName

AttributeTypeAndValue
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Field Criticality Flag Value Comments
AttributeType oID
AttributeValue see comment See preamble text on naming.

subjectPublicKeyInfo

algorithm

Algorithmidentifier

Public key algorithm used.

algorithm
1.2.840.113549.1.1.1 RSA Encryption
parameters NULL
subjectPublicKey BIT STRING Certificates that expire before December 31, 2008

shall have a modulus of at least 1024 bits.
Certificates that expire on or after December 31,
2008 shall have a modulus of at least 2048 bits.

required extensions

authorityKeyldentifier FALSE
keyldentifier OCTET STRING Derived using the SHA-1 hash of the public key.
subjectKeyldentifier FALSE
keyldentifier OCTET STRING Derived using the SHA-1 hash of the public key.
keyUsage Use of a single certificate for both digital signatures
and key management is deprecated, but may be
used to support legacy applications that require the
TRUE use of such certificates.
digitalSignature 1 may be asserted.
nonRepudiation 0 Must not be asserted in certificates issued to
computing or communications devices.
keyEncipherment 1 may be asserted.
dataEncipherment 0
keyAgreement 0
keyCertSign 0
cRLSign 0
encipherOnly 0
decipherOnly 0
certificatePolicies FALSE
Policylnformation
policyldentifier 2.16.840.1.101.3.2.1.3.8 Common Certificate Policy OID for certificates
issued to devices. Other policy OIDs may be
asserted as well.
cRLDistributionPoints This extension is required in all end entity
certificates and must contain at least two URIs: one
LDAP and one HTTP. The reasons and cRLIssuer
FALSE fields must be omitted.

DistributionPoint

distributionPoint

DistributionPointName
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Field

Criticality Flag

Value

Comments

fullName

GeneralNames

GeneralName

directoryName

Name

RDNSequence

RelativeDistinguishedName

AttributeTypeAndValue
AttributeType

OID

AttributeValue

see comment

See preamble text on naming.

uniformResourceldentifier

authorityInfoAccess

Idap://... or http://

See preamble text on URIs.

authorityInfoAccess consists of a sequence of
accessMethod and accessLocation pairs. Two
access methods are defined: one for locating
certificates issued to the certificate issuer and one
for locating an OCSP server that provides status
information about this certificate. Certificates issued
under the Common Certificate Policy must include
an authoritylnfoAccess extension with at least two
instances of the calssuers access method: one that
specifies an LDAP URI and one that specifies an
HTTP URI. The OCSP access method may also be
included is status information for this certificate is

FALSE available via OCSP.
AccessDescription
accessMethod id-ad-calssuers When this access method is used, the access
location should use the URI name form to specify
the location of an LDAP accessible directory server
or HTTP accessible Web server where certificates
issued to the issuer of this certificate may be found.
accessLocation
GeneralName
uniformResourceldentifier Idap://... or http:// See preamble text on URIs.
optional extensions
ExtKeyUsage BOOLEAN This extension may be included as either a critical
or non-critical extension if its inclusion is required
by the application(s) for which the certificate will be
used.
SEQUENCE
KeyPurposelD OID
IssuerAltName FALSE Any name types may be present; only the most
common are specified here.
GeneralNames
GeneralName
rfc822Name IA5String Electronic mail address of the PKI administration
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Field Criticality Flag Value Comments
subjectAltName Any name types may be present; only the most
common are specified here. Other names may be
FALSE included to support local applications.
GeneralNames
GeneralName
rfc822Name IA5String This field contains the electronic mail address of
the subject
dNSName IA5String This field contains the DNS name of the subject
iPAddress IA5String This field contains the IP address of the subject
directoryName
Name
RDNSequence
RelativeDistinguishedName
Attribute TypeAndValue
AttributeType OID
AttributeValue see comment See preamble text on naming.

Designed by Robert Moskowitz (ICSA) and modified by Booz Allen & Hamilton and NIST
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