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Change summary: Theexisting CP at i 1.1.5 states that interoperability with entities
outside of the federal government will require changesto the CP. In light of the pending
applications of various organizations that are not elements of the executive branch of the
federal government, the time to address the changes anticipated by 1 1.1.5 has arrived.
The FBCA CPWG recommends the following changes to accomodate interoperability
with entities outside of the federal government.

Background:

The FBCA CPWG met on 28 June 2002 to review the detailed mapping comparison of
the FBCA CP (Medium Assurance Level) and USDA NFC CP. At that meeting, the
CPWG determined that it was time to make the changes anticipated in 1.1.5 to
accomodate interoperability with entities outside of the federal government. The CPWG
began the first iteration of thisreview at this meeting, and completed the task for the 12
July 2002 CPWG meeting. This action necessiated nine significant changes to various
portions of the CP and a general change of “entity” in place of “agency” in most places.



The following conventions are used to depict specific changes. language deleted appears
as strikethrough; language inserted appears as underlined.

Specific Changes:
[tem 1, § 1 Introduction

This Certificate Policy (CP) definesfive certificate policies for use by the Federa Bridge
Certification Authority (FBCA) to facilitate Agerey-CA interoperability with between the
FBCA and with other-Ageney Entity PKI domains. The five policies represent four
different assurance levels (Rudimentary, Basic, Medium, and High) for public key digital
certificates, plus one assurance level used strictly for testing purposes (Test). The word
“assurance” used in this CP means how well a Relying Party can be certain of the identity
binding between the public key and the individual whose subject nameis cited in the
certificate. In addition, it also reflects how well the Relying Party can be certain that the
individual whose subject name s cited in the certificate is controlling the use of the
private key that corresponds to the public key in the certificate, and how securely the
system which was used to produce the certificate and (if appropriate) deliver the private
key to the subscriber performsiits task.

The FBCA supports interoperability among Federal-Ageney Entity PKI domainsin a peer
to peer fashion. The FBCA wiH issues certificates only to those Ageney Entity CAs
determined designated by the owning Ageney Entity (called “Principal CAS’). The
FBCA, or aCA that interoperates with the FBCA, may also issue certificates to
individuals who operate the FBCA. The FBCA certificates issued to Ageney Principal
CAs act as aconduit of trust. The FBCA does not add to and should not subtract from
trust relationships existing between the transacting parties as established through the
Federal PK1 Policy Authority.

At their discretion, agenetes entities may elect to interoperate among themsel ves without
using the FBCA. Those ageneies entities that elect to do so may nonethel ess employ
Ievels of assurance that mimic those set forth in the FBCA CP —Hewa*er—FBGArGP

Any use of or reference to thls FBCA CP OU'[SI de the purV|eW of the Federal PKI Pollcy

Authority is completely at the using party’ s risk. Further-unless-speciealy-approved-by

the-Federal-PiK-Poliey-Autherity-aAn Ageney Entity shall not assert the FBCA CP OIDs
in any certificates the-Ageney Entity CA issues, except in the policyMappings extension

establishing an equivalency between an FBCA OID and an OID in the Ageney Entity
CA’s CP. When used in the policyMappings extension, the Ageney Entity may employ
the OIDs only after a policy mapping determination is made by the Federal PK1 Policy
Authority allowing their use.

This FBCA CPis consistent with the Internet Engineering Task Force (IETF) Public Key
Infrastructure X.509 (IETF PKIX) RFC 2527, Certificate Policy and Certification
Practice Statement Framework.



The terms and provisions of this FBCA CP shall be interpreted under and governed by
applicable Federal law.

The terms and provisions of thls FBCA CP shall be mterpreted under and governed by
applicable Federa law. : ; ; .
arisefromthe- use-of-thisFBCA-CP-

Item 2, 1.1.4 Scope

business transactions for federal orqanl zations. To facilitate the missions of these
organizations, interoperability is offered to non-federa entities. The generic term
“entity” applies equally to federal organizations and other organizations owning or
operating PKI| domains. As used in this CP, Entity PKI or Entity CA may refer to an
organization’s PK1, a PKI provided by a commercial service, or abridge CA serving a
community of interest.

Item 3, § 1.1.5 Interaction with PKIs External to the Federal Government

The FBCA will extend interoperability Wlth non federal entltles only whenitis benefldal
to thefederal qovernment . VA » -goy

Item 4, § 1.2 Identification

First paragraph:

There are five levels of assurance in this Certificate Policy which are defined in
subsequent sections. Each level of assurance has an Object Identifier (OID), to be

asserted i |n certlflcatee |ssued by the FBCAendAgeney—Pnner—paLGA&r&spensrbleier
: A ti heretn. The OIDs are

regl stered under the id- mfosec arc asfol Iows

Iltem 5, 71 1.3.1.2 Federal PK1 Policy Authority
Final paragraph:

The Federal PKI Policy Authority will enter into a Memorandum of Agreement (MOA)
with an Ageney Entity setting forth the respective responsibilities and obligations of both



parties, and the mappings between the certificate |evels of assurance contained in this CP
and those in the Ageney Entity CP. Thus, theterm “MOA” as used in this CP shall
aways refer to the Memorandum of Agreement cited in this paragraph. When the entity
belongs to a sovereign nation, the United States Department of State may execute the
MOA or delegate the authority to execute the MOA on its behalf.

Item 6, 1 1.3.4 Applicability
First two 11

The sensitivity of the information processed or protected using certificates issued by
FBCA or an Ageney Entity CA will vary significantly. Agenetes Entities must evaluate
the environment and the associated threats and vulnerabilities and determine the level of
risk they are willing to accept based on the sensitivity or significance of the information.
This evaluation is done by each Ageney Entity for each application and is not controlled
by this CP. To provide sufficient granularity, this CP specifies security requirements at
four i mcreas ng qualltatlve levels of assurance: Rudlmentary, Basic, Medium and High.

» It is assumed that the FBCA will
issue at Ieast one High assurance certlflcate so the FBCA will be operated at that level.
The FBCA isintended to support applications involving unclassified information, which
can include sensitive unclassified data protected pursuant to Federal statues and
regulations.

This CP also defines the Test level of assurance, which is used by the FBCA prototype
bridge and CAs when conducting interoperability testing. The FBCA does not issue
certificates with the Test level of assurance.

Iltem 7, 9 2.6.3 Access Controls

The FBCA Operational Authority shall protect any repository information not intended
for public dissemination or modification. Public keys and certificate status information
in the FBCA repository shall be publicly available through the Internet. Accessto
information in Ageney Entity CA repositories shall be determined by the Ageney Entity

pursuant to is-adtherizing-and-controling-statuesthe rules and statutes that apply to that
entity.

Item 8, §/2.7.5 Actions taken as aresult of deficiency

second bullet:

. The compl iance audltor shall notlfy the Ageney ntlty of the dlscrepancy I the

requ#emen%s)—tTheAgeney Entlty shaII notlfy the Federal PKI Pollcy Authority
promptly;



Item 9, 1 4.6.2 Retention period for archive

The minimum retention periods for archive data are identified below. Executive branch
agencies must follow either the General Records Schedul e established by the Fhe
Natlonal Archlves and Records Adm| nlstratlon mast—gweau%hen%y—a%hepm-&GeneFal

= Oor an agency specific
schedule as appllcable AII other entltles shaII complv Wlth their respective records
retention policy in accordance with whatever law applies to that entity.

ecHe

Item 10, § Glossary

two modified definitions; one new definition (remainder of glossary omitted)

Agency
jtIqe4;eele|cal—C:‘»e\1Le|t|:+|cn~e|:}% For purposes of this CP only, agency is
defined as any instrumentality of the federal government, executive,
legidative, or judicial branch.

Entity For purposes of this CP, Entity is any person, organization,
corporation or government (state, local, federal or foreign) operating,
or directing the operation of, one or more CAs

Ageney Entity CA A CA that acts on behalf of an Ageney Entity, and is under the

operational control of an Ageney Entity.
Item 11, throughout

“Entity” replaced “Agency” where applicable. “Principal CA” replaced “Agency
Principal CA” throughout.

Estimated Cost:

Thereisno financial cost associated with implementing this change.
| mplementation Date;

This change will be implemented immediately.

Prerequisitesfor Adoption:

There are no prerequisites.

Plan to Meet Prerequisites:



There are no prerequisites.
Approval and Coordination Dates:

Date presented to CPWG: 2002

Date CPWG recommended approval: 9 May 2002 and 10 May 2002
Date Presented to FPKI PA: 10 September 2002

Date of approval by FPKI PA: 10 September 2002



