Sample Compliance Audit letter

The XYZ Audits Corporation has performed a compliance review of the ABC Certification Authority with respect to the Common Policy Framework version {fill in}. This letter establishes the scope and documents results of the compliance review, in addition to XYZ Audits competency in the field.

XYZ Audits is a {PKI firm, audit firm, etc.}.   XYZ has {experience/certification/etc. in field of audits} and {experience in auditing PKI systems}.   XYZ Audits is independent of the ABC Certification Authority {explain relationship, clearly demonstrate the independence of the auditor from the entity operating or managing the PKI}.

The compliance Audit was performed using the ABC CPS version {fill in} dated {date}.   The review was performed between {start date} and {finish date}.  The ABC CA was {fully operational, under development} during this period.

(insert the following for a fully operational PKI)

The operations of the ABC CA were evaluated for conformance with the ABC CPS.   {Number of discrepancies, resolution by ABC CA}.  As resolved by the ABC CA, the operations of the ABC CA are in compliance with their CPS.

The ABC CPS supports issuance of certificates under the following policies:

{list common policy OIDs}.  The ABC CPS was reviewed for conformance with the Common Policy framework for the certificate policies listed above.   {Number of discrepancies, resolution by ABC CA}.  With the proposed modifications, the CPS is in compliance with the Common Policy Framework for the listed policies.  

(insert the following for a PKI under development)

The ABC CA was under development at the time of the audit.  The following operations of the ABC CA were fully evaluated for conformance with the ABC CPS.   {List operations evaluated, Number of discrepancies, resolution by ABC CA}. The remaining operations have not been performed operationally at the ABC CA.  These operations were evaluated with respect to procedures, training, and system readiness. {List of operations, Number of discrepancies, resolution by ABC CA}.  As resolved by the ABC CA, XYZ certifies that the ongoing operations of the ABC CA are in compliance with their CPS, and that ABC CA is prepared to execute the remaining operations in compliance with the CPS.

The ABC CPS supports issuance of certificates under the following policies:

{list common policy OIDs}. XYZ reviewed the ABC CPS for conformance with the Common Policy framework for the certificate policies listed above.   {Number and type of discrepancies, resolution by ABC CA}.  With the proposed modifications, the CPS is in compliance with the Common Policy Framework for the listed policies.  

Signed,

{Auditor}, XYZ Audits

