HSPD-12 SMART CARD Supporting the Infrastructure
IMPLEMENTATION .

Patrick W. Hearn — Business Development Director, Oberthur
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Centralized vs
Decentralized Card
Issuance Model
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Plastic Card Manufacturing
(From sheets to card bodies)

Best materials used for durability that are free from dust
and contamination

If plastic is dirty, anything printed on it will peal/chip, and
it would cost extra money to replace the badges

Module Assembly
(Aaffixing Chip to Contact Plata)

Contact Plates design optimized for our patented
embedding process called “Potting”

Source material Quality Control process

Because Oberthur assembles our own modules, we can
assura the quality of the raw materials and end product

Most Challenging Step in Smart Card
Production - Affixing Inflexible Chip onto a
Flexible Card:

Obarthur's Patented Chip Potting Process
Makes our Cards Better than any other
Company's. Our cards can be flexed 10,000
times without breaking - and IS0 requires only
2000. This translates into more secure and
duratle product.

Chip Embedding

Cur chips are securely embedded into the card
body thay will nat pop out when the card is
bended. This pravents fraudulent use of chip in a
counterfeit cands.

Quality Assurance

Qur process insures a good connaction between
the contact plate, chip and antenna

Y

Ensure cards meel or exceed 150 standards

Cuickly spot scrap rate issues and keep cost under
control.

Less of the expensive plastics scrapped during the
production process translate into Oberthur's lower cost
per card - savings transferred 1o the government

¥

Pre-personalization
(Chip Initialization)

Our Process allows flexibility 1o change applets or
electrical profile to improve the product over time

Personalization (Centralized)

Electronic Partial Personalization : Loading

% |ssuer 1D number, Matching card |dentification

number with Card Serial number printed on the
card, and temporary chip disabling for security

Graphical Personalization: Better quality (heawvy

duty equipment) - the picture and image on the

card will not wear off or shed onto plastic holder
DOI-MBC pays only for good prints

Oberthur absorbs the cost for costly plastic with
chips, scrapped during personalization

L

Card Fulfillment

We can affix the card to a customized |letter "carrier”
that explains security issues to the end user and
instructs on how to activate the card. It will be
customized in accordance with DOI-NBC securily
policy

v

Secure Shipping

Bulk shipment to DOINBC

Alternatively, we can ship to security officers of each DO location or even
directly to the DO employee - the card is not activated at that time and
needs to be brought to the security officer for activation

Card Activation

h

Takes place at customer premises (gives DO true contral on card

Finish up chip personalization on board key generation: Certificate

Custormer-chosen pin initialization

issuance)

request and loading
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Explicit Costs — Distributed Model

Cards

Personnel Costs

Floor Space

Data Capture Stations
Printer

Printing

Server

Server Hosting per year
Maintenance

Issuance Setup
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Financial Plan Centralized vs. Distributed Model for 220 000 Recipients

Unit Cost Central Issuance Unit Cost Distributed Issuance

Cards $ 11.00 $ 12.10"

Data Capture Stations $ 10,500.00 $ 10,500.00

Printer $ 15,000.00

Printing $ 1.00 $ 2.00

Senver $ 15,000.00 $ 15,000.00

Server Hosting per Annum $ 12,000.00 $ 12,000.00

Central Issuance Set Up $ 40,000.00

Totals
Central Issuance Model Year 1 Year 2 Year 3 Year 4

Variables: 17 Issuance Stations 220000 people 40000 turn-over/yr Cards 3 2,420,000.00 $ 440,000.00 $ 440,000.00 $  440,000.00

Data Capture Stations $ 168,000.00
Printer
Printing $ 220,000.00 $ 40,000.00 $ 40,000.00 $ 40,000.00
Sener $ 15,000.00
Server Hosting per yr $ 12,000.00 $ 12,000.00 $ 12,000.00 $ 12,000.00
Maintenance 3$ 30,000.00 $ 30,000.00 $ 30,000.00 $ 30,000.00
Central Issuance Set Up $ 40,000.00
Totals $ 2,905,000.00 $ 522,000.00 $ 522,000.00 $ 522,000.00
Program Total
Distributed Issuance Model
Cards 3 2,662,000.00 $ 484,000.00 $ 484,000.00 $  484,000.00
Personnel Costs, Training 2-3 Staff ¥ $ 120,000.00 $ 120,000.00 $ 120,000.00 $ 120,000.00
Floor Space s 16,320.00 $ 16,320.00 $ 16,320.00 $ 16,320.00
Data Capture Stations $ 168,000.00
Printer $ 255,000.00
Printing 3$ 448,800.00 $ 81,600.00 $ 81,600.00 $ 81,600.00
Sener $ 15,000.00
Server Hosting per year 3$ 12,000.00 $ 12,000.00 $  12,000.00 $ 12,000.00
Maintenance s 739,424.00 $ 142,784.00 $ 142,784.00 $ 142,784.00
Central Issuance Setup
Totals $ 4,436,544.00 $ 856,704.00 $ 856,704.00 $ 856,704.00

Program Total

Cost Savings over 5 Year Period 37%




72K EEPROM
= PIV Il applets now FIPS 201 qualified by NIST

- Javacard 2.2,
¢ Include support for Dual interface cards
¢+ More compact code (= smaller applets)

- Global Platform 2.1.1
- Dual interface (ISO 7816 & ISO 14443)

- FIPS 140-2 LEVEL 3 Certifications in both contact and contactless
- Security already assessed by the NSA
- Contactless Deactivation capability
= Support extra high communication speed in contact
¢ 64 times faster than current CAC
- Enhanced cryptographic features
¢+ 3DES tripe keys, AES, RSA, Elliptic Curves...
- Biometric Match On Card
¢ Support major MOC algorithms (Precise, Cogent, ID3 etc...)

Fadaid Enpipasip Hotestim OFul@
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2048 bits cryptography
Micro-processor
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(eg. OCR-B, 2D bar code)
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Invisible UV printing

Microtext

Ghost Image

Relief Design

Guilloche

Optical Variable
Ink

Double Rainbow

Relief Design
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Example of Security Print features
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= Situation

¢ Over 20K Associates and Contractors at GSA facilities while maintaining
appropriate cost model associated with low amount of recipients

¢ Multiple locations (up to 8,000) with complicated logistics
* Need to handle multiple issuance type in a fluid manner

¢ Need to assist Tenant Agencies

* Need to ensure continuous alignment with FIPS-201

= Solution
¢ OCS Shared Services

¢ Converting over to Production of 64K Dual Interface Cards —FIPS-140 Level 3
Certification

¢ Complete Personalization and Direct Shipment to Location Sites

¢ Continuous reporting structure to ensure knowledge of card production status
and shipping

GSA U.S. General Services Administration
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http://www.gsa.gov/Portal/gsa/ep/home.do?tabId=0
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Pointers/Lesson’s Learned

Multiple issuance types and typologies
Stock projections

Preparing for new technology developments with existing
requirements

Reporting structures
Responsibility of the process
Set up is complex 3-6 months
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Supporting the PKI Infrastructure

Significant capacity to load multiple digital certificates
Integration with middleware to access different certificates
Cards have onboard key generation

Key Ceremony with Agency for transport key

Cards are locked with transport key when shipped to Agency
protecting Personal Identifiable Information

Cards unlocked by the security officer
Certificates loaded to the card
Card then issued to holder
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CONTACT INFORMATION

Patrick W. Hearn

Business Development Director — Government & ID
Tel: 703-322-8954
p.hearn@oberthurcs.com
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