CIO
RESPONSIBILITIES




1. CIO Responsibilities

1.1 IT Leadership and Accountability

1.1.1 CIO Responsibilities — Laws and Executive Orders

ClOs are responsible and accountable for the effective implementation of IT management
responsibilities. This section includes statutory responsibilities of CIOs related to leadership and
accountability. The statutory language is directly pulled from applicable laws and executive orders.
These statutory responsibilities are then implemented through OMB guidance and guidance from other
government-wide organizations. This language, along with the language in other sections under the
heading “CIO Responsibilities - Laws and Executive Orders,” defines the CIO role and gives the CIO their
statutory mandate.

General Responsibilities

1. [CIO] of an executive agency is responsible for—providing advice and other assistance to the
head of the executive agency and other senior management personnel of the executive agency
to ensure that information technology is acquired and information resources are managed for
the executive agency in a manner that implements the priorities established by the head of the
executive agency.’

2. The [CIO] designated under paragraph (2) shall head an office responsible for ensuring agency
compliance with and prompt, efficient, and effective implementation of the information policies
and information resources management responsibilities established under this subchapter,
including the reduction of information collection burdens on the public. The [CIO] and
employees of such office shall be selected with special attention to the professional
qualifications required to administer the functions described under this subchapter.®

3. The [CIO] of an executive agency is responsible for:

a. Providing advice and other assistance to the head of the executive agency and other
senior management personnel of the executive agency to ensure that information
technology is acquired and information resources are managed for the executive agency
in a manner that implements the policies and procedures of this subtitle, consistent
with chapter 35 of title 44 and the priorities established by the head of the executive
agency;

b. Developing, maintaining, and facilitating the implementation of a sound, secure, and
integrated information technology architecture for the executive agency; and

c. Promoting the effective and efficient design and operation of all major information
resources management processes for the executive agency, including improvements to
work processes of the executive agency.’

544 U.5.C. §3506. US Federal Information Policy. Federal Agency Responsibilities.
https://www.govinfo.gov/app/details/USCODE-2011-title44/USCODE-2011-title44-chap35-subchapl-
sec3506/context

644 U.5.C. §3506(a)(3). US Federal Information Policy. Federal Agency Responsibilities. Chief Information Officer.
https://www.law.cornell.edu/uscode/text/44/3506

744 U.5.C. §3506. US Federal Information Policy. Federal Agency Responsibilities.
https://www.law.cornell.edu/uscode/text/44/3506
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4. The [CIO] of an agency listed in section 901(b) of title 31:

a. Has information resources management duties as that official’s primary duty;

b. Monitors the performance of information technology programs of the agency, evaluates
the performance of those programs on the basis of the applicable performance
measurements, and advises the head of the agency regarding whether to continue,
modify, or terminate a program or project; and

c. Annually, as part of the strategic planning and performance evaluation process required
(subject to section 1117 of title 31) under section 306 of title 5 and sections 1105(a)(28),
1115-1117, and 9703 (as added by section 5(a) of the Government Performance and
Results Act of 1993 (Public Law 103—62, 107 Stat. 289)) of title 31—(A) assesses the
requirements established for agency personnel regarding knowledge and skill in
information resources management and the adequacy of those requirements for
facilitating the achievement of the performance goals established for information
resources management; (B) assesses the extent to which the positions and personnel at
the executive level of the agency and the positions and personnel at management level
of the agency below the executive level meet those requirements; (C) develops
strategies and specific plans for hiring, training, and professional development to rectify
any deficiency in meeting those requirements; and (D) reports to the head of the agency
on the progress made in improving information resources management capability.®

Authorities and Reporting Relationships

The CIO of the covered agency approves the appointment of any component CIO in that agency.’ The
ClO of the covered agency reports directly to the agency head, such that the CIO has direct access to the
agency head regarding all programs that include IT.*°

Role
1. To promote the effective, efficient, and secure use of IT to accomplish the agency’s
mission, the CIO serves as the primary strategic advisor to the agency head concerning
the use of IT.1!

840 U.S.C. §11315. Responsibility for Acquisitions of Information Technology. Agency Chief Information Officer.
https://www.law.cornell.edu/uscode/text/40/11315

940 U.5.C. §11319(b)(2). Responsibility for Acquisitions of Information Technology. Resources, planning, and
portfolio management. https://uscode.house.gov/view.xhtml?req=(title:40%20section:11319%20edition:prelim) &
EO 13833. Enhancing the Effectiveness of Agency Chief Information Officers. May 2018.
https://www.federalregister.gov/documents/2018/05/18/2018-10855/enhancing-the-effectiveness-of-agency-
chief-information-officers

1044 U.5.C. §3506(a)(2). Federal Information Policy. Federal Agency Responsibilities.
https://www.law.cornell.edu/uscode/text/44/3506 & EO 13833. Enhancing the Effectiveness of Agency Chief
Information Officers. May 2018. https://www.federalregister.gov/documents/2018/05/18/2018-10855/enhancing-
the-effectiveness-of-agency-chief-information-officers

1140 U.S.C. §11315(b). Agency Chief Information Officer. General Responsibilities.
https://www.law.cornell.edu/uscode/text/40/11315 & EO 13833. Enhancing the Effectiveness of Agency Chief
Information Officers. May 2018. https://www.federalregister.gov/documents/2018/05/18/2018-10855/enhancing-
the-effectiveness-of-agency-chief-information-officers
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2. The CIO has a significant role, including, as appropriate, as lead advisor, in all annual and
multiyear planning, programming, budgeting, and execution decisions, as well as in all
management, governance, and oversight processes related to IT.2

Governance
The CIO shall be a member of any investment or related board of the agency with purview over
IT, or any board responsible for setting agency-wide IT standards.

1.1.2. Agency IT Authorities — Laws and Executive Orders

This section consists of IT authorities assigned to agencies in laws and executive orders which directly or
indirectly task the CIO with duties or responsibilities pertaining to IT leadership and accountability. The
statutory language is directly pulled from the applicable laws and executive orders. In most cases, the
heads of agencies delegate all IT management responsibilities to the CIO, but some functions are
explicitly assigned to more than one person (e.g. the CIO in consultation with the Chief Financial Officer
(CFQ)). See individual agency policies to determine how instances of dual responsibility are
implemented and executed, and what tasks (if any) are required of the agency head but not delegated
to the CIO.

Role
The head of each agency shall be responsible for:

1. Carrying out the agency’s information resources management activities to improve agency
productivity, efficiency, and effectiveness; and complying with the requirements of this
subchapter and related policies established by the Director.

2. Except as provided under subparagraph (B), the head of each agency shall designate a [CIO] who
shall report directly to such agency head to carry out the responsibilities of the agency under
this subchapter.

In consultation with the [CIO] designated under paragraph (2) and the agency [CFO] (or comparable
official), each agency program official shall define program information needs and develop strategies,
systems, and capabilities to meet those needs.?

1240 U.S.C. §11319(b)(1)(A). Responsibility for Acquisitions of Information Technology. Resources, planning, and
portfolio management. Additional Authorities for Chief Information Officers.
https://uscode.house.gov/view.xhtml?req=(title:40%20section:11319%20edition:prelim) & EOQ 13833. Enhancing
the Effectiveness of Agency Chief Information Officers. May 2018.
https://www.federalregister.gov/documents/2018/05/18/2018-10855/enhancing-the-effectiveness-of-agency-
chief-information-officers

13 E0 13833. Enhancing the Effectiveness of Agency Chief Information Officers. May 2018.
https://www.federalregister.gov/documents/2018/05/18/2018-10855/enhancing-the-effectiveness-of-agency-
chief-information-officers

1444 U.5.C. §3506. US Federal Information Policy. Federal Agency Responsibilities. Information Resources
Management. https://www.law.cornell.edu/uscode/text/44/3506

3 Ibid.
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Establish a process within the office headed by the [CIO] designated under subsection (a), that is
sufficiently independent of program responsibility to evaluate fairly whether proposed collections of
information should be approved under this subchapter, to—review each collection of information
before submission to the Director for review under this subchapter.®

Policy
It is the policy of the executive branch to:

e Empower agency ClOs to ensure that agency IT systems are secure, efficient, accessible, and
effective, and that such systems enable agencies to accomplish their missions;

e Modernize IT infrastructure within the executive branch and meaningfully improve the delivery
of digital services; and

e Improve the management, acquisition, and oversight of Federal IT."’

Agency-Wide IT Consolidation
The head of each covered agency shall take all necessary and appropriate action to:

e Eliminate unnecessary IT management functions;

e Merge or reorganize agency IT functions to promote agency-wide consolidation of the agency’s
IT infrastructure, taking into account any recommendations of the relevant agency CIO; and

e Increase use of industry best practices, such as the shared use of IT solutions within agencies
and across the executive branch.®

Strengthening Cybersecurity
The head of each covered agency shall take all necessary and appropriate action to ensure that:

® The CIO, as the principal advisor to the agency head for the management of IT resources, works
closely with an integrated team of senior executives with expertise in IT, security, budgeting,
acquisition, law, privacy, and human resources to implement appropriate risk management
measures; and

® The agency prioritizes procurement of shared IT services, including modern email and other
cloud-based services, where possible and to the extent permitted by law.*®

18 Ibid.

17 E0 13833. Enhancing the Effectiveness of Agency Chief Information Officers. May 2018.
https://www.federalregister.gov/documents/2018/05/18/2018-10855/enhancing-the-effectiveness-of-agency-
chief-information-officers

18 EOQ 13833. Enhancing the Effectiveness of Agency Chief Information Officers. May 2018.
https://www.federalregister.gov/documents/2018/05/18/2018-10855/enhancing-the-effectiveness-of-agency-
chief-information-officers & EO 13781. Comprehensive Plan for Reorganizing the Executive Branch. March 2017.
https://www.federalregister.gov/documents/2017/03/16/2017-05399/comprehensive-plan-for-reorganizing-the-
executive-branch

1% E0 13833. Enhancing the Effectiveness of Agency Chief Information Officers. May 2018.
https://www.federalregister.gov/documents/2018/05/18/2018-10855/enhancing-the-effectiveness-of-agency-
chief-information-officers & EO 13800. Strengthening the Cybersecurity of Federal Networks and Critical
Infrastructure. May 2017. https://www.whitehouse.gov/presidential-actions/presidential-executive-order-
strengthening-cybersecurity-federal-networks-critical-infrastructure/
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Knowledge and Skills Standards for IT Personnel

e The CIO assesses and advises the agency head regarding knowledge and skill standards
established for agency IT personnel;

e Ensures that the established knowledge and skill standards are included in the performance
standards and reflected in the performance evaluations of all component CIOs and that the CIO
is responsible for that portion of the evaluation; and

e Ensures all component ClOs apply those standards within their own components.?

CIO Hiring Authorities

As directed in EO 13833, OPM and the Chief Human Capital Officer Council published guidance
delegating to the head of each covered agency authority to determine whether there is a severe
shortage of candidates, or that a critical hiring need exists, for IT positions at the agency.?! This direct
hire authority (DHA) expands agencies' ability to maximize DHA for meeting critical IT hiring challenges
beyond the Government-wide DHA for IT, which is limited to IT positions related to information security.

Governance

Wherever appropriate and consistent with applicable law, the head of each covered agency shall ensure
that the CIO shall be a member of any investment or related board of the agency with purview over IT,
or any board responsible for setting agency-wide IT standards. The head of each covered agency shall
also, as appropriate and consistent with applicable law, direct the CIO to chair any such board. To the
extent any such board operates through member votes, the head of each covered agency shall also, as
appropriate and consistent with applicable law, direct the CIO to fulfill the role of voting member.?

1.1.3 CIO Responsibilities — OMB Guidance

This section consists of language from OMB guidance that further demarcates, expands upon, or
otherwise clarifies the responsibilities of agency ClOs with regards to IT leadership and accountability.
See sections on OMB Memoranda and OMB Circulars for more information about these forms of OMB
guidance. See sections on the Office of Inspector General (OIG) and the Government Accountability
Office (GAQ) to review how compliance with policies is measured.

Empowering Agency ClOs

IT solutions are most effective when they result from a strong partnership between program and
mission officials and empowered CIOs. Program and mission officials are responsible for understanding
customer needs and establishing business requirements. Agency CIOs must support mission programs
by providing secure and effective commodity IT and business systems that take enterprise needs into
account. Consistent with OMB Memorandum M-11-29, CIOs must be empowered by the agency head to
drive operating efficiencies by having authority over IT governance, commaodity IT systems, information

20 OPM. Announcing Government-wide Direct Hire Appointing Authorities. 10/11/2018.
https://www.sfs.opm.gov/Documents/GovHireAppointingAuthorityMemo.pdf

21 OPM. Delegation of Direct-Hire Appointing Authority for IT Positions. 4/5/2019.
https://www.chcoc.gov/content/delegation-direct-hire-appointing-authority-it-positions

22 E0 13833. Enhancing the Effectiveness of Agency Chief Information Officers. May 2018.
https://www.federalregister.gov/documents/2018/05/18/2018-10855/enhancing-the-effectiveness-of-agency-
chief-information-officers
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security, and IT program management oversight. Agencies without an empowered CIO regularly lack a
complete and accurate inventory of IT assets and services (including mission systems) across the
enterprise. This lack of visibility reduces agencies’ capacity to consolidate redundant applications,
promote modular development, use enterprise license agreements, and migrate to a service
orientation.®

Reporting Relationships

The CIO reports to the agency head (or deputy/[Chief Operating Officer (COO)]). As required by the
Clinger Cohen Act and left in place by The Federal IT Acquisition and Reform Act (FITARA), the CIO “shall
report directly to such agency head to carry out the responsibilities of the agency under this
subchapter.”

IT Investment Governance

FITARA creates clear responsibilities for agency ClOs related to IT investments and planning, as well as
requiring that agency ClIOs be involved in the IT acquisition process. OMB’s FITARA implementation
guidance established a “common baseline” for roles, responsibilities, and authorities of the agency CIO
and the roles of other applicable Senior Agency Officials in managing IT as a strategic resource.
Accordingly, agency heads must ensure that ClOs and Senior Agency Officials, including Chief Acquisition
Officers (CAOs), are positioned with the responsibility and authority necessary to implement the
requirements of this policy.

1.1.4 Agency IT Authorities - OMB Guidance

This section consists of language from OMB guidance that further demarcates, expands upon, or clarifies
IT authorities assigned to agencies. This language directly or indirectly tasks the CIO with duties or
responsibilities pertaining to IT leadership and accountability. See sections on OMB Memoranda and
OMB Circulars for more information about these forms of OMB guidance. See sections on OIG and GAO
to review how compliance with policies is measured.

Governance
In support of agency missions and business needs, and in coordination with program managers, agencies
shall:

1. Define, implement, and maintain processes, standards, and policies applied to all information
resources at the agency, in accordance with OMB guidance;

2. Require that the CIO, in coordination with appropriate governance boards, defines processes
and policies in sufficient detail to address information resources appropriately. At a minimum,
these processes and policies shall require that:

a. Investments and projects in development are evaluated to determine the applicability
of agile development;

23 OMB M-13-009. Fiscal Year 2013 PortfolioStat Guidance: Strengthening Federal IT Portfolio Management. March
2013. https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2013/m-13-09.pdf

24 OMB M-15-14. Management and Oversight of Federal Information Technology. June 2015.
https://www.fai.gov/sites/default/files/2015-06-10-OMB-Memo-FITARA.pdf, 44 U.S.C. §3506. US Federal
Information Policy. Federal Agency Responsibilities. https://www.law.cornell.edu/uscode/text/44/3506
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b. Open data standards are used to the maximum extent possible when implementing IT
systems;

c. Appropriate measurements are used to evaluate the cost, schedule, and overall
performance variances of IT projects across the portfolio leveraging processes such as IT
investment management, enterprise architecture, and other agency IT or performance
management processes;?®

d. There are agency-wide policies and procedures for conducting IT investment reviews,
operational analyses, or other applicable performance reviews to evaluate IT resources,
including projects in development and ongoing activities;

e. Data and information needs are met through agency-wide data governance policies that
clearly establish the roles, responsibilities, and processes by which agency personnel
manage information as an asset and the relationships among technology, data, agency
programs, strategies, legal and regulatory requirements, and business objectives; and

f.  Unsupported information systems and system components are phased out as rapidly as
possible, and planning and budgeting activities for all IT systems and services
incorporate migration planning and resourcing to accomplish this requirement;

3. Ensure that the CIO is a member of governance boards that inform decisions regarding IT
resources to provide for early matching of appropriate information resources with program
objectives. The CIO may designate, in consultation with other senior agency officials, other
agency officials to act as their representative to fulfill aspects of this responsibility so long as the
ClIO retains accountability;

4. Require that information security and privacy be fully integrated into the system development
process;

5. Conduct TechStat reviews, led by the CIO, or use other applicable performance measurements
to evaluate the use of agency information resources. The CIO may recommend to the agency
head the modification, pause, or termination of any acquisition, investment, or activity that
includes a significant IT component based on the CIO’s evaluation, within the terms of the
relevant contracts and applicable regulations;

6. Establish and maintain a process for the CIO to regularly engage with program managers to
evaluate IT resources supporting each agency strategic objective. It shall be the CIO and
program managers’ shared responsibility to ensure that legacy and ongoing IT investments are
appropriately delivering customer value and meeting the business objectives of the agency and
the programs that support the agency; and

7. Measure performance in accordance with the GPRA Modernization Act and OMB Circular A-11,
Preparation, Submission, and Execution of the Budget.?®

Risk Management
Risk Identification
OMB Circular No. A-123 requires agencies to identify and assess risk as part of the agency’s risk
profile. A critical component of developing the risk profile is the determination by management

25 Federal Acquisition Streamlining Act of 1994. https://www.congress.gov/bill/103rd-congress/senate-
bill/1587 /text

26 OMB Circular A-130. Managing Information as a Strategic Resource. Policy. July 2016.
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/OMB/circulars/a130/a130revised.pdf
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of those risks in which the application of formal internal control activities is the appropriate risk
response.?’

Materiality
Management has responsibility in determining risk to achieving reporting objectives and aligning
the level of control activities to provide reasonable assurances over reporting.?®

Governance
The responsibilities of managing risks are shared throughout the Agency from the highest levels
of executive leadership to the service delivery staff executing Federal programs.?®

Risk Management Council

To provide governance for the risk management function, agencies may use a Risk Management
Council (RMC) to oversee the establishment of the Agency’s risk profile, regular assessment of
risk, and development of appropriate risk response. RMC structures will vary by Agency, and in
some cases may be integrated with existing management structures. An effective RMC will
include senior officials for program operations and mission-support functions to help ensure
those risks are identified which have the most significant impact on the mission outcomes of the
Agency. Should agencies choose to use an RMC, the RMC should be chaired by the Agency
[COO] or a senior official with responsibility for the enterprise. In cabinet-level Agencies this is
the Deputy Secretary.3°

Risk Profile

Agencies must maintain a risk profile. The primary purpose of a risk profile is to provide a
thoughtful analysis of the risks an Agency faces toward achieving its strategic objectives arising
from its activities and operations, and to identify appropriate options for addressing significant
risks. The risk profile must consider risks from a portfolio perspective and be approved by an
Agency’s RMC or equivalent.?!

Appropriate Content and Format
Agencies have discretion in terms of the appropriate content and format for their risk profiles;
however, in general risk profiles should include the following seven components:>3?

Identification of Objectives
Identification of Risk
Inherent Risk Assessment
Current Risk Response
Residual Risk Assessment
Proposed Risk Response

ok wNE

27 OMB M-18-16. Appendix A to OMB Circular No. A-123, Management of Reporting and Data Integrity Risk M-18-
16. June 2018. https://www.whitehouse.gov/wp-content/uploads/2018/06/M-18-16.pdf

2% OMB M-16-17. Circular A-123. Management’s Responsibility for Enterprise Risk Management and Internal
Control. July 2016. https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2016/m-16-17.pdf
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7. Proposed Action Category
Risk Identification
The identification of risk is a continuous and ongoing process. Once initial risks are identified, it
is important to re-examine risks on a regular basis to identify new risks or changes to existing
risks.3

Risk Response

As part of developing the risk profile, management must determine those risks for which the
appropriate response includes implementation of formal internal control activities as described
in Section Il of this guidance and which conform to the standards published by GAO in the
Green Book. Identification of the existing management process that will be used to implement
and monitor proposed actions. Those proposed actions that will be discussed with OMB as part
of the annual Strategic Review must be identified,3* as well as proposed actions to be
considered during formulation of the President’s Budget.®

Annual Reviews
After initial implementation, the agency’s risk profile must be discussed each year with OMB as
a component of the summary of findings from the Agency strategic review and FedSTAT.3®

Risk Governance and Internal Control

Agencies must have a Senior Management Council (SMC) to assess and monitor deficiencies in
internal control. This SMC may be a subset of the Risk Management Council; however, agencies
have discretion in determining the appropriate structure. A Senior Management Council may
include the [CFO], [Chief Human Capital Officer (CHCO)], [CIO], [CISO], [CAQ], Senior Agency
Official for Privacy, Designated Agency Ethics Official, and Performance Improvement Officer
and the managers of other program offices, must be involved in identifying and ensuring
correction of systemic material weaknesses relating to their respective programs.%’

Internal Control Sources of Information
The Agency’s assessment of internal control may be documented using a variety of information
sources to include:3®

e Management reviews and annual evaluations and reports related to information
technology, information security, and information resources pursuant to the Federal
Information Security Modernization Act of 2014 and OMB Circular No. A-130,
Responsibilities for Protecting Federal Information Resources;

34 OMB Circular A-11. Section 270, Performance and Strategic Reviews.
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/all current year/s270.pdf

35 OMB M-16-17. Circular A-123. Management’s Responsibility for Enterprise Risk Management and Internal
Control. July 2016. https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2016/m-16-17.pdf
36 OMB Circular A-11. Section 270, Performance and Strategic Reviews.
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/all current year/s270.pdf

37 OMB M-16-17. Circular A-123. Management’s Responsibility for Enterprise Risk Management and Internal
Control. July 2016. https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2016/m-16-17.pdf
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e Outputs of governance mechanisms for information technology resources published by
the Agency, pursuant to the “ClO Authorities” described in the Federal Information
Technology Acquisition Reform Act (FITARA).

Enterprise Risk Management (ERM) Requirements

All executive agencies are required by OMB Circular No. A-123 to integrate ERM processes and
internal controls and are required to include consideration of internal controls over reporting
[ICOR] in their annual assurance statement. This update aligns ICOR with existing OMB Circular
No. A123 ERM efforts. This framework for internal controls over reporting may be phased in
over several years as the agency’s ERM process matures. As an agency’s ERM process matures,
the agency risk profile may begin to identify and link some enterprise risks with formal internal
controls. As this integration occurs, management must include consideration of these controls in
the OMB Circular No. A-123 assurance process.

COVID-19 and Mission Delivery

In response to the national emergency for COVID-19, agencies are directed to use the breadth of
available technology capabilities to fulfill service gaps and deliver mission outcomes. The [Harnessing
Technology to Support Mission Continuity] “frequently asked questions” are intended to provide
additional guidance and further assist the IT workforce as it addresses impacts due to COVID-19.
Additional technology related questions should be directed to the Office of the Federal CIO at
OFCIO@omb.eop.gov. OMB will continue to provide updates and additional information as needed to
support the resiliency of agency missions.*°

Program Management

Program Management Improvement Accountability Act (PMIAA) Implementing Strategy 1 -
Coordinated Governance: Overview of Organizational Changes

The PMIAA [established] a new governance structure and function at agencies for advancing the
practice of [program/project management (P/PM)] across the Federal Government. This section
provides guidance to agencies by describing how agency COOs should integrate P/PM as a component of
the agencies’ broader management capabilities, providing the role and responsibilities of the PMIO, and
defining the functions and composition of the PMPC.

Roles and Functions of the Program Management Improvement Officer (PMIO)

Improvements in program management should lead to improved program performance and
effectiveness that advance progress towards the achievement of agency strategic goals and objectives.
In order to enhance and coordinate the practice and application of program management at agencies,
PMIOs will:#

e Collaborate with and support CIOs to ensure IT programs and projects have trained and
qualified program and project managers with the appropriate qualifications per the

3% OMB M-18-16. Appendix A to OMB Circular No. A-123, Management of Reporting and Data Integrity Risk M-18-
16. June 2018. https://www.whitehouse.gov/wp-content/uploads/2018/06/M-18-16.pdf

40 OMB M-20-19. Harnessing Technology to Support Mission Continuity. March 2020.
https://www.whitehouse.gov/wp-content/uploads/2020/03/M-20-19.pdf

41 OMB M-18-19. Improving the Management of Federal Programs and Projects through Implementing the
Program Management Improvement Accountability Act (PMIAA). Appendix 2. June 2018.
https://www.whitehouse.gov/wp-content/uploads/2018/06/M-18-19.pdf
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approved Federal IT PM Guidance Matrix and to enforce FITARA, OMB Memorandum
M-04-19, and OMB Memorandum M-10-27 policy for IT programs.

Implementing Acquisition Portfolio Reviews: Acquisition Program Management

Several laws, regulations, and policies have provided direction for acquisition program management,
including provisions in the Federal Acquisition Streamlining Act (FASA), the Clinger-Cohen Act, OMB's
Capital Programming Guide, and Part 34 of the Federal Acquisition Regulation (FAR). Agencies have
developed detailed policies and procedures to implement these requirements, but too often, this
guidance has not been reflected adequately in agency governance structures and protocols.

Identifying IT Programs vs. Non-IT Programs

Reviews of major acquisitions supporting IT programs shall build on portfolio reviews conducted
pursuant to FITARA, 44 U.S.C. § 11319. Programs shall be considered IT programs if the investment
scope is primarily information technology as defined in FAR Subpart 2.1. Programs with embedded
systems or small IT components shall be considered non-IT, but collaboration with ClOs is expected for
any significant components of the investment that involve IT.%?

Portfolio Management

Integrated Data Collection (IDC)

[OMB established] an Integrated Data Collection channel for agencies to report structured
information. Agencies will use this channel to report agency progress in meeting IT strategic
goals, objectives and metrics as well as cost savings and avoidances resulting from IT
management actions. This data includes information previously reported by agencies as well as
data which agencies [should have reported] by May 15, 2013 and then update every three
months thereafter. Subsequent updates will be on the last day of August, November, and
February of subsequent fiscal years. Appendix B provides more detail on this Integrated Data
Collection and a link to reporting instructions and guidance for the May 15, 2013 deadline. This
Integrated Data Collection will draw on information previously reported under PortfolioStat, the
FDCCI, the Federal Digital Government Strategy, quarterly Federal Information Security
Management Act metrics, the Federal IT Dashboard, and selected human resource, financial
management, and procurement information requested by OMB.*

PortfolioStat Sessions

In support of this review process, Agency [COO], on an annual basis, shall be required to lead an
agency-wide IT portfolio review within their respective organization (PortfolioStat). A
PortfolioStat session is a face-to-face, evidence-based review (e.g., including data on commodity
IT investments, potential duplications, investments that do not appear to be well aligned to
agency missions or business functions, etc.) of an agency’s IT portfolio.

“2 |bid, Appendix 5.
43 OMB M-13-09. Fiscal Year 2013 PortfolioStat Guidance: Strengthening Federal IT Portfolio Management. March
2013. https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2013/m-13-09.pdf
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ClOs, CFOs, and CAOs must support the PortfolioStat process by providing the necessary data
and analysis, attending the PortfolioStat meeting, and support all decisions made through the
process. This is necessary so that the portfolio-wide review results in concrete actions to
maximize the investment in mission and support IT, consolidate the acquisition and
management of commodity IT, reduce duplication, and eliminate waste.

To support this process, OMB is requiring that each agency take the following actions:**

Designate Lead for Initiative

Complete a High-Level IT Portfolio Survey

Establish a Commodity IT Investment Baseline

Submit a Draft Plan to Consolidate Commodity IT

Hold PortfolioStat Session

Submit a Final Plan to Consolidate Commodity IT

Migrate at Least Two Duplicative Commodities IT Services
Document Lessons Learned

Agency PortfolioStat Conduct

PortfolioStat is a data-driven tool that agencies use to assess the current maturity of their IT
portfolio management processes and select PortfolioStat action items to strengthen their IT
portfolio. Covered agencies shall hold PortfolioStat sessions on a quarterly basis with OMB, the
agency CIO, and other attendees.*

Data Management

Code Inventories and Discovery Inventories

Code Inventories and Discovery Inventories are a means of discovering information such as the
functionality and location of potentially reusable or releasable custom-developed code. Within
120 days of the publication date of [the Federal Source Code Policy], each agency [should have
updated]—and thereafter keep up to date—its inventory of agency information resources to
include an enterprise code inventory that lists custom-developed code for or by the agency after
the publication of this policy. Each agency’s inventory will be reflected on Code.gov. The
inventory will indicate whether the code is available for Federal reuse, is available publicly as
0SS, or cannot be made available due to a specific exception listed in this policy. Agencies shall
fill out this information based on a metadata schema that OMB will provide on Code.gov.*

Open Source Software Policy

4 OMB M-12-10. Implementing PortfolioStat. March 2012.
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2012/m-12-10 1.pdf

4 These sessions were previously annual and required the attendance of the agency deputy secretary, see OMB
M-12-10. March 2012. https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2012/m-12-

10 _1.pdf, OMB M-13-09. March 2013.
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2013/m-13-09.pdf, OMB M-14-08.
June 2015. https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2014/m-14-08.pdf

46 OMB M-16-21. Federal Source Code Policy: Achieving Efficiency, Transparency, and Innovation through Reusable
and Open Source Software. August 2016.
https://obamawhitehouse.archives.gov/sites/default/files/omb/memoranda/2016/m 16 21.pdf
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As appropriate, Senior Agency Officials should also work with the agency’s public affairs staff,
open government staff, web manager or digital strategist, program owners, and other
leadership to properly identify, publish, and collaborate with communities on their Open Source
Software (OSS) projects.*” Each agency’s CIO—in consultation with the agency’s CAO—shall
develop an agency-wide policy that addresses the requirements of this document. For example,
the policy should address how the agency will ensure that an appropriate alternatives analysis
has been conducted before considering the acquisition of an existing commercial solution or a
custom-developed solution. In accordance with OMB guidance, these policies will be posted
publicly. Moreover, within 90 days of the publication date of this policy, each agency’s CIO office
[should have corrected or amended] any policies that are inconsistent with the requirements of
this document, including the correction of policies that automatically treat OSS as
noncommercial software.*

Open Data Policy

The Clinger-Cohen Act of 1996 assigns agency ClOs statutory responsibility for promoting the
effective and efficient design and operation of all major Information Resources Management
(IRM) processes within their agency. Accordingly, agency heads must ensure that CIOs are
positioned with the responsibility and authority to implement the requirements of the Open
Data Policy Memorandum in coordination with the agency’s [CAO], [CFO], Chief Technology
Officer, Senior Agency Official for Geospatial Information, Senior Agency Official for Privacy
(SAQP), [CISO], [Senior Agency Official for Records Management (SAORM)], and Chief Freedom
of Information Act (FOIA) Officer. The CIO should also work with the agency’s public affairs staff,
open government staff, web manager or digital strategist, program owners and other
leadership, as applicable.*

4 Ibid.
8 |bid.

49 OMB M-13-13. Open Data Policy-Managing Information as an Asset. May 2013.
https://obamawhitehouse.archives.gov/sites/default/files/omb/memoranda/2013/m-13-13.pdf
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1.2 IT Strategic Planning

1.2.1 CIO Responsibilities - Laws and Executive Orders

ClOs are responsible for strategic planning for all IT management functions. This section lists the
statutory responsibilities of ClOs related to strategic planning. The statutory language is directly pulled
from applicable laws and executive orders. These statutory responsibilities are then implemented
through OMB guidance and guidance from other government-wide organizations. This language, along
with the language in other sections under the heading “ClO Responsibilities - Laws and Executive
Orders,” defines the CIO role and gives the CIO their statutory mandate.

General Responsibilities
Planning, programming, budgeting, and execution authorities for ClOs:

1. The head of each covered agency other than the Department of Defense shall ensure that the
[CIO] of the agency has a significant role in:

a.  The decision processes for all annual and multi-year planning, programming, budgeting,
and execution decisions, related reporting requirements, and reports related to
information technology; and

b.  The management, governance, and oversight processes related to information
technology.*

Chief Information Officer (CIO)

The CIO of an agency listed in section 901(b) of title 31... annually, as part of the strategic planning and
performance evaluation process required (subject to section 1117 of title 31) under section 306 of title 5
and sections 1105(a)(28), 1115-1117, and 9703 (as added by section 5(a) of the Government
Performance and Results Act of 1993 (Public Law 103—62, 107 Stat. 289)) of title 31—(C) develops
strategies and specific plans for hiring, training, and professional development to rectify any deficiency
in meeting those requirements; and (D) reports to the head of the agency on the progress made in
improving information resources management capability.*!

1.2.2 CIO Responsibilities - OMB Guidance

This section consists of language from OMB guidance that further demarcates, expands upon, or
otherwise clarifies the responsibilities of agency ClOs with regards to strategic planning. See sections on
OMB Memoranda and OMB Circulars for more information about these forms of OMB guidance. See
sections on OIG and GAO to review how compliance with these documents is measured.

Streamlining of Agency Reporting
To improve the outcomes of PortfolioStat and to advance agency IT portfolio management, OMB is
consolidating previously collected IT plans, reports and data calls into four primary collection channels:

50 40 U.S.C. §11319. Responsibility for Acquisitions of Information Technology. Resources, Planning, and Portfolio
Management. https://uscode.house.gov/view.xhtml?req=(title:40%20section:11319%20edition:prelim)
5140 U.S.C. §11315. Agency Chief Information Officer. https://www.law.cornell.edu/uscode/text/40/11315
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Information Resources Management (IRM) Strategic Plans, Capital Planning and Investment Control
(CPIC), Enterprise Roadmap and Integrated Data Collection.

Information Resources Management (IRM) Strategic Plans

According to Circular A-130, “Information Resources Management (IRM) Strategic Plans should
support the agency Strategic Plan required in OMB Circular A-11, and provide a description of
how information resources management activities help accomplish agency missions, and ensure
that information resource management decisions are integrated with organizational planning,
budget, procurement, financial management, human resources management, and program
decisions.”>? In addition to requirements established in OMB Circular A-130, IRM Strategic Plans
must now be signed by the Agency COO. At “each agency the deputy head of agency, or
equivalent, shall be the [COO] and as needed the head of the agency may make adjustments to
the strategic plan to reflect significant changes in the environment in which the agency is
operating with appropriate notification of Congress.”>

[Agencies are] required to address the specific requirements that are defined in Appendix A of
OMB Memorandum M-13-09.>*

Capital Planning and Investment Control (CPIC)

CPIC is a structured approach to managing IT investments. CPIC ensures that IT investments
align with the agency’s mission, strategic goals, and objectives, and support business needs,
while minimizing risks and maximizing returns throughout the investment’s life cycle. CPIC relies
on systematic selection, control, and continual evaluation processes to ensure that the
investment’s objectives are met effectively.

Investments in IT can dramatically enhance organizational performance. When carefully
managed, IT becomes a critical enabler to improve business processes, makes information
widely available, and reduces the cost of providing essential Government services. As IT rapidly
evolves, the challenge of realizing its potential benefits also becomes much greater.

Congress and OMB have clearly stated that each executive agency must actively manage its IT
program to provide assurances that technology expenditures are necessary and shall result in
demonstrated improvements in mission effectiveness and customer service. The Clinger-Cohen
Act (CCA) of 1996, Public Law 104 — 106, legislatively mandates that IT investments be prudently
managed.

[Agency investment estimates] should reflect the Administration’s commitment to Information
Technology (IT) investments that directly support agency missions as identified in the agency’s
Information Resources Management (IRM) Strategic Plan, specified in OMB Circular A-130,
which should fully describe all IT resources at the agency, be prepared in a manner consistent
with the CIO role and CIO review described on page 11 of OMB memorandum M-15-14

52 OMB Circular A-130. Managing Information as a Strategic Resource. Policy. July 2016.
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/OMB/circulars/a130/a130revised.pdf

53 public Law 107-296. GPRA Modernization Act of 2010. Agency Strategic Plans.
https://www.govinfo.gov/content/pkg/BILLS-111hr2142enr/pdf/BILLS-111hr2142enr.pdf

54 OMB M-13-009. Fiscal Year 2013 PortfolioStat Guidance: Strengthening Federal IT Portfolio Management. March
2013. https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2013/m-13-09.pdf
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Management and Oversight of Federal Information Technology,* including the certification
statements described in section 51.3, and be consistent with the Federal IT Acquisition Reform
Act (FITARA) and other relevant laws as described by instructions in sections 51.19 and 55.°°

Enterprise Roadmap

In alighnment with the IRM Strategic Plan, the Enterprise Roadmap documents an agency’s
current and future views of its business and technology environment from an architecture
perspective. It does so by reflecting the implementation of new or updated business capabilities
and enabling technologies that support the agency’s strategic goals and initiatives. It also
contains a transition plan to show the sequence of actions needed to implement the IRM
Strategic plan. Moreover, it focuses on increasing shared approaches to IT service delivery
across mission, support, and commodity areas.

See also Appendix A, Additional Information Resources Management (IRM) Strategic Plan and
Enterprise Roadmap Reporting Requirements.>’

Integrated Data Collection (IDC)

[OMB established] an Integrated Data Collection channel for agencies to report structured
information. Agencies will use this channel to report agency progress in meeting IT strategic
goals, objectives and metrics as well as cost savings and avoidances resulting from IT
management actions. This data includes information previously reported by agencies as well as
data which agencies [should have reported] by May 15, 2013 and then update every three
months thereafter. Subsequent updates will be on the last day of August, November, and
February of subsequent fiscal years. Appendix B provides more detail on this Integrated Data
Collection and a link to reporting instructions and guidance for the May 15, 2013 deadline. This
Integrated Data Collection will draw on information previously reported under PortfolioStat, the
FDCCI, the Federal Digital Government Strategy, quarterly Federal Information Security
Management Act metrics, the Federal IT Dashboard, and selected human resource, financial
management, and procurement information requested by OMB.>®

Open Data Policy Requirements

Agencies management of information resources must begin at the earliest stages of the planning
process, well before information is collected or created. Early strategic planning will allow the Federal
Government to design systems and develop processes that unlock the full value of the information and
provide a foundation from which agencies can continue to manage information throughout its life cycle.

Build Information Systems to Support Interoperability and Information Accessibility

Through their acquisition and technology management processes, agencies must build or modernize
information systems in a way that maximizes interoperability and information accessibility, to the extent
practicable and permitted by law. Agencies must exercise forethought when architecting, building, or
substantially modifying an information system to facilitate public distribution, where appropriate. In

55 Management and Oversight of Federal Information Technology. https://management.cio.gov/

56 OMB Circular A-11. Preparing, Submitting and Executing the Budget. July 2020.
https://www.whitehouse.gov/wp-content/uploads/2018/06/a1l.pdf

>’ Ibid.

58 OMB M-13-09. Fiscal Year 2013 PortfolioStat Guidance: Strengthening Federal IT Portfolio Management. March
2013. https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2013/m-13-09.pdf
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addition, the agency’s CIO must validate that the following minimum requirements have been
incorporated into acquisition planning documents and technical design for all new information systems
and those preparing for modernization, as appropriate:

e The system design must be scalable, flexible, and facilitate extraction of data in multiple formats
and for a range of uses as internal and external needs change, including potential uses not
accounted for in the original design. In general, this will involve the use of standards and
specifications in the system design that promote industry best practices for information sharing,
and separation of data from the application layer to maximize data reuse opportunities and
incorporation of future application or technology capabilities, in consultation with the best
practices found in Project Open Data.*®

e The 21% Century Integrated Digital Experience Act (IDEA)®® aims to improve the digital
experience for government customers and reinforces existing requirements for federal public
websites. Specifically, the Act requires all executive branch agencies to

a. Modernize their websites,

Digitize services and forms,

Accelerate use of e-signatures,

Improve customer experience,

Standardize and transition to centralized shared services, and

Comply with website standards using the U.S Web Design Systems®?.

-0 oooT

1.2.3 Agency IT Authorities - Laws and Executive Orders

This section consists of IT authorities assigned to agencies in laws and executive orders which directly or
indirectly task the CIO with duties or responsibilities pertaining to IT strategic planning. The statutory
language is directly pulled from the applicable laws and executive orders. In most cases, the heads of
agencies delegate all IT management responsibilities to the CIO, but some functions are explicitly
assigned to more than one person (e.g. the ClO in consultation with the CFO). See individual agency
policies to determine how instances of dual responsibility are implemented and executed, and what
tasks (if any) are required of the agency head but not delegated to the CIO.

Agency Strategic Plans

Not later than the first Monday in February of any year, following the year in which the term of the
President commences under section 101 of title 3, the head of each agency shall make available on the
public website of the agency a strategic plan and notify the President and Congress of its availability.®?

Such plan shall contain:

1. A comprehensive mission statement covering the major functions and operations of the agency;

59 OMB M-13-13. Open Data Policy-Managing Information as an Asset. May 2013.
https://obamawhitehouse.archives.gov/sites/default/files/omb/memoranda/2013/m-13-13.pdf

60 H.R.5759 - 21st Century Integrated Digital Experience Act. https://www.congress.gov/bill/115th-
congress/house-bill/5759/text

61 GSA. U.S. Web Design System (USWDS). https://designsystem.digital.gov/

625 U.5.C. §306. Agency Strategic Plans. https://www.govinfo.gov/app/details/USCODE-2014-title5/USCODE-2014-
title5-partl-chap3-sec306
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2. General goals and objectives, including outcome-oriented goals, for the major functions and
operations of the agency;

3. A description of how any goals and objectives contribute to the Federal Government priority
goals required by section 1120(a) of title 31;

4. A description of how the goals and objectives are to be achieved, including:

a. A description of the operational processes, skills and technology, and the human,
capital, information, and other resources required to achieve those goals and objectives;
and

b. A description of how the agency is working with other agencies to achieve its goals and
objectives as well as relevant Federal Government priority goals.

1.2.4 Agency IT Authorities - OMB Guidance

This section consists of language from OMB guidance that further demarcates, expands upon, or clarifies
IT authorities assigned to agencies. This language directly or indirectly tasks the CIO with duties or
responsibilities pertaining to IT strategic planning. See sections on OMB Memoranda and OMB Circulars
for more information about these forms of OMB guidance. See sections on OIG and GAO to review how
compliance with policies is measured.

Strategic Planning

In support of agency missions and business needs, and as part of the agency’s overall strategic and
performance planning processes, agencies shall develop and maintain an Information Resources
Management (IRM) Strategic Plan that describes the agency’s technology and information resources
goals, including but not limited to, the processes described in this Circular. The IRM Strategic Plan must
support the goals of the Agency Strategic Plan required by the Government Performance and Results
Modernization Act of 2010.%

Enterprise Architecture (EA)

Agency shall develop an enterprise architecture (EA) that describes the baseline architecture,
target architecture, and a transition plan to get to the target architecture. The agency’s EA shall
align to their IRM Strategic Plan. The EA should incorporate agency plans for significant
upgrades, replacements, and disposition of information systems when the systems can no
longer effectively support missions or business functions.®

Identification of Objectives

Risk must be analyzed in relation to achievement of the strategic objectives established in the
Agency strategic plan (See OMB Circular No. A-11, Section 230), as well as risk in relation to
appropriate operational objectives. Specific objectives must be identified and documented to
facilitate identification of risks to strategic, operations, reporting, and compliance.®

83 Circular A-130. Managing Information as a Strategic Resource. July 2016.
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/OMB/circulars/a130/a130revised.pdf

64 Ibid, Inventories.

85 Circular A-123. Management’s Responsibility for Enterprise Risk Management and Internal Control. July 2016.
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2016/m-16-17.pdf
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Strategic Planning Purpose

An agency’s strategic goals and objectives should be used to align resources and guide decision-
making to accomplish priorities to improve outcomes. It should inform agency decision-making
about the need for major new acquisitions, information technology, strategic human capital
planning, evaluations, and other evidence-building and evidence-capacity building investments.
Strategic Plans can also help agencies invite ideas and stimulate innovation to advance agency
goals. The Strategic Plan should support planning across organizational operating units and
describe how agency components are working toward common results. Agencies should plan to
address the content as established in section 210 when establishing a new or updated Agency
Strategic Plan, and should use findings from strategic reviews as well as the development of
enterprise risk management profiles and their analysis of risks to help the agency identify the
most effective long-term strategies. Additionally, the [Foundations for Evidence-Based Policy
Making Act] requires the agency's Strategic Plan include a separate section on evidence-
building, referred to as the Learning Agenda as well as a Capacity Assessment. See section 290
for additional guidance describing the relationship of agency Learning Agendas to the Agency
Strategic Plan.®®

Information Resources Management (IRM) Strategic Plans

Agencies are required to submit Information Resources Management (IRM) Strategic Plans
which should fully align with the current Agency Strategic Plan and shall be reviewed annually
alongside the Annual Performance Plan Reviews, required by the GPRA Modernization Act, to
determine if there are any performance gaps or changes to mission needs, priorities, or goals.
IRM Strategic Plans should be updated to align with Agency Strategic Plans as specified in A-11
section 230.4. Agencies should identify where they are making investments and performing
activities in support of 44 U.S.C. 3506. At a minimum, agencies should include Open Data Plans
to demonstrate how they are supporting priority data improvements that support agency goals
and missions. Open Data Plans support agency compliance with the statutory requirements
described in 44 U.S.C. 3506 per the Foundations for Evidence-Based Policymaking Act of 2018
(Public Law 115-435). Pursuant to 44 U.S.C. 3506, agencies are required to describe how
information resources management activities help accomplish agency missions; this includes but
is not limited to developing an open data plan that is updated annually and made publicly
available on the website of the agency.®’

Policy Requirements

Agencies management of information resources must begin at the earliest stages of the
planning process, well before information is collected or created. Early strategic planning will
allow the Federal Government to design systems and develop processes that unlock the full
value of the information and provide a foundation from which agencies can continue to manage
information throughout its life cycle.

Collect or create information in a way that supports downstream information processing and
dissemination activities. Consistent with OMB Circular A-130, agencies must consider, at each

6 OMB Circular A-11. Preparation, Submission, and Execution of the Budget. Agency Strategic Planning.
https://www.whitehouse.gov/wp-content/uploads/2018/06/a1l.pdf

57 OMB Circular A-11. Preparation, Submission, and Execution of the Budget. Information Technology investments.
https://www.whitehouse.gov/wp-content/uploads/2018/06/a1l.pdf
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stage of the information life cycle, the effects of decisions and actions on other stages of the life
cycle. Accordingly, to the extent permitted by law, agencies must design new information
collection and creation efforts so that the information collected or created supports
downstream interoperability between information systems and dissemination of information to
the public, as appropriate, without the need for costly retrofitting.

Build Information Systems to Support Interoperability and Information Accessibility

Through their acquisition and technology management processes, agencies must build or modernize
information systems in a way that maximizes interoperability and information accessibility, to the extent
practicable and permitted by law.

[Data Center Optimization Initiative] Strategic Plans

In accordance with FITARA, each agency head shall annually publish a [Data Center Optimization
Initiative (DCOI) Strategic Plan] to describe the agency’s consolidation and optimization strategy until
[the date the policy sunsets].®® The National Defense Authorization Act of 2020 extended these
requirements through October 1, 2022.7° The DCOI Strategic Plan and milestones described below
replace existing requirements for data center consolidation plans.

Agencies’ DCOI Strategic Plans must include, at a minimum, the following:

1. Planned and achieved performance levels for each optimization metric, by year;

Planned and achieved closures, by year;

3. An explanation for any optimization metrics and closures for which the agency did not meet the
planned level in a previous Strategic Plan;

4. Year-by-year calculations of target and actual agency-wide spending and cost savings on data
centers through the sunset of this policy, including:
A description of any initial costs for data center consolidation and optimization; and
Life cycle cost savings and other improvements (including those beyond the sunset of this policy,
if applicable).

5. Historical costs, cost savings, and cost avoidances due to data center consolidation and
optimization; and

6. A statement from the agency CIO stating whether the agency has complied with all reporting
requirements in this memorandum and the data center requirements of FITARA. If the agency
has not complied with all reporting requirements, the agency must provide a statement
describing the reasons for not complying.

N

58 OMB M-13-13. Open Data Policy-Managing Information as an Asset. May 2013.
https://obamawhitehouse.archives.gov/sites/default/files/omb/memoranda/2013/m-13-13.pdf

59 OMB M-19-19. Update to Data Center Optimization Initiative. June 2019. https://www.whitehouse.gov/wp-
content/uploads/2019/06/M-19-19-Data-Centers.pdf

70 public Law 116-192. National Defense Authorization Act for Fiscal Year 2020.
https://www.congress.gov/116/plaws/publ92/PLAW-116publ92.pdf
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1.3 IT Workforce

1.3.1 CIO Responsibilities - Laws and Executive Orders

ClOs are responsible for assessing agency IT workforce needs and developing strategies and plans for
meeting those needs. This section lists the statutory responsibilities of CIOs related to the IT workforce.
The statutory language is directly pulled from applicable laws and executive orders. These statutory
responsibilities are then implemented through OMB guidance and guidance from other government-
wide organizations. This language, along with the language in other sections under the heading “CIO
Responsibilities - Laws and Executive Orders,” defines the CIO role and gives the CIO their statutory
mandate.

Personnel-Related Authority

Notwithstanding any other provision of law, for each covered agency... the [CIO] of the covered agency
shall approve the appointment of any other employee with the title of [CIO], or who functions in the
capacity of a [CIO], for any component organization within the covered agency.”

The [CIO] of an agency (A) assesses the requirements established for agency personnel regarding
knowledge and skill in information resources management and the adequacy of those requirements for
facilitating the achievement of the performance goals established for information resources
management; (B) assesses the extent to which the positions and personnel at the executive level of the
agency and the positions and personnel at management level of the agency below the executive level
meet those requirements.”?

The head of each agency shall designate a [CIO] who shall report directly to such agency head to carry
out the responsibilities of the agency under this subchapter.”

Knowledge and Skills for IT Personnel
The CIO assesses and advises the agency head regarding knowledge and skill standards established for
agency IT personnel.”

7140 U.S.C. §319(b)(2). Additional easement authority. https://www.govinfo.gov/app/details/USCODE-1997-
title40/USCODE-1997-title40-chap4-sec319/context

7240 U.S.C. §11315. Responsibility for Acquisitions of Information Technology. Agency Chief Information Officer.
https://www.law.cornell.edu/uscode/text/40/11315

7344 U.S.C. §3506. US Federal Information Policy. Federal Agency Responsibilities.
https://www.law.cornell.edu/uscode/text/44/3506

7440 U.S.C. §11315(c)(3). Agency Chief Information Officer. Duties and Qualifications.
https://www.law.cornell.edu/uscode/text/40/11315 & EO 13833. Enhancing the Effectiveness of Agency Chief
Information Officers. May 2018. https://www.federalregister.gov/documents/2018/05/18/2018-10855/enhancing-
the-effectiveness-of-agency-chief-information-officers
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1.3.2 CIO Responsibilities - OMB Guidance

This section consists of language from OMB guidance that further demarcates, expands upon, or
otherwise clarifies the responsibilities of agency ClOs with regards to the IT workforce. See sections on
OMB Memoranda and OMB Circulars for more information about these forms of OMB guidance. See
sections on OIG and GAO to review how compliance with policies is measured.

ClO Approves [Component/Bureau] CIOs

The CIO shall be involved in the recruitment and shall approve the selection of any new bureau CIO
(includes bureau leadership with CIO duties but not title-see definitions). The title and responsibilities of
current bureau ClIOs may be designated or transferred to other agency personnel by the agency head or
his or her designee as appropriate, and such decisions may take into consideration recommendations
from the agency Cl0.7®

Bureau IT Leadership Directory

The CIO and [CHCO] will conduct a survey of all bureau ClOs; and CIO and CHCO will jointly publish a
dataset identifying all bureau officials with title of ClO or duties of a CIO. This [should have] been posted
as a public dataset based on instructions in the IDC by August 15, 2015 and kept up to date thereafter.
The report will identify for each:

Employment type (e.g., GS, SES, SL, ST, etc.)
Type of appointment (e.g., career, appointed, etc.)
Other responsibilities (e.g., full-time CIO or combination CIO/CFO). Evaluation “rating officia
(e.g., bureau head, other official)
e Evaluation “reviewing official” (if used)

III

Whether [agency] CIO identifies this bureau CIO as a “key bureau CIO” and thus requires the [agency]
ClO to provide the rating official input into the agency-wide critical element(s) described in IT
Workforce.

IT Workforce

The CIO and CHCO will develop a set of competency requirements for IT staff, including IT leadership
positions, and develop and maintain a current workforce planning process to ensure the
department/agency can:

e Anticipate and respond to changing mission requirements;

e Maintain workforce skills in a rapidly developing IT environment; and
e Recruit and retain the IT talent needed to accomplish the mission.

1.3.3 Agency IT Authorities - Laws and Executive Orders

This section consists of IT authorities assigned to agencies in laws and executive orders which directly or
indirectly task the CIO with duties or responsibilities pertaining to the IT workforce. The statutory

7> OMB M-15-14. Management and Oversight of Federal Information Technology. June 2015.
https://obamawhitehouse.archives.gov/sites/default/files/omb/memoranda/2015/m-15-14.pdf
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language is directly pulled from the applicable laws and executive orders. In most cases, the heads of
agencies delegate all IT management responsibilities to the CIO, but some functions are explicitly
assigned to more than one person (e.g. the CIO in consultation with the CFO). See individual agency
policies to determine how instances of dual responsibility are implemented and executed, and what
tasks (if any) are required of the agency head but not delegated to the CIO.

Knowledge and Skill Standards for IT Personnel
The head of each covered agency shall take all necessary and appropriate action to ensure that:”®

1. The CIO assesses and advises the agency head regarding knowledge and skill standards
established for agency IT personnel;

2. The established knowledge and skill standards are included in the performance standards and
reflected in the performance evaluations of all component ClOs, and that the CIO is responsible
for that portion of the evaluation; and

3. All component ClOs apply those standards within their own components.

1.3.4 Agency IT Authorities - OMB Guidance

This section consists of language from OMB guidance that further demarcates, expands upon, or clarifies
IT authorities assigned to agencies. This language directly or indirectly tasks the CIO with duties or
responsibilities pertaining to the IT workforce. See sections on OMB Memoranda and OMB Circulars for
more information about these forms of OMB guidance. See sections on OIG and the GAO to review how
compliance with policies is measured.

Leadership and Workforce
Agency Shall:

1. Require that the [CHCO], CIO, CAO, and SAOP develop a set of competency requirements for
information resources staff, including program managers, information security, privacy, and IT
leadership positions, and develop and maintain a current workforce planning process to ensure
that the agency can:

a. Anticipate and respond to changing mission requirements;
b. Maintain workforce skills in a rapidly developing IT environment; and
c. Recruit and retain the IT talent needed to accomplish the mission.””

76 EO 13833. Enhancing the Effectiveness of Agency Chief Information Officers. May 2018.
https://www.federalregister.gov/documents/2018/05/18/2018-10855/enhancing-the-effectiveness-of-agency-
chief-information-officers

77 OMB Circular A-130. Managing Information as a Strategic Resource. Page 10.
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/OMB/circulars/a130/a130revised.pdf
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1.4 IT Budgeting

1.4.1 CIO Responsibilities - Laws and Executive Orders

ClOs are responsible for the processes for all annual and multi-year IT planning, programming, and
budgeting decisions. This section lists the statutory responsibilities of ClIOs related to budgeting. The
statutory language is directly pulled from applicable laws and executive orders. These statutory
responsibilities are then implemented through OMB guidance and guidance from other government-
wide organizations. This language, along with the language in other sections under the heading “CIO
Responsibilities — Laws and Executive Orders,” defines the CIO role and gives the CIO their statutory
mandate.

General Responsibilities

The head of each covered agency... shall ensure that the [CIO] of the agency has a significant role in (i)
the decision processes for all annual and multiyear planning, programming budgeting, and execution
decisions.””®

Budget Formulation

The Director of [OMB] shall require in the annual information technology capital planning guidance of
the [OMB] the following: (i) That the [CIO] of each covered agency... approve the information
technology budget request of the covered agency.”

1.4.2 CIO Responsibilities — OMB Guidance

This section consists of language from OMB guidance that further demarcates, expands upon, or
otherwise clarifies the responsibilities of agency ClOs with regards to IT budgeting. See sections on OMIB
Memoranda and OMB Circulars for more information about these forms of OMB guidance. See sections
on OIG and GAO to review how compliance with these documents is measured.

Visibility of IT Resource Plans/Decisions to CIO

The [CFO] and CIO jointly shall define the level of detail with which IT resource levels are described
distinctly from other resources throughout the planning, programming, and budgeting stages. This
should serve as the primary input into the IT capital planning and investment control documents
submitted with the budget (formerly Exhibits 53 and 300).%°

CIO Role in Pre-Budget Submission for Programs that Include IT and Overall Portfolio

The agency head shall ensure the agency-wide budget development process includes the CFO, [CAOQ],
and CIO in the planning, programming, and budgeting stages for programs that include IT resources (not
just programs that are primarily IT oriented). The agency head, in consultation with the CFO, CIO, and

78 40 U.S.C. §11319(b)(1)(A). Responsibility for Acquisitions of Information Technology. Resources, planning, and
portfolio management. Additional Authorities for Chief Information Officers.
https://uscode.house.gov/view.xhtm|?req=(title:40%20section:11319%20edition:prelim)

79 |bid, Budget Formulation.

80 OMB M-15-14. Management and Oversight of Federal Information Technology. June 2015.
https://obamawhitehouse.archives.gov/sites/default/files/omb/memoranda/2015/m-15-14.pdf
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program leadership, shall define the processes by that program leadership works with the CIO to plan an
overall portfolio of IT resources that achieve program and business objectives and to develop sound
estimates of the necessary IT resources for accomplishing those objectives.?!

ClIO Role in Planning Program Management

The CIO shall be included in the internal planning processes for how the agency uses IT resources to
achieve its objectives. The CIO shall approve the IT components of any plans, through a process defined
by the agency head that balances IT investments with other uses of agency funding. This includes CIO
involvement with planning for IT resources at all points in their lifecycle, including operations and
disposition or migration.??

ClO Review/Approve Major IT Investment Budget Request
Agency budget justification materials in their initial budget submission to OMB shall include a statement
that affirms:

e The CIO has reviewed and approves the major IT investments portion of this budget request; the
CFO and CIO jointly affirm that the CIO had a significant role in reviewing planned IT support for
major program objectives and significant increases and decreases in IT resources; and

e The IT Portfolio (formerly Exhibit 53) includes appropriate estimates of all IT resources included
in the budget request.®

Capital Planning and Investment Control (CPIC)

CPIC is a structured approach to managing IT investments. CPIC ensures that IT investments align with
the agency’s mission, strategic goals, and objectives, and support business needs, while minimizing risks
and maximizing returns throughout the investment’s life cycle. CPIC relies on systematic selection,
control, and continual evaluation processes to ensure that the investment’s objectives are met
effectively.

Investments in IT can dramatically enhance organizational performance. When carefully managed, IT
becomes a critical enabler to improve business processes, makes information widely available, and
reduces the cost of providing essential Government services. As IT rapidly evolves, the challenge of
realizing its potential benefits also becomes much greater.

Congress and OMB have clearly stated that each executive agency must actively manage its IT program
to provide assurances that technology expenditures are necessary and shall result in demonstrated
improvements in mission effectiveness and customer service. The Clinger-Cohen Act (CCA) of 1996,
Public Law 104 — 106, legislatively mandates that IT investments be prudently managed.

[Agency investment estimates] should reflect the Administration’s commitment to information
technology (IT) investments that directly support agency missions as identified in the agency’s
Information Resources Management (IRM) Strategic Plan, specified in OMB Circular A-130, which should
fully describe all IT resources at the agency, be prepared in a manner consistent with the CIO role and
ClO review described on page 11 of OMB memorandum M-15-14 Management and Oversight of Federal

81 |bid.
82 |bid.
83 |bid.
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IT, including the certification statements described in section 51.3, and be consistent with FITARA and
other relevant laws as described by instructions in sections 51.19 and 55.%*

Agency Software Strategies — Centralizing and Improving Software Management

FITARA provides new authorities and responsibilities that ClOs can use to improve their agencies’ IT
management policies and practices. To improve covered agencies’ software management practices,
ClOs, in coordination with CAOs and CFOs, [must]:

e [Appoint] a software manager that is responsible for managing, through policy and procedure,
all agency-wide commercial and COTS software agreements and licenses. The software manager
shall report to the agency CIO and will work in collaboration with the offices of the CIO, CAO,
CFO, and other organizations as appropriate.

e Maintain a continual agency-wide inventory of software licenses, including all licenses
purchased, deployed, and in use, as well as spending on subscription services (to include
provisional (i.e., cloud) software as a service agreement (Saa$)).

e Analyze inventory data to ensure compliance with software license agreements, consolidate
redundant applications, and identify other cost-saving opportunities.®

Building a Better Federal Marketplace for Laptops and Desktops

The Category Management Leadership Council (CMLC) established an interagency Workstation Category
Team (WCT), led by the National Aeronautics and Space Administration (NASA) and comprised of laptop
and desktop computer subject matter experts and managers of large Government-wide and agency-
wide hardware contracts. As a result of this work, OMB [determined] that agencies must take
immediate steps, described in more detail below, to:

1. Standardize laptop and desktop configurations for common requirements;

2. Reduce the number of contracts for laptops and desktops by consolidating purchasing and using
a fewer number of high-performing -or best-in-class-contracts; and

3. Develop and modify demand management processes to optimize price and performance.

The WCT [work] with agency CIOs and the vendor community to identify the attributes of standard or
upgraded laptops and desktops every six months beginning in the fourth quarter of FY 2015.
Furthermore, the WCT [adds or removes] configurations as necessary to adapt to changing agency needs
and market trends, such as the increased use of tablets and the transition from traditional computing to
virtual infrastructure. [CIOs shall] ensure that at least 80% of their agency's new basic laptop and
desktop requirements are satisfied with one of these standard configurations, unless an exception is
consistent with an approved IT acquisition strategy or plan, as required by OMB’s FITARA
implementation guidance, and approved in writing by the agency CIO.%¢

84 OMB Circular A-11. Preparation, Submission, and Execution of the Budget. Management Improvement Initiatives
and Policies. https://www.whitehouse.gov/wp-content/uploads/2018/06/a11.pdf

85 OMB M-16-12. Category Management Policy 16-1: Improving the Acquisition and Management of Common
Information Technology: Software Licensing. June 2016.
https://obamawhitehouse.archives.gov/sites/default/files/omb/memoranda/2016/m-16-12 1.pdf

8 OMB M-16-02. Category Management Policy 15-1: Improving the Acquisition and Management of Common
Information Technology: Laptops and Desktops. October 2015.
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2016/m-16-02.pdf
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1.4.3 Agency IT Authorities - OMB Guidance

This section consists of language from OMB guidance that further demarcates, expands upon, or clarifies
IT authorities assigned to agencies. This language directly or indirectly tasks the CIO with duties or
responsibilities pertaining to IT budgeting. See sections on OMB Memoranda and OMB Circulars for
more information about these forms of OMB guidance. See sections on OIG and GAO to review how
compliance with policies is measured.

Planning, Programming, and Budgeting
[Agencies] shall in accordance with FITARA and related OMB policy:

e Ensure that IT resources are distinctly identified and separated from non-IT resources during the
planning, programming, and budgeting processes in a manner that affords agency CIOs
appropriate visibility and specificity to provide effective management and oversight of IT
resources;

e Ensure that the agency-wide budget development process includes the CFO, CAO, and CIO in the
planning, programming, and budgeting stages for programs that include IT resources (not just
programs that are primarily information-and technology-oriented);

e The agency head, in consultation with the CFO, CAOQ, CIO, and program leadership, shall define
the processes by which program leadership works with the CIO to plan an overall portfolio of IT
resources that achieve program and business objectives efficiently and effectively by:

a. Weighing potential and ongoing IT investments and their underlying capabilities against
other proposed and ongoing IT investments in the portfolio; and

b. Identifying gaps between planned and actual cost, schedule, and performance goals for
IT investments and developing a corrective action plan to close such gaps;

® Ensure that the CIO approves the IT components of any plans, through a process defined by the
agency head that balances IT investments with other uses of agency funding. Agencies shall also
ensure that the CIO is included in the internal planning processes for how the agency uses
information resources to achieve its objectives at all points in their life cycle, including
operations and disposition or migration;

e Ensure that the CFO, CAO, and CIO define agency-wide policy for the level of detail of planned
expenditure reporting for all transactions that include IT resources.®’

Major IT Business Cases

OMB provides specific policy, procedural, and analytic guidelines for planning, budgeting, acquisition,
and management of major IT capital investments, which is defined within the IT Budget - Capital
Planning Guidance, Appendix C of the current fiscal year, in addition to general guidance issued in OMB
Circular A-11 and OMB Circular A-130.

An agency’s Major IT Business Case describe the justification, planning, implementation, and operations
of individual capital assets included in the Agency IT Portfolio Summary and serve as key artifacts of the
agency’s enterprise architecture (EA) and IT capital planning processes. The Major IT Business Case is
comprised of two components:

87 OMB Circular A-130. Managing Information as a Strategic Resource. Page 8.
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/OMB/circulars/a130/a130revised.pdf
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e The Major IT Business Case itself, which provides key high-level investment information to
inform budget decisions, including general information and planning for resources such as
staffing and personnel.

e The regular information updates to the Major IT Business Case, which provides more temporal
information, related to tracking management of an investment, such as projects and activities,
risks, and operational performance of the investment. This includes the CIO’s responsibility to
assess each Major IT Investment pursuant to 40 U.S.C. 11315(c)(2).%8

Transition to Government-wide Acquisition Strategies and Create Accountability - Consolidate Agency
Requirements

To fully leverage the Government’s buying power, improve the Government’s management of its
information resources and drive down costs, agencies must be able to select the right size of service by
pooling resources and minimizing the risk of overage charges. Therefore, effective immediately, except
as provided in this policy, all covered civilian agencies shall leverage the existing Government-wide GSA
mobile solution, in accordance with commercial practices and FAR Part 8.%

Providing Comprehensive Identity Protection Services, Identity Monitoring, and Data Breach Response
This memorandum updates a longstanding OMB policy, first implemented in 2006, to maximize federal
agency use of a government-wide solution for acquiring identity protection services when needed. This
memorandum requires, with limited exceptions, that when agencies need identity protection services,
agencies address their requirements by using the government-wide blanket purchase agreements
(BPAs) for Identity Monitoring Data Breach Response and Protection Services awarded by the General
Services Administration (GSA), referred to below as the “IPS BPAs.”*°

Guidance to CFO Act Agencies on IT Working Capital Funds

Section B of this guidance is applicable to all CFO Act agencies (as defined in 31 U.S.C. §901 (b)). Under
the Modernizing Government Technology (MGT) Act, all CFO Act agencies are authorized to establish an
IT Working Capital Fund (WCF). IT WCFs may only be used:

e To improve, retire, or replace existing information technology systems to enhance cybersecurity
of existing systems and to improve efficiency and effectiveness of the life of a given workload;

e To transition legacy information technology systems to commercial cloud computing and other
innovative commercial platforms and technologies, including those serving more than one
covered agency with common requirements;

e To assist and support covered agency efforts to provide adequate, risk-based, and cost-effective
information technology capabilities that address evolving threats to information security;

e To reimburse funds transferred to the agency from the Technology Modernization Fund; and

8 OMB Circular A-11. Preparation, Submission, and Execution of the Budget. Information Technology Investments.
https://www.whitehouse.gov/wp-content/uploads/2018/06/a11.pdf

89 OMB M-16-20. Category Management Policy 16-3: Improving the Acquisition and Management of Common
Information Technology: Mobile Devices and Services. August 2016.
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2016/m_16 20.pdf

% OMB M-16-14. Category Management Policy 16-2: Providing Comprehensive Identity Protection Services,
Identity Monitoring, and Data Breach Response. July 2016.
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2016/m-16-14.pdf
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e For a program, project, or activity or to increase funds for any program, project, or activity that
has not been denied or restricted by Congress.*

Evidence Use
Budget submissions also should include a separate section on agencies’ most innovative uses of
evidence and evaluation, addressing some or all of the issues below.

1. Proposing new evaluations:
a. Low-cost evaluations using administrative data or new technology;
b. Evaluations linked to waivers and performance partnerships;
c. Expansion of evaluation efforts within existing programs;
d. Systemic measurement of costs and cost per outcome.
Using comparative cost-effectiveness data to allocate resources
Infusing evidence into grant-making
Using evidence to inform enforcement
Strengthening agency evaluation capacity — agencies should have a high-level official who is
responsible for program evaluation and can:
a. Develop and manage the agency’s research agenda;
b. Conduct or oversee rigorous and objective studies;
c. Provide independent input to agency policymakers on resource allocation and to
program leaders on program management;
d. Attract and retain talented staff and researchers, including through flexible hiring
authorities such as the Intergovernmental Personnel Act; and
e. Refine program performance measures, in collaboration with program managers and
the Performance Improvement Officer (P10).%2

ukhwnN

91 OMB M-18-12. Implementation of the Modernizing Government Technology Act. February 2018.
https://www.whitehouse.gov/wp-content/uploads/2017/11/M-18-12.pdf

92 OMB M-12-14. Use of Evidence and Evaluation in the 2014 Budget. May 2012.
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2012/m-12-14 1.pdf
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1.5 IT Investment Management

1.5.1 CIO Responsibilities — Laws and Executive Orders

ClOs are responsible for the processes for managing, evaluating, and assessing how well the agency is
managing its IT resources. This section lists the statutory responsibilities of ClOs related to investment
management. The statutory language is directly pulled from applicable laws and executive orders. These
statutory responsibilities are then implemented through OMB guidance and guidance from other
government-wide organizations. This language, along with the language in other sections under the
heading “CIO Responsibilities — Laws and Executive Orders,” defines the CIO role and gives the CIO their
statutory mandate.

General Responsibilities

The head of each covered agency ... shall ensure that the [CIO] of the agency has a significant role in—(i)
the decision processes for all annual and multi-year planning, programming, budgeting, and execution
decisions... and (ii) the management, governance and oversight processes related to [IT].%3

Information Technology Investments

The Director of the [OMB] shall require in the annual information technology capital planning guidance
of the [OMB] the following: That the [CIO] of each covered agency certify that information technology
investments are adequately implementing incremental development, as defined in capital planning
guidance issued by the [OMB].%*

The CIO monitors the performance of information technology programs of the agency, evaluates the
performance of those programs on the basis of the applicable performance measurements, and advises
the head of the agency regarding whether to continue. modify. or terminate a program or project.®®

Review

A covered agency other than the Department of Defense (I) may not enter into a contract or other
agreement for information technology or information technology services, unless the contract or other
agreement has been reviewed and approved by the [CIO] of the agency.%®

A covered agency other than the Department of Defense (ll) may not request the reprogramming of any
funds made available for information technology programs, unless the request has been reviewed and
approved by the [CIO] of the agency.”’

9340 U.S.C. §11319(b)(1)(A). Responsibility for Acquisitions of Information Technology. Resources, planning, and
portfolio management. Additional Authorities for Chief Information Officers.
https://uscode.house.gov/view.xhtml?req=(title:40%20section:11319%20edition:prelim)

% Ibid.

95 40 U.S.C. §11315. Responsibility for Acquisitions of Information Technology. Agency Chief Information Officer.
https://www.law.cornell.edu/uscode/text/40/11315

9 40 U.S.C. §11319(b)(1)(C)(1). Responsibility for Acquisitions of Information Technology. Resources, planning, and
portfolio management. Review.
https://uscode.house.gov/view.xhtm|?req=(title:40%20section:11319%20edition:prelim)

7 1bid, (I1).
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1.5.2 CIO Responsibilities — OMB Guidance

This section consists of language from OMB guidance that further demarcates, expands upon, or
otherwise clarifies the responsibilities of agency ClOs with regards to investment management. See
sections on OMB Memoranda and OMB Circulars for more information about these forms of OMB
guidance. See sections on OIG and GAO to review how compliance with these documents is measured.

Strengthening IT Portfolio Governance

Strong oversight of spending through the use of effective investment review boards (IRBs) that include
[COOs], ClOs, [CHCOs], CFOs, CAOs, P10s, program officials, and other key executive decision makers is
essential for efficient and effective IT portfolio management. Agencies with rigorous Investment Review
Boards (IRBs) ensure that all stakeholder needs are addressed and that decisions are made in the best
interest of the agency. Effective IRBs include the use of:

e Enterprise-wide architectures that link business and technology to ensure that IT solutions meet
business requirements, as well as identify areas of waste and duplication wherever
consolidation is possible; and

e Valuation methodologies used by decision makers to evaluate investments based on their value
to the agency and the cost to the taxpayer.

This enables greater consistency and rigor in the process of selecting, controlling and evaluating
investments an agency decides to fund, de-fund or terminate. Thus, the most advanced agencies employ
their IRBs to implement effective IT solutions using savings gained from eliminating unnecessary and
lower value investments, reducing operating costs, and freeing up capital to re-invest and pioneer
innovative platforms, consistent with OMB guidance.®®%°

Ongoing CIO Engagement with Program Managers

The CIO should establish and maintain a process to regularly engage with program managers to evaluate
IT resources supporting each agency strategic objective. It should be the CIO and program managers’
shared responsibility to ensure that legacy and on-going IT investments are appropriately delivering
customer value and meeting the business objectives of programs.1®

Visibility of IT Planned Expenditure Reporting to CIO
The CFO, CAO, and CIO should define agency-wide policy for the level of detail of planned expenditure
reporting for all transactions that include IT resources. %!

ClO Defines IT Processes and Policies
The CIO defines the development processes, milestones, review gates, and the overall policies for all
capital planning, enterprise architecture, and project management and reporting for IT resources. At a

%8 OMB M-13-09. Fiscal Year 2013 PortfolioStat Guidance: Strengthening Federal IT Portfolio Management. March
2013. https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2013/m-13-09.pdf

% OMB M-15-14. Management and Oversight of Federal Information Technology.
https://obamawhitehouse.archives.gov/sites/default/files/omb/memoranda/2015/m-15-14.pdf. & 40 U.S.C.
§11319. Responsibility for Acquisitions of Information Technology.
https://uscode.house.gov/view.xhtm|?req=(title:40%20section:11319%20edition:prelim)

100 |hid, Common Baseline E1.

101 |hid, Common Baseline F1.
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minimum, these processes shall ensure that the ClIO certifies that IT resources are adequately
implementing incremental development (as defined in the below definitions). The CIO should ensure
that such processes and policies address each category of IT resources appropriately—for example, it
may not be appropriate to apply the same process or policy to highly customized mission-specific
applications and back office enterprise IT systems depending on the agency environment. These policies
shall be posted publicly at agency.gov/digital strategy, included as a downloadable dataset in the
agency’s Public Data Listing, and shared with OMB through the Integrated Data Collection (IDC). For
more information, see OMB Circular A-130: Management of Information Resources.%?

CIO Role on Program Governance Boards

[To ensure] early matching of appropriate IT with program objectives, the CIO shall be a member of
governance boards that include IT resources (including “shadow IT” or “hidden IT”—see definitions),
including bureau IRBs. The CIO shall notify OMB of all governance boards [of which] the CIO is a member
and at least annually update this notification.®

Shared Acquisition and Procurement Responsibilities
The CIO reviews all cost estimates of IT related costs and ensures all acquisition strategies and
acquisition plans that include IT apply adequate incremental development principles.*

CIO Role in Recommending Modification, Termination, or Pause of IT Projects or Initiatives

The CIO shall conduct TechStat reviews or use other applicable performance measurements to evaluate

the use of the IT resources of the agency. The CIO may recommend to the agency head the modification,
pause, or termination of any acquisition, investment, or activity that includes a significant IT component

based on the CIO’s evaluation, within the terms of the relevant contracts and applicable regulations.%

CIO Role in Review and Approval of Acquisition Strategy and Acquisition Plan

Agencies shall not approve an acquisition strategy or acquisition plan (as described in FAR Part 724) or
interagency agreement (such as those used to support purchases through another agency) that includes
IT without review and approval by the agency CIO. For contract actions that contain IT without an
approved acquisition strategy or acquisition plan, the CIO shall review and approve the action itself. The
ClO shall primarily consider the following factors when reviewing acquisition strategies and acquisition
plans:

Appropriateness of contract type;

Appropriateness of IT related portions of statement of needs or statement of work;
Appropriateness of above with respect to the mission and business objectives supported by the
IT strategic plan; and

e Alignment with mission and program objectives in consultation with program leadership.1

102 |hid, Common Baseline G1.
103 |hid, Common Baseline H1.
104 1hid, Common Baseline I1.

105 |hid, Common Baseline J1.

106 1hid, Common Baseline K1, J1.
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CIO Role in Approval of Reprogramming
The CIO must approve any movement of funds for IT resources that requires Congressional
notification.'”’

Purchasing to Support Telework

Agency ClOs, in coordination with CAOs shall develop or update policies on purchasing computing
technologies and services to enable and promote continued adoption of telework. At the same time,
purchasing policies must address the information security threats raised by use of technologies
associated with telework. Given the unique mission and nature of each agency, agencies are granted
broad discretion in formulating telework purchasing policies to best suit their unique needs. At a
minimum, however, agency policies must address the following:

e Selecting and acquiring information technology that best fits the needs of the Federal
Government, and is technology and vendor neutral in acquisitions;

e Determination of allowable IT products and services, to include remote access servers, client
devices, and internal resources accessible through remote access;

® Prioritizing use of government-wide and agency-wide contracts, to the maximum extent
possible, for new acquisitions and renewal of services to leverage the government’s buying
power;

e Deploying new and modernizing existing agency IT systems and infrastructure to support agency
teleworking requirements;
Compliance of all devices and infrastructure with federal security and privacy requirements; and
Proper disposal of devices no longer in use to ensure protection of sensitive information.1®

1.5.3 Agency IT Authorities — OMB Guidance

This section consists of language from OMB guidance that further demarcates, expands upon, or clarifies
IT authorities assigned to agencies. This language directly or indirectly tasks the CIO with duties or
responsibilities pertaining to IT investment management. See sections on OMB Memoranda and OMB
Circulars for more information about these forms of OMB guidance. See sections on OIG and GAO to
review how compliance with policies is measured.

Role
Agency shall:

1. Conduct definitive technical, cost, and risk analyses of alternative design implementations,
including consideration of the full life cycle costs of IT products and services, including but not
limited to, planning, analysis, design, implementation, sustainment, maintenance, re-
competition, and retraining costs, scaled to the size and complexity of individual requirements;
and

107 |hid, Common Baseline L1.
108 OMB M 11-20. Implementing Telework Enhancement Act of 2010 IT Purchasing Requirements. April 2011.
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2011/m11-20.pdf
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2. Ensure that all acquisition strategies, plans, and requirements (as described in FAR Part 7), or
interagency agreements (such as those used to support purchases through another agency) that
include IT are reviewed and approved by the purchasing agency’s ClO. purchases through
another agency) that include IT are reviewed and approved by the purchasing agency’s CI0.1%

IT Investment Management

Agencies are responsible for establishing a decision-making process that shall cover the life of each
information system and include explicit criteria for analyzing the projected and actual costs, benefits,
and risks, including information security and privacy risks, associated with the IT investments. Agencies
shall designate IT investments according to relevant statutes, regulations, and guidance in OMB Circular
A-11, and execute processes commensurate with the size, scope, duration, and delivery risk of the
investment. The IT investment processes shall encompass planning, budgeting, procurement,
management, and assessment. For further guidance related to investment planning, refer to OMB
Circular A-11, including the Capital Programming Guide.°

Information Management and Access
Agencies shall:

1. Incorporate the following steps, as appropriate, in planning, budgeting, governance, and other
policies:

a. Federal information is properly managed throughout its life cycle, including all stages
through which the information passes, such as: creation, collection, use, processing,
storage, maintenance, dissemination, disclosure, and disposition;

b. Federal information is managed with clearly designated roles and responsibilities to
promote effective and efficient design and operation of information resources
management processes within their agency.

2. Establish policies, procedures, and standards that enable data governance so that information is
managed and maintained according to relevant statute, regulations, and guidance.

3. Collect or create information in a way that supports downstream interoperability among
information systems and streamlines dissemination to the public, where appropriate, by
creating or collecting all new information electronically by default, in machine-readable open
formats, using relevant data standards, that upon creation includes standard extensible
metadata in accordance with OMB guidance.!!

Information Technology Investments

Agencies must submit information on their respective information technology (IT) investment portfolios,
using the required formats, as applicable, as stated in the [annual] IT Budget — Capital Planning
Guidance. This section provides general guidance related to reporting on IT and the templates used to
collect that information. Section 25.5 provides electronic links to the definitions and specific reporting
instructions and exhibits related to budgeting for investments in IT.112

109 OMB Circular A-130. Managing Information as a Strategic Resource. Page 14.
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/OMB/circulars/a130/a130revised.pdf
10 pid.

1 pid.

112 OMB Circular A-11. Preparation, Submission, and Execution of the Budget. Section 55.1. 2020.
https://www.whitehouse.gov/wp-content/uploads/2018/06/a1l.pdf
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Reporting

As part of the Budget process, OMB is required to develop and oversee a process for IT budgeting and
portfolio management, with a detailed focus on all major capital investments, to include “analyzing,
tracking, and evaluating the risks, including information security risks, and results of all major capital
investments made by an executive agency for information systems.” 40 U.S.C. 11302. OMB also is
responsible for IT Portfolio oversight (44 U.S.C. 3602), i.e., the use of information technologies to
enhance access of information and delivery of services; and to increase the effectiveness, efficiency,
service quality, or transformation of government operations.'

Data Center Consolidation

The head of each covered agency, assisted by the CIO of the agency, is required to submit to
OMB annually 1) a comprehensive inventory of the data centers owned, operated, or
maintained by or on behalf of the agency, and 2) a multi-year strategy to achieve the
consolidation and optimization of these data centers. Each agency, under the direction of its
ClO, must submit quarterly updates on their progress towards activity completion, consolidation
& optimization metrics, and cost savings realized through the implementation of their
strategy.*

Investment Management Reporting

An agency’s IT investment management and reporting of IT investments must clearly
demonstrate that each investment is needed to help meet the agency’s strategic goals and
mission and show how governance processes are used to plan, select, develop, implement, and
operate those IT investments. Furthermore, each IT investment should demonstrate the
enabling and improvement of mission and program performance by providing meaningful data.
Agencies demonstrate the IT Investment requirements and governance processes through
Agency Major IT Business Cases, supporting documentation, Information Resources
Management Strategic Plan, Enterprise Roadmap, and Agency IT Portfolio Summary
submissions. The agency must further demonstrate how the investment supports a business line
or enterprise service performance goal as documented in the agency’s enterprise architecture
(EA), and annual Enterprise Roadmap submission to OMB.*

Baseline Management

[OMB M-10-27 Information Technology Investment Baseline Management Policy memorandum]
provides policy direction regarding development of agency IT investment baseline management
policies and defines a common structure for IT investment baseline management policy.
Baselined plans act as a guide throughout the life of an investment to provide a basis for
measuring performance, identify who is accountable for the deliverables, describe the
implementation approach and interdependencies, identify key decisions, and embed quality

113 OMB Circular A-11. Preparation, Submission, and Execution of the Budget. Section 55.2. 2020.
https://www.whitehouse.gov/wp-content/uploads/2018/06/al1.pdf

114 OMB M-19-19. Update to Data Center Optimization Initiative (DCOI). 6/25/2019.
https://datacenters.cio.gov/assets/files/m 19 19.pdf

115 OMB Circular A-11. Preparation, Submission, and Execution of the Budget. Section 55.4. 2020.
https://www.whitehouse.gov/wp-content/uploads/2018/06/a1l.pdf
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assurance and reviews. Ultimately, baseline management demonstrates that a project is under
financial and managerial control.

To provide a cohesive policy towards baseline management, this memorandum integrates the
requirements in OMB Circular A-11, Part 7, and Federal Acquisition Regulation Subpart 34.202
with Federal IT Dashboard practices and guidance. This policy only addresses the establishment,
management, and change to investment baselines. Agencies should reference other OMB
requirements, including Circular A-130 and the Capital Programming Guide, to describe full
lifecycle management of IT capital investments.

Agencies [should have created or updated] existing IT investment baseline management policies
within 90 days of issuance of this policy and develop training plans for personnel with
investment oversight and program management responsibilities that at a minimum address the
policies outlined in Appendix A of this memorandum.

Appendix A. Per FAR Subpart 34.2 and OMB’s Capital Programming Guide, a supplement to
Circular A-11, Part 7, agencies shall implement an Integrated Baseline Review (IBR) or baseline
validation process as part of an overall investment risk management strategy.

Agency policy shall address: (1) establishing an investment baseline; (Il) rebase lining an
investment; (1) notifying OMB of new and changed baselines; (IV) managing and monitoring
baselines via the use of performance management systems, (V) Federal IT Dashboard reporting
requirements; and (V1) policy specific for Major IT Programs of the Department of Defense.!

116 OMB M-10-27. Information Technology Investment Baseline Management Policy. 6/28/2010.
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2010/m10-27.pdf

44


https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2010/m10-27.pdf

1.6 Information Security and Privacy

1.6.1 CIO Responsibilities — Laws and Executive Orders

ClOs are responsible for establishing, implementing, and ensuring compliance with an agency-wide
information security program. This section lists the statutory responsibilities of ClOs related to
information security and privacy. The statutory language is directly pulled from applicable laws and
executive orders. These statutory responsibilities are then implemented through OMB guidance and
guidance from other government-wide organizations. This language, along with the language in other
sections under the heading “ClO Responsibilities - Laws and Executive Orders,” defines the CIO role and
gives the CIO their statutory mandate.

Federal Information Security Modernization Act

Under the Federal Information Security Modernization Act (FISMA),!'” the CIO must designate a senior
official in charge of information security. In most cases, that official is the agency’s Chief Information
Security Officer (CISO) and works closely with the CIO to protect and secure the information resources of
the agency.

Privacy Act Implementation

The publication of appropriate routine uses is required under the Privacy Act and thus would be
necessary in order to disclose information for the purpose of executing an agency’s obligations to
effectively manage and report a breach under FISMA. Disclosures pursuant to a routine use are
permissive, not mandatory.!®

1.6.2 CIO Responsibilities — OMB Guidance

This section consists of language from OMB guidance that further demarcates, expands upon, or
otherwise clarifies the responsibilities of agency ClOs with regards to information security and privacy.
See sections on OMB Memoranda and OMB Circulars for more information about these forms of OMB
guidance. See sections on OIG and GAO to review how compliance with policies is measured.

Personal Identifiable Information (PIl) Breach Notification

The agency’s [SAOP] as well as other senior agency officials, managers, and staff who help evaluate the
risk of harm to individuals potentially affected by a breach are responsible for breach notification. In
addition, sections of this Memorandum are relevant for an agency’s [CIO], Senior Agency Information
Security Officers (e.g., [CISO]), and other information technology (IT) and cybersecurity staff who
participate in breach response activities.

Contracts and Contractor Requirements for Breach Response
In addition, the SAOP and CIO shall ensure that the agency’s breach response plan and system
security authorization documentation clearly define the roles and responsibilities of contractors

117 Federal Information Security Modernization Act of 2014 (FISMA). https://www.congress.gov/bill/113th-
congress/senate-bill/2521/text
1185 .S.C. § 552a(b)(3). The Privacy Act of 1974. https://www.cia.gov/library/readingroom/docs/pa.pdf
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that operate Federal information systems that create, collect, use, process, store, maintain,
disseminate, disclose, or dispose of Pll on behalf of the agency.

Identifying Logistical and Technical Support to Respond to a Breach

When identifying technical support to respond to a breach, the CIO shall identify technical
remediation and forensic analysis capabilities that exist within the agency and which offices are
responsible for maintaining those capabilities. Depending on the size, missions, and structure of
each agency, the CIO may find the necessary expertise and technical support within the agency.
As a part of this process, however, the CIO may identify gaps in the agency’s technical
capabilities and therefore should communicate with the CAO and other agency officials on the
need to enter into contracts or to explore other options for ensuring that certain functions are
immediately available during a time-sensitive response. Additionally, while the SAOP might not
lead the technical team, the SAOP should understand the ability of the agency to gather,
analyze, and preserve the evidence necessary to support an investigation and identify and
assess the risk of harm to potentially affected individuals. The CIO, in coordination with the
SAOP, should also consider whether other Federal agencies can support the agency in the event
of a breach. Agencies may request technical assistance from US-CERT. In addition, GSA may have
BPAs and other guidance for agencies to procure technical services to assist with responding to
a breach. (Note: for a complete list of all SAOP requirements see the full memo).**®

Trusted Internet Connections (TIC) Agency Implementation

[For] TIC program updates to achieve the goal of diversifying technology options for agencies while
retaining strong protections for Federal systems and information, OMB, DHS, and the agencies
themselves, need to have details of the technologies and defenses deployed across Federal networks. As
such, agency ClIOs shall maintain an accurate inventory of agency network connections, including details
on the service provider, cost, capacity, traffic volume, logical/physical configurations, and topological
data for each connection in the event OMB, DHS, or others request this information to assist with
government-wide cybersecurity incident response or other cybersecurity matters.

Within one year of the release of this memorandum, agencies shall complete updates to their own
network and system boundary policies to reflect this memorandum, including guidance regarding
potential pilots. Agencies will identify which TIC Use Case will be allowed for the agency. OMB and DHS
will track agency implementation through the Federal Information Security Modernization Act of 2014
(FISMA) reporting.?°

Cybersecurity Strategy and Implementation Plan (CSIP)

The CSIP is the result of a comprehensive review of the Federal Government’s cybersecurity policies,
procedures, and practices by the Sprint Team?!?!. The goal was to identify and address critical
cybersecurity gaps and emerging priorities and make specific recommendations to address those gaps

119 OMB M-17-12. Preparing for and Responding to a Breach of Personally Identifiable Information. 1/3/2017.
https://obamawhitehouse.archives.gov/sites/default/files/omb/memoranda/2017/m-17-12 0.pdf

120 OMB M-19-26. Update to the Trusted Internet Connections (TIC) Initiative. 9/19/2019.
https://www.whitehouse.gov/wp-content/uploads/2019/09/M-19-26.pdf

121 A 30-day Cybersecurity Sprint Team led by OMB and was comprised of representatives from the

National Security Council (NSC), the Department of Homeland Security (DHS), the Department of Defense (DoD),
and other Federal civilian and defense agencies.
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and priorities. The CSIP will strengthen Federal civilian cybersecurity through the following five
objectives:

1. Prioritized Identification and Protection of high value information and assets;

Timely Detection of and Rapid Response to cyber incidents;

3. Rapid Recovery from incidents when they occur, and Accelerated Adoption of lessons learned
from the Sprint assessment;

4. Recruitment and Retention of the most highly qualified Cybersecurity Workforce talent the
Federal Government can bring to bear; and

5. Efficient and Effective Acquisition and Deployment of Existing and Emerging Technology.

N

122

Specifically, the CSIP’s key actions include:

e All agencies will continue to identify their high value assets (HVAs) and critical system
architecture in order to understand the potential impact to those assets from a cyber incident
and ensure robust physical and cybersecurity protections are in place. The identification of HVAs
will be an ongoing activity due to the dynamic nature of cybersecurity risks.

e All agencies will improve the identity and access management of user accounts on Federal
information systems to drastically reduce vulnerabilities and successful intrusions.

e C(lOs and [CISO] will also have direct responsibility and accountability for implementation of the
CSIP, consistent with their role of ensuring the identification and protection of their agency’s
critical systems and information.?3

Telework Security

Agency ClOs must identify a technical point of contact to DHS (FISMA.FNS@dhs.gov) to aid with the
implementation of telework security requirements. This point of contact will serve as a technical
manager and must have operational and technical expertise to implement the Act within the agency.

124

1.6.3 Agency IT Authorities — Laws and Executive Orders

This section consists of IT authorities assigned to agencies in laws and executive orders which directly or
indirectly task the CIO with duties or responsibilities pertaining to information security and privacy. The
statutory language is directly pulled from the applicable laws and executive orders. In most cases, the
heads of agencies delegate all IT management responsibilities to the CIO, but some functions are
explicitly assigned to more than one person (e.g. the CIO in consultation with the CFO). See individual
agency policies to determine how instances of dual responsibility are implemented and executed, and
what tasks (if any) are required of the agency head but not delegated to the CIO.

122 o\MB M-16-04. Cybersecurity Strategy and Implementation Plan (CSIP) for the Federal Civilian Government.
10/30/2015. https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2016/m-16-04.pdf
123 |bid.

124 OMB M-11-27. Implementing the Telework Enhancement Act of 2010: Security Guidelines. 7/15/2011.
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2011/m11-27.pdf

47


mailto:FISMA.FNS@dhs.gov
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2016/m-16-04.pdf
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2011/m11-27.pdf

The E-Government Act Requires agencies to conduct a [privacy impact assessment (PIA)]*?> before: (i)
developing or procuring IT that collects, maintains, or disseminates information that is in an identifiable
form; or (ii) initiating a new collection of information that —(I) will be collected, maintained, or
disseminated using IT; and (Il) includes any information in an identifiable form permitting the physical or
online contacting of a specific individual, if identical questions have been posed to, or identical reporting
requirements imposed on, 10 or more persons, other than agencies, instrumentalities, or employees of
the Federal Government.!?¢

Federal Agency Responsibilities

The head of each agency shall- (1) be responsible for- (A) providing information security protections
commensurate with the risk and magnitude of the harm resulting from unauthorized access, use,
disclosure, disruption, modification, or destruction of- (i) information collected or maintained by or on
behalf of the agency; and (ii) information systems used or operated by an agency or by a contractor of
an agency or other organization on behalf of an agency [...].”*?’

1.6.4 Agency IT Authorities - OMB Guidance

This section consists of language from OMB guidance that further demarcates, expands upon, or clarifies
IT authorities assigned to agencies. This language directly or indirectly tasks the CIO with duties or
responsibilities pertaining to information security and privacy. See sections on OMB Memoranda and
OMB Circulars for more information about these forms of OMB guidance. See sections on OIG and GAO
to review how compliance with policies is measured.

Privacy
The following excerpt is from the Privacy and Information Security section in OMB A-130.1%

Agencies shall:

e Establish and maintain a comprehensive privacy program that ensures compliance with
applicable privacy requirements, develops and evaluates privacy policy, and manages privacy
risks;

e Designate an SAOP who has agency-wide responsibility and accountability for developing,
implementing, and maintaining an agency-wide privacy program to ensure compliance with all
applicable statutes, regulations, and policies regarding the creation, collection, use, processing,
storage, maintenance, dissemination, disclosure, and disposal of Pll by programs and

125 A PIA is an analysis of how personal identifiable information (Pll) is handled to ensure that handling conforms to
applicable privacy requirements, determine the privacy risks associated with an information system or activity, and
evaluate ways to mitigate privacy risks. A PIA is both an analysis and a formal document detailing the process and
the outcome of the analysis.

126 44 U.S.C. § 3501. Section 208(b). E-Government Act of 2002. Privacy Provisions.
https://www.govinfo.gov/content/pkg/PLAW-107publ347/pdf/PLAW-107publ347.pdf

127 44 U.S.C. § 3554. Title 44 Public Printing and Documents. Federal Agency Responsibilities.
https://uscode.house.gov/view.xhtml?reg=granuleid: USC-prelim-title44-section3554&num=0&edition=prelim

128 OMB Circular A-130. Managing Information as a Strategic Resource. Page 16.
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/OMB/circulars/a130/a130revised.pdf
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information systems, developing and evaluating privacy policy, and managing privacy risks at the
agency;

e Ensure that the SAOP and the agency’s privacy personnel closely coordinate with the agency
ClO, senior agency information security officer, and other agency offices and officials, as
appropriate.

Information Security

To provide proper safeguards, agencies shall ensure that the CIO designates a senior agency information
security officer to develop and maintain an agency-wide information security program in accordance
with the Federal Information Security Modernization Act of 2014 (FISMA).1?

Reporting Pursuant to OMB Circular No. A-130, Appendix |

Appendix | of OMB Circular No. A-130 establishes minimum requirements for Federal information
security programs, assigns Federal Agency responsibilities for the security of information and
information systems, and links Agency information security programs and Agency management control
systems established in accordance with OMB Circular No. A-123. The appendix also establishes
requirements for Federal privacy programs, assigns responsibilities for privacy program management,
and describes how agencies must take a coordinated approach to implementing information security
and privacy controls.*

[Security Budget Estimates]

[Agency budget estimates] should reflect a comprehensive understanding of OMB security policies, such
as OMB Circular A-130, and National Institute of Standards and Technology (NIST) guidance, including
compliance with the Federal Information Security Modernization Act, and OMB Memorandum M-17-05,
Fiscal Year 2016-2017 Guidance on Federal Information Security and Privacy Management
Requirements, by:3!

e Reflecting the cost considerations used to calculate IT security costs (see section 51.19);

e Demonstrating that the costs of security controls are understood and are explicitly incorporated
in the life-cycle planning of the overall system, including the additional costs of employing
standards and guidance more stringent than those issued by NIST;

e Demonstrating how the agency ensures that risks are understood and continually assessed;

e Demonstrating how the agency ensures that the security controls are commensurate with the
risk and magnitude of harm;

e |dentifying additional security controls for systems that promote or permit public access, other
externally accessible systems, and those that are interconnected with systems over which
program officials have little or no control; and

e Demonstrating how the agency ensures the effective use of security and privacy controls, as
well as authentication tools to protect privacy for those systems that promote or permit public
access.

129 OMB Circular A-130. Managing Information as a Strategic Resource. Page 18.
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/OMB/circulars/a130/a130revised.pdf

130 OMB M-16-17. OMB Circular No. A-123, Management’s Responsibility for Enterprise Risk Management and
Internal Control. 7/15/2016. https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2016/m-
16-17.pdf

131 OMB Circular A-11. Preparation, Submission, and Execution of the Budget. Management Improvement
Initiatives and Policies. Section 31.8. https://www.whitehouse.gov/wp-content/uploads/2018/06/all.pdf
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Privacy

Privacy Risk

Once the agency determines that an information system contains Personal Identifiable
Information (PIl), the agency must then consider the privacy risks and the associated risk to
agency operations, agency assets, individuals, other organizations, and the Nation. When
considering privacy risks, the agency must consider the risks to an individual or individuals
associated with the agency’s creation, collection, use, processing, storage, maintenance,
dissemination, disclosure, and disposal of their P11.132

Privacy Impact Assessments (PIA)

As a general matter, an agency must conduct a privacy impact assessment (PIA) under section
208(b) of the E-Government Act of 2002, absent an applicable exception under that section,
when the agency develops, procures, or uses information technology to create, collect, use,
process, store, maintain, disseminate, disclose, or dispose of PIl. Moreover, a PIA is not a time-
restricted activity that is limited to a particular milestone or stage of the information system or
PIl life cycles. Rather, the privacy analysis must continue throughout the information system and
Pll life cycles.33

Risk Management Framework

Agencies’ privacy programs have responsibilities under the Risk Management Framework. The
Risk Management Framework provides a disciplined and structured process that integrates
information security, privacy, and risk management activities into the information system
development life cycle. Agencies should refer to OMB Circular No. A-130 for more detailed
guidance regarding the role of agencies’ privacy programs under the Risk Management
Framework.'** The CIO Council and the Cyber-ERM Community of Interest updated the Federal
ERM Playbook and added a chapter on Cyber-ERM Integration. The chapter provides
foundations of Information Security and Cybersecurity that identifies integration points with
physical security, addresses privacy, cyber supply-chain risk, incorporates NIST standards,
addresses FISMA audits and “enterprise” scope, and other information related to terms, roles,
responsibilities and communication flow.

[Privacy Budget Estimates]

[Agency budget estimates] should reflect the Administration’s commitment to privacy and
consistent with OMB Circular A-130, should include a description of [the] agency’s privacy
program and the resources required to ensure compliance with applicable privacy requirements,

132 OMB

M-16-17. OMB Circular No. A-123, Management’s Responsibility for Enterprise Risk Management and

Internal Control. 7/15/2016. Page 44.
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2016/m-16-17.pdf

133 |bid.
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M-16-17. OMB Circular No. A-123, Management’s Responsibility for Enterprise Risk Management and

Internal Control. 7/15/2016. Page 46.
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2016/m-16-17.pdf
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develop and evaluate privacy policy, and manage privacy risks. At a minimum, [the] estimate
should:

e Demonstrate [awareness] of applicable privacy requirements and has fully assessed he
cost to the agency for ensuring compliance with those requirements and managing
privacy risks;

e [Reflect the inventory] of information systems that create, collect, use, process, store,
maintain, disseminate, disclose, or dispose of personally identifiable information; and

e [Reflect the consideration of privacy] continuous monitoring strategy and the resources
and associated costs required to ensure that privacy controls are effectively monitored
on an ongoing basis at an assessment frequency sufficient to ensure compliance with
applicable privacy requirements and to manage privacy risks.'®

Designation of the [SAOP]
The head of the agency is ultimately responsible for ensuring that privacy interests are
protected and that Pll is managed responsibly within the agency.

To ensure that agencies effectively carry out the privacy-related functions described in law and
OMB policies, Executive Order 13719 requires the head of each agency to designate or re-
designate an SAOP who has agency-wide responsibility and accountability for the agency’s
privacy program.!3¢

[SAOP Reporting Requirements]

Given the importance of privacy, as highlighted in policies such as OMB Circular A-130,
Managing Information as a Strategic Resource, and OMB Memorandum M-17-12, Preparing for
and Responding to a Breach of Personally Identifiable Information, agencies must take
appropriate measures to comply with privacy requirements and manage privacy risks.

® SAOPs are required to report annually and must submit each of the following items as
separate documents through CyberScope:*¥’

O The agency’s privacy program plan;

o0 A description of any changes made to the agency’s privacy program during the
reporting period, including changes in leadership, staffing, structure, and
organization;

O The agency’s breach response plan;

O The agency’s privacy continuous monitoring strategy;

o The Uniform Resource Locator (URL) for the agency’s privacy program page, as
well as the URL for any other sub-agency, component, and/or program-specific
privacy program pages; and,

o The agency’s written policy to ensure that any new collection or use of Social
Security numbers (SSNs) is necessary, along with a description of any steps the

135 OMB Circular A-11. Preparation, Submission, and Execution of the Budget. Section 31.8. 2020.
https://www.whitehouse.gov/wp-content/uploads/2018/06/al1.pdf

136 OMB M-16-24. Role and Designation of Senior Agency Officials for Privacy. 9/15/2016.
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2016/m 16 24 0.pdf

137 OMB M-20-04. Fiscal Year 2019-2020 Guidance on Federal Information Security and Privacy Management
Requirements. 11/19/2019. https://www.whitehouse.gov/wp-content/uploads/2019/11/M-20-04.pdf
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agency took during the reporting period to explore alternatives to the use of
SSNs as a personal identifier.

High Value Asset (HVA) Program

While the HVA initiative is compatible with and must leverage existing policies and guidelines regarding
IT assets, such as those listed above, agencies must also consider their HVA risks from a strategic
enterprise-wide perspective. As such, the agency HVA process described herein requires explicit
consideration of the following factors:

® Agencies’ assessment of risk should not be limited to IT and other technical considerations. HVA
risk assessments should incorporate operational, business, mission, and continuity
considerations. All key stakeholders of an agency, to include the CFO, CAO, [SAOP], mission,
business, and policy owners as well as the CIO and [CISO] organizations, should be engaged in
evaluating HVA risks.

e Agencies’ assessment of risk should consider not just the risk that an HVA poses to the agency
itself, but also the risk of interconnectivity and interdependencies leading to significant adverse
impact on the functions, operations, and mission of other agencies.

The Agency HVA Process

Agencies must take a strategic enterprise-wide view of risk that accounts for all critical business
and mission functions when identifying HVAs.'* HVAs are those assets, Federal information
systems, information, and data for which an unauthorized access, use, disclosure, disruption,
modification or destruction could cause significant impact to the United States’ nations security
interests, foreign relations, economy, or to the public confidence, civil liberties, or public health
and safety of the American people. Agencies [must establish] appropriate governance of HVA
activities across the enterprise and should integrate HVA remediation activities into agency
planning, programming, budgeting, and execution processes. These efforts must align with OMB
policy, Federal law and regulations, Federal standards and guidelines, and agency policies,
processes, and procedures.!*® For complete details on the agency HVA process see the memo.

Information Security Management

Information Security and Privacy Program Oversight and FISMA Reporting Requirements
[OMB and DHS use] CIO and IG metrics to compile the Annual FISMA Report to Congress and
may use this reporting to compile agency-specific or government-wide risk management
assessments as part of an ongoing effort in support of Executive Order 13800, Strengthening the
Cybersecurity of Federal Networks and Critical Infrastructure.

At a minimum, CFO Act agencies must update their CIO Metrics quarterly and non-CFO Act
agencies must update their CIO metrics on a semiannual basis. Reflecting the Administration’s
shift from compliance to risk management, as well as the guidance and requirements outlined in
OMB Memorandum M-19-03, Strengthening the Cybersecurity of Federal Agencies by Enhancing
the High Value Asset Program, and Binding Operational Directive 18-02, Securing High Value
Assets, CIO Metrics are not limited to assessments and capabilities within [NIST] security

138 OMB M-17-09. Management of Federal High Value Assets. 12/9/2016.
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2017/m-17-09.pdf
139 |0
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baselines, and agency responses should reflect actual implementation levels. Although FISMA
requires an annual |G assessment, OMB strongly encourages ClOs and IGs to discuss the status
of information security programs throughout the year.

Cybersecurity Reporting: Overview and Purpose

On May 11, 2017, the President signed the Executive Order on Strengthening the Cybersecurity
of Federal Networks and Critical Infrastructure, which outlines a number of actions to enhance
cybersecurity across Federal agencies and critical infrastructure partners. Section 1 of the
Executive Order reinforces the Federal Information Security Modernization Act of 2014 (FISMA)
by holding agency heads accountable for managing the cybersecurity risks to their enterprises.
This Memorandum provides implementing guidance on actions required in Section 1 of the
Executive Order.%

Policy to Require Secure Connections across Federal Websites and Web Services

OMB Memorandum M-15-13 requires that all publicly accessible Federal websites and web
service only provide service through a secure connection. The strongest privacy and integrity
protection currently available for public web connections is Hypertext Transfer Protocol Secure
(HTTPS).

[To] promote the efficient and effective deployment of HTTPS, the timeframe for [compliance is
outlined below]. This Memorandum requires that Federal agencies deploy HTTPS on their
domains using the following guidelines.*

e Newly developed websites and services at all Federal agency domains or subdomains
must adhere to this policy upon launch.

e For existing websites and services, agencies should prioritize deployment using a risk-
based analysis. Web services that involve an exchange of personally identifiable
information (PIl), where the content is unambiguously sensitive in nature, or where the
content receives a high-level of traffic should receive priority and migrate as soon as
possible.

e Agencies [should have made] all existing websites and services accessible through a
secure connection (HTTPS-only, with HTTP Strict Transport Security (HSTS)) by
December 31, 2016.

® The use of HTTPS is encouraged on intranets, but not explicitly required.

FISMA Reporting and Agency Privacy Management

OMB requires that the head of each agency submit, as part of the agency’s annual report, a
signed electronic copy of an official letter to CyberScope providing a comprehensive overview
reflecting his or her assessment of the adequacy and effectiveness of information security

140 OMB M-17-25. Reporting Guidance for Reporting Progress on Executive Order on Strengthening the
Cybersecurity of Federal Network and Critical Infrastructure. 5/19/2017.
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2017/M-17-25.pdf

141 OMB M-15-13. Policy to Require Secure Connections across Federal Websites and Web Services. 6/8/2015.
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2015/m-15-13.pdf
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policies, procedures, and practices, and compliance with the requirements of the Federal
Information Security Modernization Act (FISMA) for the agency.*

Below are activities explicitly outlined in FISMA:

CIO/CISO Interviews
DHS will [conduct] annual interviews with agencies’ CIO and [CISO] based on their
agency’s security posture. Each interview session has three distinct goals:

® Assessing progress towards the administration cybersecurity priorities and other
FISMA compliance and challenges;

e Identifying security best practices and raising awareness of FISMA reporting
requirements; and

e Establishing meaningful dialogue with the agency’s senior leadership.

Submit Privacy Documents
As part of the annual report, Senior Agency Officials for Privacy are to submit the
following documents through CyberScope:
e Description of the agency’s privacy training for employees and contractors;
e Breach notification policy;
® Progress update on eliminating unnecessary use of Social Security Numbers; and
® Progress update on the review and reduction of holdings of personally
identifiable information.®

OMB [requires] agencies to submit these four privacy documents whether or not the
documents have changed from versions submitted in previous years.

Information Security Continuous Monitoring (ISCM)

To fully implement ISCM across the Government, agencies shall: 1) Develop and maintain,
consistent with existing statutes, OMB policy, NIST guidelines and the CONOPS, an ISCM
strategy, and establish an ISCM program that: a. Provides a clear understanding of
organizational risk and helps officials set priorities and manage such risk consistently throughout
the agency; and b. Addresses how the agency [conducts] ongoing authorizations of information
systems and the environments in which those systems operate, including the agency’s use of
common controls.#*

Federal Information Security Management Act (FISMA) Agency Reporting Activities
To comply with this guidance, [agencies carry out] the following activities:

1. Establish monthly data feeds to CyberScope;
2. Respond to security posture questions; and

142 OMB M-14-04. Fiscal Year 2013 Reporting Instructions for the Federal Information Security Management Act
and Agency Privacy Management. 11/18/2013.
https://obamawhitehouse.archives.gov/sites/default/files/omb/memoranda/2014/m-14-04.pdf

144 OMB M-14-03. Enhancing the Security of Federal Information and Information Systems. 11/18/2013.
https://obamawhitehouse.archives.gov/sites/default/files/omb/memoranda/2014/m-14-03.pdf

54


https://obamawhitehouse.archives.gov/sites/default/files/omb/memoranda/2014/m-14-04.pdf
https://obamawhitehouse.archives.gov/sites/default/files/omb/memoranda/2014/m-14-03.pdf

3. Participate in CyberStat accountability sessions and agency interviews.

CyberScope is the platform for the FISMA reporting process. Agencies should note that a
Personal Identity Verification card, compliant with Homeland Security Presidential Directive 12
is required for access to CyberScope. No FISMA submissions [are] accepted outside of
CyberScope. For information related to CyberScope, please visit: http://max.omb.gov.* ClOs,
Inspectors General, and Senior Agency Officials for Privacy [all] report through CyberScope.
Micro agencies!® [also] report using this automated collection tool.*¥

Agency Implementation of Identify Credentialing and Access Management (ICAM)

[In] line with the Federal Government’s updated approach to modernization, it is essential that agencies’
ICAM strategies and solutions shift from the obsolete Levels of Assurance (LOA) model towards a new
model informed by risk management perspectives, the Federal resource accessed, and outcomes
aligned to agency missions. To set the foundation for identity management and its usage to access
physical and digital resources, agencies must implement National Institute of Standards and Technology
(NIST) Special Publication (SP) 800-63-3 and any successive versions (hereafter referred to as NIST SP
800-63).1%8

[Telework Security Guidelines]
Agencies are expected to implement security telework policies to best suit their unique needs. At a
minimum, agency policies must comply with FISMA requirements and address the following:%°

e Controlling access to agency information and information systems;

® Protecting agency information (including personally identifiable information) and information
systems;

e Limiting the introduction of vulnerabilities;

® Protecting information systems not under the control of the agency that are used for
teleworking;

e Safeguarding wireless and other telecommunications capabilities that are used for teleworking;
and

® Preventing inappropriate use of official time or resources that violates subpart G of the
Standards of Ethical Conduct for Employees of the Executive Branch by viewing, downloading, or
exchanging pornography, including child pornography.

[Telework Security Point of Contact]
Agency ClOs must identify a technical point of contact to DHS (FISMA.FNS@dhs.gov) to aid with the
implementation of telework security requirements. This point of contact will serve as a technical

145 The website MAX.gov is only accessible to federal employees.

146 According to M-11-33, micro agencies are agencies employing 100 or fewer full time equivalents (FTEs).
147 OMB M-11-33. FY 2011 Reporting Instructions for the Federal Information Security Management Act and
Agency Privacy Management. 9/14/2011.
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2011/m11-33.pdf

148 OMB M-19-17. Enabling Mission Delivery through Improved Identity, Credential, and Access Management,
5/21/2019. https://www.whitehouse.gov/wp-content/uploads/2019/05/M-19-17.pdf

149 OMB M 11-27. Implementing the Telework Enhancement Act of 2010: Security Guidelines. 07/15/2011.
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2011/m11-27.pdf
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manager and must have operational and technical expertise to implement the [Telework Enhancement
Act] within the agency.*°
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1.7 Architecture

1.7.1 CIO Responsibilities — Laws and Executive Orders

This section lists the statutory responsibilities of ClOs related to their agency’s architecture. The
statutory language is directly pulled from applicable laws and executive orders. These statutory
responsibilities are then implemented through OMB guidance and guidance from other government-
wide organizations. This language, along with the language in other sections under the heading “CIO
Responsibilities - Laws and Executive Orders,” defines the ClO role and gives the CIO their statutory
mandate.

Definition

[The] term “information technology architecture,” with respect to an executive agency, means an
integrated framework for evolving or maintaining existing information technology and acquiring new
information technology to achieve the agency’s strategic goals and information resources management
goals.

General Responsibilities
The [CIO] of an executive agency is responsible for:

e Providing advice and other assistance to the head of the executive agency and other senior
management personnel of the executive agency to ensure that information technology is
acquired and information resources are managed for the executive agency in a manner that
implements the policies and procedures of this subtitle, consistent with chapter 35 of title 44
and the priorities established by the head of the executive agency;

e Developing, maintaining, and facilitating the implementation of a sound, secure, and integrated
information technology architecture for the executive agency; and

® Promoting the effective and efficient design and operation of all major information resources
management processes for the executive agency, including improvements to work processes of
the executive agency.'*

1.7.2 CIO Responsibilities — OMB Guidance

This section consists of language from OMB guidance that further demarcates, expands upon, or
otherwise clarifies the responsibilities of agency ClOs with regards to their agency’s architecture. See
sections on OMB Memoranda and OMB Circulars for more information about these forms of OMB
guidance. See sections on OIG and GAO to review how compliance with policies is measured.

Enterprise Architecture

Agencies shall develop an enterprise architecture (EA) that describes the baseline architecture, target
architecture, and a transition plan to get to the target architecture. The agency’s EA shall align to their
IRM Strategic Plan. The EA should incorporate agency plans for significant upgrades, replacements, and

15140 U.S.C. Subtitle I1l. Chapter 113. Subchapter Il. § 11315. Title 40 Public Buildings, Property and Works.
https://www.govinfo.gov/content/pkg/USCODE-2011-title40/pdf/USCODE-2011-title40-subtitlelll-chap113-
subchapll-sec11315.pdf
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disposition of information systems when the systems can no longer effectively support missions or
business functions.>?

152 OMB Circular A-130.Managing Information as a Strategic Resource. Page 6.
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/OMB/circulars/a130/a130revised.pdf
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1.8 Information Resources and Data

1.8.1 Agency IT Authorities — Laws and Executive Orders

This section consists of IT authorities assigned to agencies in laws and executive orders which directly or
indirectly task the CIO with duties or responsibilities pertaining to information resources and data. The
statutory language is directly pulled from the applicable laws and executive orders. In most cases, the
heads of agencies delegate all IT management responsibilities to the CIO, but some functions are
explicitly assigned to more than one person (e.g. the CIO in consultation with the CFO). See individual
agency policies to determine how instances of dual responsibility are implemented and executed, and
what tasks (if any) are required of the agency head but not delegated to the CIO.

Agency Commitments to Records Management Reform
The head of each agency shall:

e Ensure that the successful implementation of records management requirements in law,
regulation, and this memorandum is a priority for senior agency management;

e Ensure that proper resources are allocated to the effective implementation of such
requirements; and within 30 days of the date of this memorandum, [should have designated] in
writing to the Archivist of the United States (Archivist), a senior agency official to supervise the
review required by subsection (b) of this section, in coordination with the agency’s Records
Officer, [CIO], and General Counsel.

Within 120 days of the date of this memorandum, each agency head [should have submitted] a report to
the Archivist and the Director of [OMB] that:*°3

e Describes the agency’s current plans for improving or maintaining its records management
program, particularly with respect to managing electronic records, including email and social
media, deploying cloud-based services or storage solutions, and meeting other records
challenges;

e Identifies any provisions, or omissions, in relevant statutes, regulations, or official NARA
guidance that currently pose an obstacle to the agency’s adoption of sound, cost-effective
records management policies and practices; and

e Identifies policies or programs that, if included in the Records Management Directive required
by section 3 of this memorandum or adopted or implemented by NARA, would assist the
agency’s efforts to improve records management.

1.8.2 Agency IT Authorities - OMB Guidance

This section consists of language from OMB guidance that further demarcates, expands upon, or clarifies
IT authorities assigned to agencies. This language directly or indirectly tasks the CIO with duties or
responsibilities pertaining to information resources and data. See sections on OMB Memoranda and

15344 U S.C. Chapter 31. § 3101. Title 44 Public Printing and Documents.
https://uscode.house.gov/view.xhtm|?path=/prelim@title44/chapter31&edition=prelim
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OMB Circulars for more information about these forms of OMB guidance. See sections on OIG and GAO
to review how compliance with policies is measured.

Policy

Agencies shall establish a comprehensive approach to improve the acquisition and management of their
information resources by: performing information resources management activities in an efficient,
effective, economical, secure, and privacy-enhancing manner; focusing information resources planning
to support their missions; implementing an IT investment management process that links to and
supports budget formulation and execution; and rethinking and restructuring the way work is
performed before investing in new information systems.>*

Inventory
Agencies shall:

Maintain an inventory of the agency’s major information systems, information holdings, and
dissemination products, at the level of detail that OMB and the agency determine is most
appropriate for overseeing and managing the information resources; and

Maintain an inventory of the agency’s information systems that create, collect, use, process,
store, maintain, disseminate, disclose, or dispose of Pll to allow the agency to regularly review
its PIl and ensure, to the extent reasonably practicable, that such Pll is accurate, relevant,
timely, and complete; and to allow the agency to reduce its Pll to the minimum necessary for
the proper performance of authorized agency functions.*®

Information Management
[Agencies] shall:

Continually facilitate adoption of new and emerging technologies, and regularly assess the
following throughout the life of each information system: the inventory of the physical and
software assets associated with the system; the maintainability and sustainability of the
information resources and infrastructure supporting the system; and actively determine when
significant upgrades, replacements, or disposition is required to effectively support agency
missions or business functions and adequately protect agency assets.>®

Risk Management
[Agencies] shall:

Consider information security, privacy, records management, public transparency, and supply

chain security issues for all resource planning and management activities throughout the system

development life cycle so that risks are appropriately managed;
Develop plan, in consultation with CIOs, Senior Agency Officials for Records Management
(SAORMs), and Senior Agency Officials for Privacy (SAOPs), for information systems and

154 OMB Circular A-130. Managing Information as a Strategic Resource. Page 4.
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/OMB/circulars/a130/a130revised.pdf

155 OMB Circular A-130. Managing Information as a Strategic Resource. Page 5.
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/OMB/circulars/a130/a130revised.pdf
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components that cannot be appropriately protected or secured and ensure that such systems
are given a high priority for upgrade, replacement, or retirement.*>’

Records Management
Agencies shall:

Designate a [SAORM] who has overall agency-wide responsibility for records management;
Ensure agency records managed by the SAORM are treated as information resources and follow
the requirements in this Circular.®

Data Management

Data Quality Plan

Agencies that have determined they are subject to the DATA Act reporting must develop and
maintain a Data Quality Plan that considers the incremental risks to data quality in Federal
spending data and any controls that would manage such risks in accordance with OMB Circular
No. A-123. The purpose of the Data Quality Plan is to identify a control structure tailored to
address identified risks.**

Improving Data Quality

Recognizing that the value of data as a Federal asset hinges on the reliability, validity and overall
quality of the data itself, and consistent with OMB Circular No. A-123, agencies should leverage
existing functions within the organization that currently monitor and assess risk.1®

Requirements

All executive agencies are required by OMB Circular No. A-123 to integrate ERM processes and
internal controls and are required to include consideration of internal controls over reporting in
their annual assurance statement. ¢!

Open Data and [Records Management Budget Estimates]

[Agency budget estimates] should reflect data sets that have been prioritized through [the]
agency’s engagement with customers as specified in OMB Memorandum M-13-13, Open Data
Policy —Managing Information as an Asset. [These] estimates should also reflect work necessary
to meet the requirements of OMB Memorandum M-12-18, Managing Government Records
Directive, OMB Circular A-130, the E-Government Act, and OMB'’s guidance. Initiatives should
create a customer-centered electronic presence.®?

157 OMB Circular A-130. Managing Information as a Strategic Resource. Page 6.

https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/OMB/circulars/a130/a130revised.pdf
158 OMB Circular A-130. Managing Information as a Strategic Resource. Page 19.
https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/OMB/circulars/a130/a130revised.pdf
159 OMB M-18-16. Appendix A to OMB Circular No. A-123, Management of Reporting and Data Integrity Risk.
6/6/2018. Page 4. https://www.whitehouse.gov/wp-content/uploads/2018/06/M-18-16.pdf

160 OMB M-18-16. Appendix A to OMB Circular No. A-123, Management of Reporting and Data Integrity Risk.
6/6/2018. Page 8. https://www.whitehouse.gov/wp-content/uploads/2018/06/M-18-16.pdf
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https://www.whitehouse.gov/wp-content/uploads/2018/06/a1l.pdf
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Establish Integral Digital Governance

A strong governance structure will help agencies develop coherent priorities, set up lines of
accountability, and satisfy the public’s expectation of the best possible level of service. Agencies must
manage their websites and digital services not as discrete individual IT projects, but as part of a
comprehensive strategy covering all their digital information and services.

e As required in the Digital Government Strategy®3, every agency [should have established] a plan
for governing its digital services, including websites and data.®*

Implement Information Security and Privacy Controls

FISMA and OMB Circular A-130 require each Federal Agency to develop, document, and implement an
agency-wide information security program for the information and information systems that support
the agency’s operations and assets, including those provided or managed by another agency, contractor,
or other source. FISMA also provides for the development and maintenance of minimum controls to
protect Federal information and information systems. Moreover, OMB Circular A-130 requires agencies
to develop, implement, document, maintain, and oversee an agency-wide privacy program including
people, processes, and technologies. Each agency-wide privacy program must implement privacy
controls and verify that those controls are operating as intended and continuously monitored and
assessed.

e Agencies must follow the policies, principles, standards, and guidelines on information security
and privacy, in accordance with FISMA and other laws. Each agency is already required to
implement security and privacy policies as set forth in OMB Circular A-130 and [NIST] Special
Publication 800-44, Guidelines on Securing Public Web Servers; and other associated standards
and 800 series guidelines from NIST. (Note: for a complete list of detailed requirements see the
referenced memo.)?®°

Electronic Records
Section I: Implementation Guidance for all Agencies: All Federal agencies (CFO Act and non-CFO Act)
must meet the following targets in order to begin the transition to a fully electronic government.

By 2019, Federal agencies will manage all permanent electronic records in an electronic format. By
December 31, 2019, all permanent electronic records in Federal agencies will be managed electronically
to the fullest extent possible for eventual transfer and accessioning by NARA in an electronic format.
Federal agencies have been required to manage all (permanent and temporary) email records in an
electronic format since 2016 and are expected to continue to do so.

By 2022, Federal agencies will manage all permanent records in an electronic format and with
appropriate metadata. By December 31, 2022, all permanent records in Federal agencies will be
managed electronically to the fullest extent possible for eventual transfer and accessioning by NARA in
an electronic format. This does not apply to permanent records accessioned into NARA or transferred

163 The White House. Digital Government Strategy.
https://obamawhitehouse.archives.gov/sites/default/files/omb/egov/digital-government/digital-government.html
164 OMB M-17-06. Policies for Federal Agency Public Websites and Digital Services. 11/8/2016.
https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2017/m-17-06.pdf

185 Ibid.
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for storage into Federal Records Centers before December 31, 2022. After December 31, 2022, all
agencies will transfer permanent records to NARA in electronic formats and with appropriate metadata,
in accordance with NARA regulations and transfer guidance, except where an agency has been granted
an exception under procedures to be developed by NARA under paragraph 2.2, below.

By 2022, Federal agencies will manage all temporary records in an electronic format or store them in
commercial records storage facilities. By December 31, 2022, all temporary records in Federal agencies
will be managed electronically to the fullest extent possible. Agencies that receive an exception under
paragraph 2.2 may continue to produce and store records in analog formats, but inactive records eligible
for transfer after December 31, 2022 must be stored in commercial storage facilities. This does not apply
to temporary records that are transferred for temporary storage into Federal Records Centers before
December 31, 2022. By December 31, 2022, all agencies must close agency-operated records storage
facilities and transfer inactive, temporary records to Federal Records Centers or commercial records
storage facilities. Temporary, analog records that become eligible for transfer after December 31, 2022
must be transferred to commercial storage facilities that meet NARA records storage requirements.

Federal agencies will maintain robust records management programs that comply with the Federal
Records Act and its regulations. Agencies must continue the following practices to ensure agency
records are appropriately retained, stored, and transferred according to their disposition schedules.

e Designate a [SAORM] who is at the Assistant Secretary level or equivalent and has direct
responsibility for ensuring that the agency efficiently and appropriately complies with all
applicable records management statutes, regulations, and policy, including the requirements of
this memorandum.

e Designate an Agency Records Officer who is responsible for overseeing agency recordkeeping
requirements and operations and holds the NARA Certificate of Federal Records Management
Training.

o Annually inform all agency personnel of their records management responsibilities in law,
regulation, and policy, and provide training specific to the practices and policies of the
organization.

e Ensure all records created or maintained by the agency are covered by a NARA-approved
records schedule and permanent records are transferred to the National Archives when they
reach their scheduled disposition date.

e Ensure NARA-approved records schedules are updated as business practices transition to
electronic workflows.%®

Federal Data Strategy — Purpose & Overview

[The Federal Data Strategy'®’] enables agencies-and Government as an enterprise to use and manage
Federal data to serve the American people, including the critical twin goals of getting optimal value from
our data assets and of protecting security, privacy, and confidentiality. It provides a common set of data
principles and best practices in implementing data innovations that drive more value for the public. The
Strategy complements statutory requirements and OMB information policy and guidance, and
incorporates relevant changes proposed by agency and public comments received in response to M-19-

166 OB M-19-21. Transition to Electronic Records. 6/28/2019. https://www.whitehouse.gov/wp-
content/uploads/2019/06/M-19-21.pdf
167 Federal Data Strategy, Leveraging Data as a Strategic Asset. https://strategy.data.gov/
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01: Request for Agency Feedback on the Federal Data Strategy.®® Annual Action Plans specify
measurable actions to implement the practices that are the priorities for a given year, providing
timelines for implementation and identification of responsible parties. Agencies implement the Federal
Data Strategy by adhering to the Action Steps in yearly action plans in accordance with OMB guidance.

Freedom of Information Act (FOIA) Portal

This memorandum provides instructions for agencies’ Chief FOIA Officers on actions that agencies must
take to ensure interoperability with the National FOIA Portal [foia.gov]. This memorandum is authorized
and required by the FOIA Improvement Act of 2016, 5 U.S.C. § 552(m). “It requires agencies to provide
information and complete necessary actions that will facilitate interoperability with the National FOIA
Portal, through which a member of the public can submit a request for information to any Federal
agency from angle website.” 1¢°

Improve Customer Service Delivery
Each CFO Act agency (“agency” or “agencies”) that directly provides significant services to individuals or
to private and governmental entities will improve customer service through the following activities:

® Publish Customer Service Plans — ...each agency will post a customer service plan (“plan”) to its
Open Government website. The plan will identify implementation steps for the customer service
activities outlined in EO 13571, including a high-level discussion of the process by which a
“signature initiative” to use technology to improve the customer experience will be designed
and executed. The plan will prepare agencies to integrate specific customer service goals into
annual agency performance plans and reports, as called for by the Government Performance
and Results Modernization Act (GPRA) of 2010.

e Establish a Customer Service Task Force — To facilitate the exchange of best practices and the
development of agency customer service plans and signature initiatives, OMB will coordinate a
Customer Service Task Force (“Task Force”), comprised of agencies that provide significant
services, that will meet regularly.... each agency should identify a senior official, who will be
responsible for the customer service plan and related agency goals, to represent the agency on
the Task Force ... Before final publication ..., participating agencies will conduct a peer review of
their customer service plans.

® Advance Customer Service through Innovative Technology — With advances in technology and
improvements in service delivery systems, customers’ expectations continue to rise. To meet
these expectations and increase efficiency, the Federal Government must incorporate
increasingly common, lower cost self-service options that leverage technology, such as those
accessed by the Internet or mobile phone.”°

e The IDEAY! aims to improve the digital experience for government customers and reinforces
existing requirements for federal public websites.

168 OMB M-19-18. Federal Data Strategy - A Framework for Consistency. 6/4/2019.
https://www.whitehouse.gov/wp-content/uploads/2019/06/M-19-18.pdf

169 OMB M-19-10. Guidance for Achieving Interoperability with the National Freedom of Information Act (FOIA)
Portal On FOIA.gov. 2/12/2019. https://www.whitehouse.gov/wp-content/uploads/2019/02/M-19-10.pdf

170 OMB M-11-24. Implementing Executive Order 13571 on Streamlining Service Delivery and Improving Customer
Service. 6/13/2011. https://www.whitehouse.gov/sites/whitehouse.gov/files/omb/memoranda/2011/m11-24.pdf
171 GSA. 21st Century Integrated Digital Experience Act. https://digital.gov/resources/21st-century-integrated-
digital-experience-act/
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